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RE:  Notice of Data [Extra2 (Breach/Incident)] 

Dear Sample A. Sample: 

Drs Abdelbaky, Boes, Cameron & Associates of Apex, PLLC doing business as Triangle Family Dentistry (Drs Abdelbaky, 

Boes, Cameron & Associates of Apex, PLLC doing business as Triangle Family Dentistry or "we") is writing to inform you 

of a data security incident that may have affected some of your personal information. We want to provide you with details 

about the incident and our response and information to protect you. 

What Happened 

We were notified on or about March 19, 2026 by a vendor of an email phishing incident resulting in unauthorized access to 

emails and some files in a vendor’s email account. Upon discovery of the incident on October 24, 2025, the vendor 

immediately secured emails and their file systems and launched an investigation through its legal counsel to better 

understand the incident. Investigation is continuing. Some of your personal information may have been affected. At present, 

there is no evidence that any of your personal information has been removed or misused by the attacker. There is also no 

evidence of any ongoing threat and no evidence of intrusion into the dental record system or other systems of vendor or our 

dental practice. The incident was contained to a limited number of emails and vendor files. 

What Information Was Involved 

The impacted personal information relating to you includes your name, address and [Extra1 Consolidated PII & PHI]. 

What We Are Doing 

In response to this incident, we enhanced existing security measures to further fortify our network’s security measures and 

protocols to protect personal information by securing our email environment, changing passwords and taking additional 

security measures. 

There is no evidence of any ongoing threat to our system or network. We are also notifying you so that you may take 

further steps to protect your information should you feel it appropriate to do so. We are providing you with access to 

[Extra3 (12/24)] months of credit monitoring and identity restoration services through Experian, at no charge to you. You 

must enroll by August 31, 2026. 

What You Can Do 

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and to 

monitor your credit reports for suspicious activity. 

To help protect your identity, we are offering complimentary access to Experian IdentityWorksSM for [Extra3 (12/24)] 

months. 
 

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss how you 

may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your situation with an agent, 

it is determined that identity restoration support is needed then an Experian Identity Restoration agent is available to work 
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with you to investigate and resolve each incident of fraud that occurred from the date of the incident (including, as 

appropriate, helping you with contacting credit grantors to dispute charges and close accounts; assisting you in placing a 

freeze on your credit file with the three major credit bureaus; and assisting you with contacting government agencies to 

help restore your identity to its proper condition). 

Please note that Identity Restoration is available to you for [Extra3 (12/24)] months from the date of this letter and does not 

require any action on your part at this time. The Terms and Conditions for this offer are located at 

www.ExperianIDWorks.com/restoration. 

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud detection 

tools available through Experian IdentityWorks as a complimentary [Extra3 (12/24)]-month membership. This product 

provides you with superior identity detection and resolution of identity theft. To start monitoring your personal information, 

please follow the steps below: 

 

▪ Ensure that you enroll by August 31, 2026 by 11:59 pm UTC (Your code will not work after this date.) 

▪ Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/1Bcredit 
▪ Provide your activation code: ABCDEFGHI 

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this incident, or 

would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team by 

August 31, 2026 at 833-918-6270, Monday-Friday, from 8:00am to 8:00pm Central Time (excluding major US holidays). 

Be prepared to provide engagement number ENGAGE# as proof of eligibility for the Identity Restoration services by 

Experian. 

ADDITIONAL DETAILS REGARDING YOUR [Extra3 (12/24)]-MONTH EXPERIAN IDENTITYWORKS 

MEMBERSHIP 

 

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately regarding any 

fraud issues, and have access to the following features once you enroll in Experian IdentityWorks: 

 

▪ Experian credit report at signup: See what information is associated with your credit file. Daily credit reports are 

available for online members only.* 

▪ Credit Monitoring: Actively monitors Experian file for indicators of fraud. 

▪ Identity Restoration: Identity Restoration specialists are immediately available to help you address credit and non-

credit related fraud. 

▪ Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration support even 

after your Experian IdentityWorks membership has expired. 

▪ $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic fund 

transfers. 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. 

Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 

 

For More Information 

Protecting your information is important to us. Please be assured that we are committed to helping you protect your 

personal information and identity and ensuring that your information is safe and secure. 

We sincerely regret any inconvenience this incident may have caused you. If you have additional questions, you may call 

our dedicated assistance line at 833-918-6270, Monday-Friday, from 8:00am to 8:00pm Central Time (excluding major US 

holidays). Be prepared to provide your engagement number ENGAGE#. 

Sincerely,  

Drs Abdelbaky, Boes, Cameron & Associates of Apex, PLLC doing business as Triangle Family Dentistry

http://www.experianidworks.com/restoration
https://www.experianidworks.com/1Bcredit
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STEPS YOU CAN TAKE TO HELP PROTECT YOUR INFORMATION 

In response to the incident, we are providing you with access to Single Bureau Credit Monitoring/Single Bureau Credit 

Report/Single Bureau Credit Score services at no charge. These services provide you with alerts for [Extra3 (12/24)] 

months from the date of enrollment when changes occur to your credit file. This notification is sent to you the same day 

that the change or update takes place with the bureau. Finally, we are providing you with proactive fraud assistance to help 

with any questions that you might have or in event that you become a victim of fraud. These services will be provided by 

Experian specializing in fraud assistance and remediation services. 

How do I enroll for the free services? 

To enroll in Credit Monitoring services at no charge, please log on to https://www.experianidworks.com/1Bcredit and 

follow the instructions provided. When prompted please provide the following unique code to receive services: 

ABCDEFGHI. In order for you to receive the monitoring services described above, you must enroll within 90 days from 

the date of this letter. The enrollment requires an internet connection and e-mail account and may not be available to 

minors under the age of 18 years of age. Please note that when signing up for monitoring services, you may be asked to 

verify personal information for your own protection to confirm your identity. 

 

Free Credit Report 

Under U.S. law, you are entitled to one free credit report annually from each of the three major credit reporting bureaus 

(Equifax, Experian, and TransUnion). Obtaining a copy of your credit report from each agency on an annual basis, and 

reviewing it for suspicious activity, can help you spot problems and address them quickly. You can request your free credit 

report online at www.annualcreditreport.com or by phone at 1-877-322-8228. You can also request your free credit report 

by completing the request form at: www.annualcreditreport.com, and mailing it to Annual Credit Report Request Service, 

P.O. Box 105281, Atlanta, GA 30348-5281. You may wish to stagger your requests so that you receive a free report by one 

of the three credit bureaus every four months. 

 

Fraud Alert 

As a precaution against identity theft, you can consider placing a fraud alert on your credit file. A “fraud alert” tells creditors 

to contact you before opening a new account or changing an existing account. A fraud alert also lets your creditors know to 

watch for unusual or suspicious activity. To place a fraud alert, call any one of the three major credit reporting agencies listed 

below. An initial fraud alert remains effective for ninety days, and is free of charge. If you wish, you can renew the fraud 

alert at the expiration of this initial period. As soon as one credit agency confirms your fraud alert, the others are notified to 

place fraud alerts on your file. 
 

Equifax® 

P.O. Box 105069 

Atlanta, GA 30348-5069 

1-800-685-1111 

https://www.equifax.com/personal/credit-

report-services/credit-fraud-alerts 

Experian 

P.O. Box 9554 

Allen, TX 75013-9701 

1-888-397-3742 

www.experian.com/fraud/center.html 

TransUnion® 

P.O. Box 2000 

Chester, PA 19016-1000 

1-800-680-7289 

https://www.transunion.com/fraud-

alerts 

 

Security Freeze 

Federal law also allows consumers to place, lift or remove a security freeze on their credit reports at no charge. A security 

freeze prohibits a credit reporting agency from releasing any information from a consumer's credit report without written 

authorization. Be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely 

approval of any requests you make for new loans, credit mortgages, employment, housing, or other services. 

 

To place a security freeze on your credit report, you must send a written request by regular, certified, or overnight mail at the 

addresses below to each of the three major credit reporting agencies: Equifax (www.equifax.com); Experian 

(www.experian.com); and TransUnion (www.transunion.com). You may also request the security freeze through each of the 

credit reporting agencies’ websites or over the phone: 
 

Equifax® 

P.O. Box 105788 

Atlanta, GA 30348-5788 

1-888-298-0045 

https://www.equifax.com/personal/help/place 

-lift-remove-security-freeze/ 

Experian 

P.O. Box 9554 

Allen, TX 75013 

1-888-397-3742 

www.experian.com/ 

freeze/center.html 

TransUnion® 

P.O. Box 160 

Woodlyn, PA 19094 

1-888-909-8872 

www.transunion.com/ 

credit-freeze 
 

In order to request a security freeze, you will need to provide the following information: 

1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.); 

2. Social Security Number; 
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3. Date of birth; 

4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five years; 

5. Proof of current address such as a current utility bill or telephone bill; 

6. A legible photocopy of a government issued identification card (state driver's license or ID card, military 

identification, etc.); 

7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to 

a law enforcement agency concerning identity theft; and 

8. If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa, MasterCard, 

American Express or Discover only). Do not send cash through the mail. 

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on your credit 

report. The credit bureaus must also send written confirmation to you within five (5) business days and provide you with a 

unique personal identification number (PIN) or password, or both that can be used by you to authorize the removal or lifting 

of the security freeze. 

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call or send a 

written request to the credit reporting agencies by mail and include proper identification (name, address, and social security 

number) and the PIN number or password provided to you when you placed the security freeze as well as the identities of 

those entities or individuals you would like to receive your credit report or the specific period of time you want the credit 

report available. The credit reporting agencies have three (3) business days after receiving your request to lift the security 

freeze for those identified entities or for the specified period of time. 

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include proper 

identification (name, address, and social security number) and the PIN number or password provided to you when you placed 

the security freeze. The credit bureaus have three (3) business days after receiving your request to remove the security freeze. 

Additional Information  

You may obtain additional information about identity theft by contacting the above, your state Attorney General, or the 

Federal Trade Commission (FTC). The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, 

Washington, DC 20580; www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. You are 

advised to report known or suspected identity theft to law enforcement, including your state’s Attorney General and the FTC. 

Under the law, you have the right to obtain any police report filed in regard to this incident. If you are the victim of identity 

theft or fraud, you also have the right to file a police report and obtain a copy of it. Notice was not delayed as a result of law 

enforcement. 

For Alabama residents, the Attorney General can be contacted at 501 Washington Avenue, Montgomery, AL 36104, 

www.alabamaag.gov, or (334) 242-7300. 

For Arizona residents, the Attorney General can be contacted at 2005 N Central Ave, Phoenix, AZ 85004-2926, 

www.azag.gov, or (602) 542-5025. 

For California residents, the Attorney General can be contacted at P.O. Box 944255, Sacramento, CA 94244-2550, 

oag.ca.gov, or (916) 210-6276. 

For Colorado residents, the Attorney General can be contacted at 1300 Broadway, 10th Floor, Denver, CO 80203, coag.gov, 

or (720) 508-6000. 

For District of Columbia residents, the Attorney General can be contacted at 400 6th Street NW, Washington, D.C. 20001, 

oag.dc.gov, or (202) 727-3400. 

For Florida residents, the Attorney General can be contacted at PL-01, The Capitol, Tallahassee, FL 32399-1050, 

www.myfloridalegal.com, or 850-414-3300. 

For Georgia residents, the Attorney General can be contacted at 40 Capitol Square, SW, Atlanta, Georgia 30334, 

law.georgia.gov, or (404) 458-3600. 

For Illinois residents, the Attorney General can be contacted at 500 South Second Street, Springfield, IL 62701, 

illinoisattorneygeneral.gov, or (217) 782-1090. 

For Louisiana residents, the Attorney General can be contacted at 1885 North Third Street, Baton Rouge, LA 70802, 

www.ag.state.la.us, or (225) 326-6079. 

For Maryland residents, the Attorney General can be contacted at 200 St. Paul Place, 16th Floor, Baltimore, MD 21202, 

oag.state.md.us, or (888) 743-0023. 

For Massachusetts residents, the Attorney General can be contacted at 1 Ashburton Place, 20th Floor, Boston, MA 02108 

(617) 727-8400. 

http://www.identitytheft.gov/
http://www.alabamaag.gov/
http://www.azag.gov/
http://www.myfloridalegal.com/
http://www.ag.state.la.us/
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For Michigan residents, the Attorney General can be contacted at 525 W. Ottawa St., Lansing, MI 48906, 

www.michigan.gov/ag, or (517) 335-7622. 

For Missouri residents, the Attorney General can be contacted at 207 W. High St., P.O. Box 899, Jefferson City, MO 65102, 

ago.mo.gov, or 573-751-3321. 

For Mississippi residents, the Attorney General can be contacted at 550 High St., Suite 1200, Jackson, MS 39205, 

www.ms.gov, or (601) 359-3680. 

For New Jersey residents, the Attorney General can be contacted at PO Box 080, Trenton, NJ 08625-0080, www.njoag.gov, 

or (609) 984-5828. 

For New York residents, the Attorney General can be contacted at The Capitol, Albany NY 12224-0341, www.ny.ag.gov, or 

1-800-771-7755. 

For North Carolina residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 27699, 

ncdoj.gov, or (919) 716-6000. 

For Ohio residents, the Attorney General can be contacted at 30 East Broad St., Columbus, Ohio 43215, 

www.ohioattorneygeneral.gov, or 614-466-4986. 

For Pennsylvania residents, the Attorney General can be contacted at 16th Floor, Strawberry Square, Harrisburg, PA 17120, 

www.attorneygeneral.gov, or (717) 787-3391. 

For South Carolina residents, the Attorney General can be contacted at P.O. Box 11549, Columbia, S.C. 29211, 

www.scag.gov, or (803) 734-3970. 

For Tennessee residents, the Attorney General can be contacted at P.O. Box 20207, Nashville, TN 37202, www.tn.gov, or 

(615) 741-3491. 

For Texas residents, the Attorney General can be contacted at PO Box 12548, Austin, TX 78711-2548, 

www.texasattorneygeneral.gov, or (512) 463-2100. 

For Utah residents, the Attorney General can be contacted at 350 N. State Street, Salt Lake City, UT 84114, 

attorneygeneral.utah.gov, or (801) 366-0260. 

For Virginia residents, the Attorney General can be contacted at 202 N 9th St, Richmond, VA 23219, www.oag.state.va.us, 

(804) 786-2071. 

For West Virginia residents, the Attorney General can be contacted at 1900 Kanawha Blvd., East Building 1, Room E-26, 

Charleston, WV 25305, ago.wv.gov, or (304) 558-2021. 
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