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NOTICE OF DATA BREACH 

National Boat Owners Association (“NBOA”) takes privacy seriously. We therefore regret to 
inform you of a recent data security incident that may have involved certain of your personal 
information. This notice is being sent pursuant to applicable federal and state law. 

WHAT HAPPENED? 
On or about mid-May 2025 through early June 2025, NBOA’s network appears to have been the 
subject of an unauthorized and illegal intrusion, during which the access or acquisition of 
personally identifiable information may have occurred. NBOA discovered the intrusion on June 6, 
2025. NBOA’s cyber forensics investigators are reasonably certain that the INC Ransomware 
organization is responsible for the intrusion. 

WHY DID THIS HAPPEN? 
Without our permission or knowledge, a cybercriminal appears to have accessed our computer 
systems through an apparent compromise of one of our managed service providers. 

WHAT IS NBOA DOING? 
NBOA values privacy and deeply regrets that the intrusion occurred. Upon discovering the 
intrusion, NBOA immediately took steps to contain and remediate the incident. These steps 
included terminating the services of the managed service provider in question and engaging a 
nationally recognized forensic firm to conduct a comprehensive investigation. NBOA also 
reviewed its existing policies and procedures and implemented additional safeguards to further 
secure its systems and the information they contain. 

NBOA has notified law enforcement and continues to enhance its systems to help ensure that an 
incident of this nature does not occur again. 

National Boat Owners Association

Return Mail Processing 
PO Box 999 
Suwanee, GA 30024 

January 21, 2026

Engagement # [Engagement Number]
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Engagement # [Engagement Number]

WHAT INFORMATION WAS INVOLVED?
The compromised data elements may have included the following: full names, addresses, and
insurance policy numbers and information associated therewith.

WHAT YOU CAN DO:
To help protect your identity, we are offering complimentary access to Experian IdentityWorksSM
for 24 months.

If you believe there was fraudulent use of your information as a result of this incident and would
like to discuss how you may be able to resolve those issues, please reach out to an Experian
agent. If, after discussing your situation with an agent, it is determined that identity restoration
support is needed then an Experian Identity Restoration agent is available to work with you to
investigate and resolve each incident of fraud that occurred from the date of the incident
(including, as appropriate, helping you with contacting credit grantors to dispute charges and
close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to its
proper condition).

Please note that Identity Restoration is available to you for 24 months from the date of this letter
and does not require any action on your part at this time. The Terms and Conditions for this offer
are located at www.ExperianIDWorks.com/restoration.

While Identity Restoration assistance is immediately available to you, we also encourage you to
activate the fraud detection tools available through Experian IdentityWorks as a complimentary
24-month membership. This product provides you with superior identity detection and resolution
of identity theft. To start monitoring your personal information, please follow the steps below:

 Ensure that you enroll by April 30, 2026 by 11:59 pm UTC (Your code will not work
after this date.)

 Visit the Experian IdentityWorks website to enroll:
https://www.experianidworks.com/1Bcredit

 Provide your activation code: ABCDEFGHI

If you have questions about the product, need assistance with Identity Restoration that arose as a
result of this incident, or would like an alternative to enrolling in Experian IdentityWorks online,
please contact Experian’s customer care team by April 30, 2026 at 833-918-1102, Monday -
Friday, 8 am - 8 pm Central Time (excluding major U.S. holidays). Be prepared to provide
engagement number [Engagement Number] as proof of eligibility for the Identity Restoration
services by Experian.

Additional Details Regarding Your 24-Month Experian IdentityWorks Membership

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian
immediately regarding any fraud issues, and have access to the following features once you enroll
in Experian IdentityWorks:
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Experian credit report at signup: See what information is associated with your credit 
file. Daily credit reports are available for online members only.*
Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
Identity Restoration: Identity Restoration specialists are immediately available to help 
you address credit and non-credit related fraud. 
Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity 
Restoration support even after your Experian IdentityWorks membership has expired. 
$1 Million Identity Theft Insurance**: Provides coverage for certain costs and 
unauthorized electronic fund transfers.

We encourage you to take advantage of these protections and remain vigilant for incidents of 
potential fraud and identity theft, including regularly reviewing and monitoring your credit reports 
and account statements. 

Be sure that bills and accounts look correct. We have attached steps on how to do that. If you learn 
of a crime against you, you can file a report with law enforcement. You also can contact the FTC 
to learn more about how to protect yourself from becoming a victim of identity theft by using the 
following contact information: Federal Trade Commission, Consumer Response Center, 600 
Pennsylvania Avenue, NW, Washington, DC 20580; 1-877-IDTHEFT (438-4338); 
www.ftc.gov/idtheft/. 

Place a Fraud Alert on Your Credit File 

To protect yourself from possible identity theft, consider placing a fraud alert on your credit file. 
A fraud alert helps protect against the possibility of an identity thief opening new credit accounts 
in your name. When a credit grantor checks the credit history of someone applying for credit, the 
credit grantor gets a notice that the applicant may have been the victim of identity theft. The alert 
notifies the credit grantor to take steps to verify the identity of the applicant. You can place a fraud 
alert on your credit report by calling any one of the toll-free fraud numbers provided below. You 
will reach an automated telephone system that allows flagging of your file with a fraud alert at all 
three (3) credit bureaus. 

Equifax P.O. Box 105069 
Atlanta, GA 30348 

1-888-766-0008 www.equifax.com 

Experian P.O. Box 9554 
Allen, TX 75013 

1-888-397-3742 www.experian.com 

TransUnion P.O. Box 2000 
Chester, PA 19016 

1-800-680-7289 www.transunion.com 

* Offline members will be eligible to call for additional reports quarterly after enrolling.
** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company 
of Florida, an Assurant company. Please refer to the actual policies for terms, conditions, and exclusions of 
coverage. Coverage may not be available in all jurisdictions.

Engagement # [Engagement Number]
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Security Freezes 

You have the right to request a credit freeze from a consumer reporting agency, free of charge, so 
that no new credit can be opened in your name without the use of a PIN number that is issued to 
you when you initiate a freeze. A security freeze is designed to prevent potential credit grantors 
from accessing your credit report without your consent. If you place a security freeze, potential 
creditors and other third parties will not be able to get access to your credit report unless you 
temporarily lift the freeze. Therefore, please note that using a security freeze may delay your ability 
to obtain credit. 

Unlike a fraud alert, you must separately place a security freeze on your credit file at each credit 
bureau. To place a security freeze on your credit report, you must contact the credit reporting 
agency by phone, mail, or secure electronic means and provide proper identification of your 
identity. The following information must be included when requesting a security freeze (note that 
if you are requesting a security freeze for your spouse, this information must be provided for 
him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; 
(3) date of birth; (4) current address and any previous addresses for the past five years; and (5) any 
applicable incident report or complaint with a law enforcement agency or the Registry of Motor 
Vehicles. The request must also include a copy of a government-issued identification card and a 
copy of a recent utility bill or bank or insurance statement. It is essential that each copy be legible, 
display your name and current mailing address, and the date of issue. 

Below, please find relevant contact information for the three (3) consumer reporting agencies: 

Equifax Security 
Freeze 

P.O. Box 105788 
Atlanta, GA 30348 

1-800-685-1111 www.equifax.com 

Experian Security 
Freeze 

P.O. Box 9554 
Allen, TX 75013 

1-888-397-3742 www.experian.com 

TransUnion P.O. Box 160 
Woodlyn, PA 19094 

1-888-909-8872 www.transunion.com 

Once you have submitted your request, the credit reporting agency must place the security freeze 
no later than one (1) business day after receiving a request by phone or secure electronic means, 
and no later than three (3) business days after receiving a request by mail. No later than five (5) 
business days after placing the security freeze, the credit reporting agency will send you 
confirmation and information on how you can remove the freeze in the future. 

Review Your Account Statements 

Carefully review statements sent to you from your healthcare providers, insurance company, and 
financial institutions to ensure that all of your account activity is valid. Report any questionable 
charges promptly to the provider or company with which you maintain the account. 

Engagement # [Engagement Number]
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Order Your Free Credit Report 

To order your free annual credit report, visit www.annualcreditreport.com, call toll-free at (877) 
322-8228, or complete the Annual Credit Report Request Form on the U.S. Federal Trade 
Commission’s (“FTC”) website at www.ftc.gov and mail it to Annual Credit Report Request 
Service, P.O. Box 105281, Atlanta, GA 30348- 5281. The three (3) credit bureaus provide free 
annual credit reports only through the website, toll-free number or request form. Upon receiving 
your credit report, review it carefully. Look for accounts you did not open. Look in the “inquiries” 
section for names of creditors from whom you have not requested credit. Some companies bill 
under names other than their store or commercial names; the credit bureau will be able to tell if 
this is the case. Look in the “personal information” section for any inaccuracies in information 
(such as home address and Social Security number). 

If you see anything you do not understand, call the credit bureau at the telephone number listed on 
the report. Errors may be a warning sign of possible identity theft. You should notify the credit 
bureaus of any inaccuracies in your report, whether due to error or fraud, as soon as possible so 
the information can be investigated and, if found to be in error, corrected. If there are accounts or 
charges you did not authorize, immediately notify the appropriate credit bureau by telephone and 
in writing. Information that cannot be explained should also be reported to your local police or 
sheriff’s office because it may signal criminal activity. 

 Contact the U.S. Federal Trade Commission 

If you detect any unauthorized transactions in any of your financial accounts, promptly notify the 
appropriate payment card company or financial institution. If you detect any incidents of identity 
theft or fraud, promptly report the matter to your local law enforcement authorities, state Attorney 
General and the FTC. 

  

Engagement # [Engagement Number]
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For Residents Of Additional Information 

District of Columbia You may contact the D.C. Attorney General’s Office to obtain 
information about steps to take to avoid identity theft: D.C. Attorney 
General’s Office, Office of Consumer Protection, 400 6th Street, 
NW, Washington DC 20001, 1-202-442-9828, www.oag.dc.gov. 

Iowa You may contact law enforcement or the Iowa Attorney General’s 
office to report suspected incidents of identity theft. The Iowa 
Attorney General’s Office can be reached at: Iowa Attorney 
General’s Office, Director of Consumer Protection Division, 1305 
E. Walnut Street, Des Moines, IA 50319, 1-515-281-5926, 
www.iowaattorneygeneral.gov. 

Maryland You may obtain information about preventing and avoiding identity 
theft from the Maryland Office of the Attorney General: Maryland 
Office of the Attorney General, Consumer Protection Division, 200 
St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, 
www.marylandattorneygeneral.gov. 

Massachusetts You have the right to obtain a police report with respect to this 
incident. If you are the victim of identity theft, you also have the 
right to file a police report and obtain a copy of it. 

New Mexico New Mexico consumers have the right to obtain a security freeze or 
submit a declaration of removal. You may obtain a security freeze 
on your credit report to protect your privacy and ensure that credit is 
not granted in your name without your knowledge. You may submit 
a declaration of removal to remove information placed in your credit 
report as a result of being a victim of identity theft. You have a right 
to place a security freeze on your credit report or submit a 
declaration of removal pursuant to the Fair Credit Reporting and 
Identity Security Act. The security freeze will prohibit a consumer 
reporting agency from releasing any information in your credit 
report without your express authorization or approval. The security 
freeze is designed to prevent credit, loans and services from being 
approved in your name without your consent. When you place a 
security freeze on your credit report, you will be provided with a 
personal identification number, password or similar device to use if 
you choose to remove the freeze on your credit report or to 
temporarily authorize the release of your credit report to a specific 
party or parties or for a specific period of time after the freeze is in 
place. To remove the freeze or to provide authorization for the 
temporary release of your credit report, you must contact the 

Engagement # [Engagement Number]
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consumer reporting agency and provide all of the following: (1) the 
unique personal identification number, password or similar device 
provided by the consumer reporting agency; (2) proper identification 
to verify your identity; and (3) information regarding the third party 
or parties who are to receive the credit report or the period of time 
for which the credit report may be released to users of the credit 
report. A consumer reporting agency that receives a request from a 
consumer to temporarily lift a freeze on a credit report shall comply 
with the request no later than three (3) business days after receiving 
the request. As of September 1, 2008, a consumer reporting agency 
shall comply with the request within fifteen (15) minutes of 
receiving the request by a secure electronic method or by telephone. 
A security freeze does not apply in all circumstances, such as where 
you have an existing account relationship and a copy of your credit 
report is requested by your existing creditor or its agents for certain 
types of account review, collection, fraud control or similar 
activities; for use in setting or adjusting an insurance rate or claim or 
insurance underwriting; for certain governmental purposes; and for 
purposes of prescreening as defined in the federal Fair Credit 
Reporting Act. If you are actively seeking a new credit, loan, utility, 
telephone or insurance account, you should understand that the 
procedures involved in lifting a security freeze may slow your own 
applications for credit. You should plan ahead and lift a freeze, 
either completely if you are shopping around or specifically for a 
certain creditor, with enough advance notice before you apply for 
new credit for the lifting to take effect. You should contact a 
consumer reporting agency and request it to lift the freeze at least 
three (3) business days before applying. As of September 1, 2008, if 
you contact a consumer reporting agency by a secure electronic 
method or by telephone, the consumer reporting agency should lift 
the freeze within fifteen (15) minutes. You have a right to bring a 
civil action against a consumer reporting agency that violates your 
rights under the Fair Credit Reporting and Identity Security Act. 

New York You may obtain information about security breach response and 
identity theft prevention and protection from the New York Attorney 
General’s Office: Office of the Attorney General, The Capitol, 
Albany, NY 12224-0341, 1-800-771-7755, www.ag.ny.gov. 

North Carolina You may also obtain information about preventing and avoiding 
identity theft from the North Carolina Attorney General’s Office: 
North Carolina Attorney General’s Office, Consumer Protection 
Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, 1-
919- 716-6000, www.ncdoj.gov. 

Engagement # [Engagement Number]
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Oregon State laws advise you to report any suspected identity theft to law 
enforcement, as well as the Federal Trade Commission. Contact 
information for the Oregon Department of Justice is as follows: 
Oregon Department of Justice, 1162 Court Street NE, Salem, OR 
97301, 1-877-877-9392, www.doj.state.or.us. 

Rhode Island You have a right to file or obtain a police report related to this 
incident. You may also obtain information about preventing and 
avoiding identity theft from the Rhode Island Office of the Attorney 
General: Office of the Attorney General, 150 South Main Street, 
Providence, RI, 02903, 1-401-274-4400, www.riag.ri.gov. 

Engagement # [Engagement Number]
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WHAT IF I HAVE A QUESTION?
We sincerely regret any inconvenience or concern caused by this incident. If you have further
questions or concerns, or would like an alternative to enrolling online, please call 833-918-1102
toll-free Monday through Friday from 8 am to 8 pm Central Time (excluding major U.S.
holidays). Be prepared to provide your engagement number [Engagement Number]. Thank you
for your understanding and cooperation.

Sincerely,

National Boat Owners Association



Engagement # [Engagement Number]


