| ntroduction

The World Trade Center tragedy on September 11, 2001 was unparalleled in

nature and magnitude. Never before had anyoneintentionally flown

commercial jetliners carrying thousands of gallons of fuel into a skyscraper.

Never before had such buildings been so severely damaged by explosion and fire
that they collapsed to the ground. Never before had asingle terrorist act caused
such amassive loss of life— 2,823 peoplein all. It wastheworst terrorist attack in
the history of terrorism.

In the aftermath of this extraordinary event, the enormous heroism of the members
of the Fire Department of the City of New Y ork stands out as an inspiration in the
face of calamity. Three hundred forty-three FDNY personnel sacrificed their lives
while trying to save others. They facilitated the safe evacuation of more than
25,000 people, the largest rescue operation in United States history.

Thistragedy has reshaped our expectations about future threats and created a new
urgency to increase preparedness. Many people believe that more large terrorist
attacks on the United States are a certainty. The president and Congress are
seeking to increase the nation’ s preparedness through a massive reorgani zation of
homeland security agencies. The state, the city, and the FDNY must also take
steps to prepare for the future.

At the Fire Department’ s request, McKinsey & Company spent five months
working with Department personnel to develop recommendations for change to
enhance the FDNY’ s preparedness. To do this, we studied the Department’s
response to the attack on September 11 in detail. Our goal wasto learn from this
incident and to define specific recommendations that the Department should
implement. We did not attempt to reconstruct an exhaustive, minute-by-minute
history of what the Department and its members did and did not do asthey
responded to the incident.

Asour work progressed, we found many examples actions by FDNY personnel
that saved lives, but we focused on identifying procedures, organization, and
technology that should be improved to increase the Department’ s preparednessin
the future.

Our team conducted more than 100 interviews with FDNY personnel who
responded to the attack. We also examined the transcripts of hundreds more
interviews that the Department conducted internally, and we reviewed alarge
number of dispatch records and about 60 hours of communications tapes.
Throughout our effort, we had unfettered accessto FDNY records and personnel,
including the Fire Commissioner, his staff and all senior operations personnel. We
spent more than 1,000 hours working closely with FDNY personnel who
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responded to the World Trade Center attack, and with personnel who will be
involved in implementing the recommendations of this report.

We also spoke with more than 100 expertsin the United States and abroad,

including those in other fire departments, emergency agencies and the military, as
well as researchers and technology vendors. This helped us understand the diverse
methods and best practices used around the world in responding to major disasters.

During the last three months of this effort, multiple FDNY task forces, involving
about 50 Fire and EM S personnel (see Exhibit 1), joined us to develop detailed
recommendations for change on a broad set of issues. Many of these
recommendations were based directly on work and ideas that the FDNY
developed. Even asthisreport was being prepared, several recommendations
were a ready being implemented.

Thisreport contains recommendations to the Fire Department in these key areas:
operations, planning and management, communications and technology, and
family and member support services. As background, the report also containsa
description of the key events related to these areas during the Department’s
response to the attack on September 11.

The Fire Department now faces two major challenges. implementing the
recommendations successfully and helping the city improve itsinter-agency
planning and coordination. Implementing these recommendations will bring about
substantial change in the Department, requiring a renewed commitment to
leadership, accountability, and discipline. But internal changeis not enough. The
FDNY and other government agencies must improve inter-agency planning and
coordination if they are to fulfill their mission to protect the citizens of New Y ork
City. Thelast section of our report discusses this challenge.

* * %

The response to the World Trade Center attack was tremendously complex. We
hope that this report will help the Fire Department, the city and the country be
better prepared should we ever be forced to face such acrisisagain.



Report Organization

Thisreport has four parts.

Part | isasummary of the key events of the FDNY response on September 11,
including events related to command and control, communications, and resource
deployment. It has separate sections on the response by Fire and EM S personnel.

Part |1 contains recommendations for the FDNY across four areas:

Operations. Broader deployment of the Incident Command System, devel opment
of the Fire Department Operations Center, creation of Incident Management
Teams, improvement of recall, mutual aid and staging processes, and expansion of
hazardous materials capabilities.

Planning and Management: Improvement of planning and management
processes.

Communications and Technology: A new processto identify the Fire Department
communications and technology needs, and test, acquire and deploy solutions.
Also, solutions to a number of urgent needs concerning communications,
personnel tracking and information management.

Family and Member Support Services: Enhancing the system for notifying
families of injured or deceased personnel and providing counseling servicesto
personnel and their families.

Part 11 contains adiscussion of additional issues to be addressed, including
inter-agency coordination and joint planning.

Part IV contains exhibits that provide additional detail and graphic illustrations to
support the material contained in Part 1.
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Executive Summary

Theterrorist attacks on the World Trade Center on September 11, 2001 reshaped
expectations about future threats and created a new urgency to increase
preparedness. At the Fire Department’ s request, McKinsey & Company spent five
months working with Department personnel to develop recommendations for
change to enhance the FDNY'’ s preparedness.

These recommendations stem from the lessons that emerged from our detailed
review of the Department’ s response on September 11, and from the many
interviews we conducted with FDNY personnel and with other emergency service
agencies, expertsin fire operations, the military, and technology vendors. Many
of the recommendations represent the joint efforts of several McKinsey-FDNY
task forces involving approximately 50 FDNY members.

This Executive Summary contains recommendations to the Fire Department in
these key areas. operations, planning and management, communications and
technology, and family and member support services! As background, the
Executive Summary also contains a description of the key eventsrelated to these
areas during the Department’ s response to the attack on September 11.

FIRE AND EMSRESPONSE: KEY EVENTSOF SEPTEMBER 11

The FDNY’ s response to the attack began at 8:46 a.m., the moment the first plane
hit Tower 1 of the World Trade Center. The FDNY’'s First Battalion Chief
witnessed the first crash from a nearby street and was the first arriving chief
officer on the scene. In accordance with FDNY protocols, he established an
Incident Command Post2 in the lobby of World Trade Center 1 (WTC 1) at
approximately 8:50 am.

1 Fami ly and member support services are the infrastructure and processes used to notify families of death or injury to
FDNY personnel, along with post-incident peer and family counseling and support.

2 The Incident Command Post is the location from which all aspects of an incident response are managed.



Chief of Department establishes command

At about 9:00 am., the Chief of Department took over as Incident Commander.

At that time, he moved the Incident Command Post from the lobby of WTC 1to a
spot across West Street, an eight-lane highway, because of falling debris and other
safety concerns. Chief officers considered alimited, localized collapse of the
towers possible, but did not think that they would collapse entirely.

After the Incident Command Post was moved to West Street, several fire chiefs
remained behind in the lobby of WTC 1, which became an Operations Post for fire
units operating in that building. Their presencein the lobby was necessary so they
would have access to important building systems, such as controlsfor alarms,
elevators, and communications systems.

Within minutes, the chief officersin WTC 1 decided to focus efforts on rescue and
evacuation. They sent firefighters up into the building to help the hundreds of

people trapped in elevators, stairwells, and rooms, along with those who were
unable to evacuate because they were injured. They also ordered firefightersto
make sure that floors were fully evacuated.

At the same time, EM S commanders began to set up geographic areas around the
scene where ambul ances could be staged and patients triaged, treated and
transported to hospitals. The EMS Assistant Chief of Operations assumed overall
EMS Command at the Incident Command Post, reporting to the Incident
Commander.

At 9:03 am., the second plane hit World Trade Center Tower 2 (WTC 2). Chiefs
immediately called in additional Fire units3 and deployed unitsfrom WTC 1.

Chiefsdesignate staging ar eas

As the mobilization escalated, dispatchers instructed responding Fire units to
report to staging areas# that senior chiefs had designated near the World Trade
Center. However, as these units approached the area, many failed to report to the
staging areas and instead proceeded directly to the tower lobbies or other parts of
theincident area. Asaresult, senior chiefs could not accurately track the
whereabouts of al units. In addition, the failure to stage prevented Fire units from
getting necessary information and orientation before going into the towers. For
instance, several unitsthat were not familiar with the World Trade Center layout

3 A Fireunitis agroup of firefighters who have the same assignment, e.g. an engine or ladder company. Most units
include four to five firefighters and one officer.

4n staging areais a resource management area in close proximity to theincident. Units directed to stage are expected
to respond to the staging area and await further deployment instructions.



had problems differentiating WTC 1 from WTC 2. Also, because some unitsdid
not stage and chiefs were unsure of their location, additional units, that might not
have been required at that time, were deployed to the incident.

Units arriving at the lobby of WTC 1 checked in with the chief officers at the
Operations Post to obtain their assignments. Chief officers sent these units up into
the building in an orderly, controlled way. We believe the same happened in

WTC 2.

Communicationslimitations emerge

A number of communications difficulties hindered FDNY chief officers asthey
coordinated the response.

For instance, problems with radio communications |eft the chief officersin the
lobby of WTC 1, and probably thosein WTC 2, with little reliable information on
the progress or status of many of the units they had sent up into the buildings. The
portable radios that were used by the FDNY on September 11 do not work reliably
in high-rise buildings without having their signals amplified and rebroadcast by a
repeater system. The World Trade Center had such a system, but chief officers
deemed it inoperable early in the response after they tested it in the lobby of WTC
1. With the repeater malfunctioning, the chiefsin the lobby of WTC 1 would not
have been able to communicate with any units whose radios were tuned to the
repeater channel, even if such units were just afew feet away from them. On the
other hand, the command and tactical channels® on these radios do support some,
albeit unreliable, communicationsin high rises. Therefore, the chiefs decided to
use their command and tactical channelsfor operationsin WTC 1.

Radio communications between chief officersin the lobby of WTC 1 and the units
they sent in the building were sporadic. The chiefs were able to get through to
some units sometimes, but not others. Some units acknowledged receiving radio
communications some times, but not others. Thisleft the chiefs not knowing
whether their messages failed to get through, whether the units failed to
acknowledge because they were busy with rescue operations, or whether the units
did acknowledge, but the acknowledgement did not get through. Because
information about civiliansin distress continued to reach the Operations Post in
the lobby, the chief officers decided to continue their attempts to evacuate and
rescue civilians, despite the communications difficulties. We believe that the
chiefsand unitsin WTC 2 faced similar communications problems.

S Tactical radio channels are used for on-scene communications among chiefs and the units they command. Chiefs
provide directions to units on this channel while units provide status reports to the chiefs and each other and request
assistance. Command channels are used by chiefs at an incident to communicate with each other.




Chief officersin the lobbies of WTC 1 and WTC 2 also had very little reliable
information on what was happening outside the towers. They had no reliable
sources of intelligence, and had no external information about the overall status of
theincident area, the condition of the towers, or the progression of the fires. For
example, they had no accessto television reports or reports from an NY PD
helicopter that was hovering above the towers. Thislack of information hindered
their ability to evaluate the overal situation.

EMS chiefs and ambulances also faced communications problems due largely to
radio traffic congestion. This occurred partly because two EM S channels are on
the same frequency: the command channel, normally reserved for chief officers,
and the citywide channel, normally used by ambulances and EM S Dispatch. This
congestion problem was exacerbated by a number of ambulances that repeatedly
asked to be dispatched to the World Trade Center.

Radio communications difficulties were one of several factorsthat led EMS
Dispatch operators to be overwhelmed with work on September 11. In addition to
communicating with ambulances and chief officers by radio, EM S operators must
also act on requests for help sent by the 911 call center and the NY PD via phone
calls or computer messages. They must assign ambulances, record actionsin the
computer system, monitor information from multiple sources and handle other
phone calls. The complexity and amount of information related to the World
Trade Center attack made it extremely difficult for EM S operatorsto review
everything they received from multiple sources and take appropriate action
quickly.

WTC 2 collapses

WTC 2 collapsed at 9:59 a.m., killing many civilians and first responders.
However, firefighters and chief officersinside WTC 1 wereinitially unaware of
precisely what was happening. Many believed that a partia collapse had occurred
iINWTC 1. Asthelobby of WTC 1 filled with blinding dust and debris, the First
Battalion Chief, who was at the Operations Post in WTC 1, immediately issued an
evacuation order for WTC 1 over his portable radio. However, anumber of
firefighters did not hear that order. Several left the building only because they
were told by other firefighters that an evacuation ordered had been issued.

The collapse of WTC 2 destroyed the Incident Command Post across West Street
and weakened the command and control structure, asfire and EMS chiefs at the
post sought shelter in surrounding structures. The collapse of WTC 1 at

10:29 a.m. killed the Chief of Department and other officers, temporarily leaving
the incident without acommander. In addition, following the collapses, many
EMS personnel were unaware of who was acting as EM S Command.



At 11:00 am., the Chief of Planning, ahigh-ranking EMS officer, assumed EMS
Command, but overall incident command remained unclear for nearly another half
hour. During thistime, several senior fire chiefstook the initiative to restore
overall command, sometimes leading to multiple incident commanders. Overall
command was restored at 11:28 am. by Citywide Tour Commander 4C, ¢ who
replaced the Chief of Department as Incident Commander.

I nter-agency coor dination was minimal

Throughout the response on September 11, the FDNY and NYPD rarely
coordinated command and control functions and rarely exchanged information
related to command and control. For example, there were no senior NY PD chiefs
at the Incident Command Post established by the Fire Department. We believe
there were very limited communications, either directly or through aliaison,
between senior FDNY chief officers and the senior officersin charge of the NY PD
response. In addition, some potentially important information on the structural
integrity of the buildings never reached the Incident Commander.

Resour ce management was complex

The response of firefighters and EM S personnel to the World Trade Center on
September 11 was unprecedented in scale and scope. More than 200 Fire units
responded, approximately half of al unitsin the city. More than 100 ambul ances
in the emergency services system responded, about 30 percent of the total
available. This massive response taxed the FDNY’'s efforts to manage its
personnel and equipment in several ways.

For example, as the mobilization increased, a number of Fire units that had not
been assigned to the incident — but wanted to help — contacted the Fire Dispatch
Center repeatedly by radio, asking that they be authorized to respond. In some of
these cases, Dispatch relented and assigned them. Many EMS, private, and
community-based ambulance units did the same with the EM S Dispatch Center.
This complicated efforts by the dispatchers to manage the response and, in some
cases, led to the deployment of units that probably would not have been deployed
had they not insisted.

Only four Fire units proceeded to the World Trade Center without being deployed
by Fire Dispatch; however, anumber of ambulances, both EM S and privately
operated, responded without authorization from EM S Dispatch.

6a Citywide Tour Commander is a staff chief responsible for FDNY operations throughout the city. One citywide
tour commander is on duty at al times. On September 11, seven citywide tour commanders were designated
CWTC-4A through H, except for the designation CWTC-4F, which was unused.



Another factor that increased the size and complexity of the response was the
timing of the attack. Because the attack came near aregular tour change, many
firefightersand EM S personnel who had just finished their tours of duty responded
with their units, complicating the Department’ s ability to keep track of who was
on the scene.

When the Chief of Department issued afull recall, thousands of off-duty
firefighters and EM S personnel |eft their familiesto help the city and the
Department respond to the attacks. While the Fire Department had arecall
procedure for Fire Operations personnel, it had not been activated for more than
30 years and personnel received no training in its activation. The Department had
no recall procedure for EM S personnel. Asaresult, the recall was disorganized
and ineffective. For instance, recalled firefighters and EM S personnel did not
have clear guidance on where to go and the Department had substantial logistics
problems transporting and equipping recalled personnel.

The FDNY requested and received mutual aid from Nassau and Westchester
counties on September 11. However the Department had no process for
evauating the need for mutual aid, nor any formal methods of requesting that aid
or managing it. Therefore, the Department had limited ability to evaluate how the
mutual aid could be integrated into its operations. On September 11, thisaid
consisted mostly of engine and ladder companies, some of which deployed to the
incident and some of which were used to help maintain citywide coverage. Asthe
mobilization of personnel and resources grew, all senior fire and EM S operations
officers responded to the scene. The experience and leadership of these senior
chiefs proved crucial to re-establishing command and control after the towers
collapsed. However, had some officers remained at a separate, protected location
with the appropriate communications infrastructure, they may have been better
able to support maintenance or re-establishment of incident command and control.
Or they could have improved management of the Department’ s resource pool to
ensure that all appropriate resources were sent to the scene, while at the same time
fully protecting the rest of the city in case of another major incident.

In addition, most senior civilian FDNY staff members went to the scene, including
several deputy and assistant commissioners. Many of them had no role or
responsibility in the response.

The Fire Department Dispatch Center relocated dozens of firefighting units around
the city during the incident and successfully maintained citywide coverage for
regular fire operations. But the Department committed nearly all its special
operations units such as Hazardous Materials and Rescue teams to the World
Trade Center, leaving the rest of the city with extremely limited

special operations coverage. For example, the Department would have been
unable to respond quickly and effectively to another incident in the city requiring
advanced hazardous materials capabilities.
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Record keeping systems wer e insufficient

FDNY systemsto track its own personnel proved insufficient on September 11, as
did its ability to track patients treated by EM S and taken to hospitals.

Chief officers at the World Trade Center scene kept track of the location and
assignment of units, but they had no way of backing-up their records. For
example, the FDNY Field Communications Unit was responsible for tracking the
assignment of Fire unitsto different alarms, towers, and staging areas. This unit
worked next to the Incident Command Post and kept records on a magnetic
command board, using small magnets placed on a diagram to indicate unit
locations. Chief officers at the Operations Posts in the two towers also used
magnetic command boards to track the units assigned to their buildings. These
boards and the records they kept were destroyed when the towers collapsed. Asa
result, the Department could not quickly create areliable list of missing and dead
personnel.

In addition, the Department did not have a compl ete and accurate family
notification database with records of whom to contact in case of death or injury of
amember. Because of this, and because of the large number of firefighters
missing and dead, there were substantial delays notifying families of the loss of
loved ones, and the procedures to notify families varied substantially over time.

Throughout the incident, EM S patient-tracking capabilities, which are performed
manually by EMS personnel, did not hold up well. Because of the large number

of victims and patients requiring immediate treatment and transport, EMS
personnel decided they could not accurately complete the paperwork required to
enable accurate tracking of patients as those patients were transported to different
hospitals.

Planning and logistics capabilities evolved

During the FDNY response on September 11, officers were not selected to
coordinate planning or logistics functions’ on a dedicated basis. However, the
planning and logistics requirements of thisincident, particularly post-collapse,
were well beyond anything FDNY had experienced before. In the days
immediately following, planning and logistics improved significantly asthe
Department assigned chief officersto coordinate these tasks and received support
from the Federal Emergency Management Agency, the U.S. Department of
Forestry Incident Management Teams (IMTs), the U.S. Army Corps of Engineers,

7 Incident planning includes determining resource reguirements and managing information flow. Logisticsincludes
managing the deployment and tracking of supplies and equipment.
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the city’ s Office of Emergency Management, construction companies and private
donors.

RECOMMENDATIONS

Our detailed examination of the FDNY’ s response to the World Trade Center
attack on September 11 indicates that the Fire Department should focusits efforts
to improve preparedness in the following key areas. operations, planning and
management, communications and technology, and family and member support
services.

In operations, the FDNY needsto expand its use of the Incident Command System
(ICS), ablueprint for emergency response widely used around the country. This
will lead to the creation of awell-defined, flexible, and complete command and
control structure for major incidents, with clear and consistent responsibilities and
roles. Inaddition, the FDNY should improve the support it provides incident
commanders so that crucial functions can be effectively performed, including
command and control, planning, logistics and inter-agency coordination. And, the
Department must improve its ability to assess the needs of the rest of the city
during major incidents and deploy necessary resources to meet those needs. The
Department would also benefit from having specialized teams that are highly
trained in managing the response to large and complex incidents. Among other
operational needs, the Department should have aformal, flexible procedure for
recalling off-duty firefighters and for activating mutual aid from agenciesin
surrounding areas. It needsto improve its process for ensuring that firefighting
units stage asrequired. And, it must expand its hazardous materials capabilities.

Planning is another important component of enhancing preparedness. The FDNY
must do more to anticipate its future needs, plan ahead for them, and better

manage the initiatives that will meet these needs. Thisincludes devel oping,
expanding and updating procedures and exchanging operational information with
other agencies. It also involvesimproving the Department’s ability to assess risks
and threats across the city so it can create specific response plans for key locations
and prioritize training and investments in new resources, including special
operations.

Multiple difficulties invol ving communications and technology hindered
firefightersand EM S personnel on September 11. These difficulties pointed out
the FDNY’ s need for an improved process to evaluate, acquire and deploy
technology and communi cations equipment and infrastructure. September 11 also
highlighted a number of critical communications and technology needs that must
be addressed immediately. Theseinclude improving radio communications,
improving the Department’ s ability to receive and disseminate critical information
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about incidents, and improving the tracking of Department personnel and patients
treated by EMS.

September 11 also showed that the Department needs a broader and more flexible
system for providing support services to members and their families, i.e., notifying
family members when a member of the Fire Department isinjured, missing or
killed, and providing counseling and other servicesto families and affected
Department members.

Thisreport has a series of broad and detailed recommendations to address all of
these needs. However, in order for the recommendations to have any major
impact, the FDNY must make a renewed commitment to |eadership, accountability
and discipline at all levels, in thefield and at headquarters.

We point this out because the FDNY had contemplated several of the
recommendations in this report before, but never fully brought them to fruition.
For instance, the Department purchased new UHF radios in 1999, but was
unsuccessful in an attempt to deploy them in 2001. A few years ago, chief officers
discussed and planned the creation of arobust Fire Department Operations Center
that would provide the infrastructure and communications capabilities necessary
for effective citywide command and control and planning. These plans were never
implemented. When unitsfailed to stage properly in the past, the Department did
not follow up systematically so that it could retrain those units, and, if necessary,
sanction them, their officers, and their commanders. On September 11, asthey
took part in aresponse of unprecedented scale and complexity, many Fire units did
not stage properly. They went directly to the lobbies and immediate surroundings
of WTC 1and WTC 2.

In an effort to help the Department improve accountability and discipline, we have
included in this report a number of recommendations for enhanced planning and
management processes. Ultimately, however, recommendations and processes
will only go so far. Success will be predicated on managers, civilian and
uniformed, who are committed to bringing about profound change, are capable of
leading all personnel by example and are eager to embrace full accountability for
their own performance. Asthisreport was being completed, the FDNY increased
the number of staff chief officersin management positions. This additional
management capacity will help the Department implement these
recommendations.

We have computed the cost of our recommendations to the greatest extent
possible. The largest cost could go to ensuring reliable communicationsin high-
rise buildings. It would cost $150 million to $250 million to install repeater
systemsin al high-risesin the city. (Thisfigure could be substantially reduced if
the FDNY findsit can use an existing citywide infrastructure, such asthe

NYPD'’s, to help address the in-building communications problem.) The

remainder of our recommendations would cost $15 million to $25 million, afigure
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that could rise because several recommendations require that Department bureaus
and groups change their composition and broaden their skill sets. Many of these
changes will, no doubt, be accomplished with existing personnel. However, the
Department may also need to add personnel, expertise and additional equipment to
fully achieve what isrequired. Such steps could result in substantial additional
costs that are difficult to quantify at thistime. In addition, the cost estimate does
not include the expansion of hazardous materials capabilities that we are
recommending. Since the Department has yet to decide the specifics of the
expansion, it isimpossible to estimate its cost.

Below isasummary of our recommendations for increasing operational
preparedness, improving planning and management, improving communications
and technology capabilities and enhancing family and member support services.

I ncrease oper ational preparedness

We have seven recommendations regarding operational preparedness, centered on
establishing procedures and command and control structuresthat are flexible and
can be quickly expanded in the event of major emergencies.

1) Expand use of the Incident Command System. This systemisused by many
local, state and federal emergency response agencies around the country. It
provides a basis for establishing aflexible command and control structure with
defined roles, clear communications protocols and adaptable procedures. We
recommend that the Department:

9 Review all its procedures to ensure consistency with ICS principles.

1 Trainal FDNY personnel likely to be involved inincident responsein
ICS principles, and continue thistraining on aregular basis.

9 Create dedicated, ongoing training programs for FDNY chiefs so that
they are proficient in using |CS principles during large and complex
incidents involving terrorism, chemical, biological and radiological
materials, and attacksto critical infrastructure.

2) Further develop the Fire Department Operations Center. This center,
which now monitors and reports on daily Department activities, should be
expanded into afully functional emergency operations center. It should have
infrastructure and communications capabilities to provide citywide command,
control, and operationa planning, and support for inter-agency coordination

during routine operations and major incidents. During resource-taxing events,
senior operations personnel should report to the center to set operational priorities,
manage resources and citywide coverage, including the initiations of recall and
mutual aid requests; and ensure that command and control is maintained for
incidents across the city.
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3) Create Incident Management Teams. These teams should be comprised of
specialized, highly trained personnel who would be activated in response to major
incidents. Each team member should have expertise in a particular aspect of
incident management, such as operations or planning. We recommend
establishment of two teams of 21 individuals to ensure around-the-clock coverage
over aperiod of weeks.

4) Deploy aflexiblerecall procedure. The FDNY should develop, deploy and
train its personnel in aflexible recall procedure that allows the Department to
efficiently mobilize all or part of its off-duty personnel in case of emergencies or
other needs. The Department should strictly enforce adherence to the recall
procedure during training and actual recalls. Off-duty firefighters who are not
activated by arecall or do not report to specified mobilization areas should not be
allowed to participate in the response, if the circumstances allow. Those who fail
to adhereto the recall procedure should be referred for additional training and/or
disciplinary action.

5) Seek formal mutual aid agreementsfor fireoperations. The FDNY should
develop and formalize mutual aid policies and establish agreements with other
departments and agencies to provi de for efficient pooling of resources when
necessary. The Department should first assess the capabilities and compatibilities
of neighboring public safety agencies to maximize effectiveness of any joint
operations. The agreements should ensure that participants follow common
operational and communications protocols to maintain command and control of
mutual aid personnel. The agreements should also ensure that equipment and
procedures are interoperable, and that participants conduct regular joint training.

6) Modify and enfor cefire staging protocols. The Department should modify
its staging procedure according to the following guidelines:

1 Usestaginginal incidentsrequiring athird alarm or greater.

9 Train Fire Dispatch and firefighting personnel to follow strict
communications protocols for communicating the designation and
location of staging areas to responding units and enforce adherenceto
these rules on a day-to-day basis.

1 Assign chief officersto command and coordinate staging areas. While
the designated staging chief is en route to the area, the first officer
responding to that area should perform these functions.

1 Strictly enforce adherence to staging protocolsin training and in day-to-
day operations, including the application of sanctionsto units, officers
and chiefsif unitsfail to follow procedure.

7) Expand hazmat capabilitiesand re-evaluate other special operations
capabilities. The FDNY has just one Hazmat Unit, which it committed to the
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World Trade Center on September 11. That day, the Department would have been
unable to respond quickly and effectively to another incident that required
advanced hazardous materials capabilities.

Special operations units such as hazmat are likely to play crucia rolesin thecity’s
response to large and complex incidents, particularly those that result from
terrorist acts. Such attacks could involve radiological, chemical, and biological
agents, and/or multiple, simultaneous incidents, either on land or over water.
Preparing for and responding to such attacks could require special operations
capabilitieswell beyond those currently possessed by the FDNY .

We recommend that FDNY expand its hazmat capabilities and re-evaluate its
heavy rescue and marine operations capabilities. To do this, the FDNY’s
Operational Planning Unit 8 should analyze the costs and benefits of different
hazmat expansion alternatives and devel op a specific expansion proposal,
including new funding requirements. Possible expansion alternatives include:
increasing training and equi pment of FDNY Squads,® deploying a second hazmat
unit similar to the current one, replacing the current unit with several smaller ones
that could be stationed in different boroughs, or a combination of the above.

In addition, we believe that the city or state should create an inter-agency planning
initiative that ensures all local, state and federal agencies likely to beinvolvedin
hazmat incidents understand each other’ s responsibilities, have the resources
necessary to meet those responsibilities and respond to incidents cohesively and
effectively.

If and when thisinitiative is put in place, it would help determine the FDNY's
special operations capabilities. For example, it would define the type and scal e of
events the Department should be able to respond to. It would also define how long
the Department would need to respond to such events alone before the deployment
of additional special operations resources from other agencies such as FEMA, the
U.S. Department of Defense, the U.S. Department of Energy, the U.S.
Environmental Protection Agency, or the Coast Guard.

I mprove planning and management

Better planning will enhance the FDNY '’ s preparedness by identifying and
implementing the most effective methods of responding to any kind of an event.

8 The Planning and Management section of this report includes a series of additional recommendations for expansion
of the Operational Planning Unit.

9a Sguad isaspecialy trained and equipped engine company with expertise in hazardous materials, rescue and other
specia operations capabilities.
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We recommend the Department: 1) enhance its planning and management
processes and, 2) expand and reorganize its Operational Planning Unit.

1) Enhancethe Department’s planning and management processes.

We recommend that the FDNY form a Planning Oversight Committee comprised
of senior chiefs and commissioners that would lead the creation of aformal
Annual Plan and closely track and manage the performance of the Department and
its bureaus throughout the year.

The Annual Plan should consist of clearly laid-out objectives, and initiatives
designed to meet those objectives. The committee should ensure that the
Department sets specific performance targets for itself and its bureaus and creates
clear responsibility and accountability.

The Planning Oversight Committee should be supported by an expanded
Management Analysis and Planning (MAP) group, which would be responsible
for coordinating all cross-bureau initiatives in the Department and supporting the
creation of the Annua Plan. The MAP group should also monitor the overall
performance of the Department and its bureaus, along with the progress of
initiatives, using explicit metrics and milestones.

2) Expand and reor ganizethe Operational Planning Unit. Thisunit currently
creates and maintains the Department’ s standard operating procedures. We
recommend that it be reorganized and its role expanded. The new unit’sfirst
priorities should be to conduct a comprehensive risk assessment of potential
hazardsto city locations. This assessment should include creation of an FDNY
risk database, which would compile information on unique hazards at specific
locations such as chemicals or radioactive materials. The risk assessment should
lead to the development of pre-plans for managing emergencies at particularly
high-risk locations.

In addition, the unit should develop and maintain an FDNY All-Hazards
Emergency Response Plan that would provide guidance for managing large
incidents, including chemical, biological, and radiological attacks and other forms
of terrorism.

Improve communications and technology capabilities

Firefightersand EM S personnel were hindered in their response on September 11
by failures and limitations of communications systems and processes, and
technology. To address these challenges, we recommend FDNY proceed
simultaneously on two tracks: 1) revamp the management processit usesto
evaluate, acquire and deploy technology and communications equipment and
protocols; and 2) immediately address severa urgent communications and
technology needs.
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1) Revamp the communications and technology management process. We
recommend the Department create a Technology Steering Committee that decides
on communications and technology initiatives and manages their implementation.
The committee should lead the devel opment of a 5-year Technology Plan by
assessing Department needs, and deciding on solutions. The committee should
also manage the implementation of all technology and communications initiatives
of the Department.

2) Immediately address urgent needs. The FDNY’s urgent communications and
technology needsfall into four broad areas. 1) improving communications
capabilities; 2) improving the Department’ s ability to receive and disseminate
critical incident information; 3) giving chief officers at incident scenes better ways
to manage information and track personnel; and 4) improving EMS s ability to
track patients during incidents.

2.1) Improve communications capabilities. Among several communications
initiatives, the Department should accel erate the thorough testing of the UHF
portable radios it bought in 1999. If the testing is successful, the Department
should deploy the radios after personnel receive appropriate training to use them.
While questions still exist about the performance of the radios, they could have
significant advantages over current radios, such as support for alarger number of
channels.

The Department also faces magjor problems with radio communicationsin high-
rise buildings, subways and tunnels and should address these quickly.

In high-rises, it should pursue severa initiatives. Oneistesting and deploying
portable, mobile or air-based repeaters, which mitigate communications
difficultiesin high-rises. Additionally, the Department should pursue the
deployment of permanent solutions that can resolve in-building communications
issuesin high-rises. FDNY should develop and seek adoption of achangein the
city building code requiring large buildings and structures— existing and new — to
support reliable in-building communications by first responders. While the new
code should not require specific technologies, one possible solution could be
installation of fixed, building-specific repeater systems. The city should consider
establishing a subsidy system to give the owners of existing buildings incentivesto
expedite compliance with the new building code.

Additionally, the Department should assess, as an aternative, whether the city
should build and operate a citywide radio infrastructure capable of meeting al or
most of its in-building communication needs.

Moreover, the FDNY should seek to work with the NY PD to understand whether
and how the NY PD’ s extensive citywide communications network infrastructure
can be leveraged to support the FDNY’ s communications needs.
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In subways, the FDNY could use portable repeaters as alimited, interim solution.
It should also investigate using the new Police Radio System for the subways that
is being deployed by the Metropolitan Transportation Authority. (Thissystemis
not due for completion until December 2004.)

When FDNY units are in tunnels, they cannot communicate with the Dispatch
center, so they risk missing assignments or important information while traveling
to emergencies. Communication between firefightersin tunnelsis also unreliable.
For the four major auto tunnels, we recommend the Department seek agreement
with the MTA and Port Authority of New Y ork and New Jersey to coordinate the
evaluation and deployment of technology that would provide ubiquitous and
reliable coverage in tunnels.

Finally, the FDNY should review the EM S communications practice of using one
radio frequency for both its command and citywide channels. This dual use
contributed to severe radio traffic congestion on September 11. The Technology
Steering Committee should:

9 Conduct a detailed evauation with EM S Operations to determine if
separate or additional channels are needed and how they might be
deployed.

9 Putin place training and proceduresto ensure that EM S personnel adhere
strictly to radio communications protocols.

2.2) Improve the Department’ s ability to receive and disseminate

critical information about incidents. The Department must provide chief officers
on the scene of any major incident with critical information about the overall
situation. The FDNY has aready taken an important step by working with the

NY PD on protocolsto put an FDNY chief officer in apolice helicopter when the
FDNY feelsit would be helpful to manageincidents. FDNY should also pursue
agreements with the NY PD and local mediato obtain live video feeds from their
helicopters, in addition to two-way voice communications with those helicopters.

FDNY should also continue to re-evaluate the organization of the EMS Dispatch
Center, where operators became overwhelmed with tasks during September 11.
The Department should consider whether operators should continue to perform
multiple tasks or focus on specialized, functionally defined tasks.

In addition, FDNY should ensure that personnel at the Fire Department Operations
Center (FDOC) have the capability to receive, synthesize and communicate
information from multiple sources, in particular other agencies such asthe NYPD.
For example the FDOC should monitor transmissions on key NY PD radio
channels and it should receive copies of the data messages that the 911 call center
and the NY PD send by computer to EM S Dispatch.

2.3) Givechief officers at incident scenes better ways to manage information and
track personnel. The Department should evaluate electronic command boards to
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replace the current magnetic boards. Electronic boards would give chief officers
better ways of managing incident information because these boards can store and
display on a screen maps, building plans, procedures, and location characteristics.
In addition, they could improve the chiefs’ ability to record the location of
deployed personnel and perhaps provide for wireless transmission of that data to
create a remote backup.

2.4) Improve EM S's ahility to track patients during incidents. The Technology
Steering Committee and EM S Operations should eval uate the deployment of
technology and associated procedures to ensure that a flexible patient tracking
process capable of supporting large multiple casualty incidentsisin place.

Enhancethe system to provide family and member support services

Family and member support services include notifying specified emergency
contacts or familiesif a Department member isinjured, killed or missing on duty,
and providing counseling and other servicesto affected families and Department
members. The events of September 11 created a need for support services vastly
greater than the Department’ s capabilities. We recommend that the Department
establish aflexible infrastructure and process that would provide these services
efficiently and reliably should such alarge-scale need ever arise again.

This new system would be created and managed by a Support Services

Committee. The committee would keep up-to-date emergency contact names for
all FDNY personnel, lists of trained peer counselors and information on
specialized service providers. It would also provide plansfor quickly deploying
the necessary support infrastructure in case of alarge emergency, and it would
mobilize to deploy and manage that infrastructure. Aninternal FDNY task force
has started to develop guidelines for such plans and infrastructure. We
recommend the Support Services Committee compl ete these guidelines and deploy
the new infrastructure and process, after receiving input from the Family Advisory
Board and unions.

ADDITIONAL ISSUESTO BE ADDRESSED

The recommendations in this report focus on changing internal FDNY procedures,
technology, management processes and organi zation to better prepare for major
incidents. However, we believe the Department cannot do the critical job of
enhancing preparedness alone.

To truly improve New Y ork City’s preparedness, emergency services and other
public safety agencies must plan and execute their response to mgjor incidents
together.
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The FDNY and NY PD have taken afew important first steps towards improving
coordination, such asworking on a protocol to post afire chief inan NYPD
helicopter, exchanging liaison officers, and conducting regular meetings of senior
NYPD and FDNY personnel. But for the FDNY and the city to be fully prepared
to face the threats posed by terrorism and other major incidents, the city or state
governments must establish a much broader, detailed and more formalized
inter-agency planning and coordination process. This process would have the
FDNY and NYPD as major participants, along with anumber of other city,
regional, state and federal agencies. The process would include:

9 Establishment of common command and control structures and
terminology, and agreement on the roles and responsibilities of each
agency for managing the response to any incident.

1 Deployment of interoperable communications infrastructures and
protocols to improve response coordination and exchange of information.

1 Implementation of joint training exercises to ensure that agencies can and
will cooperate effectively during incidents, e.g., by operating under a
unified command and control structure.

In addition, an inter-agency planning process would help agencies develop and
deploy detailed, consistent and complete citywide emergency response plans for
different types of threats and hazards.

Finally, the process would help ensure that the FDNY and all agencieslikely to be
involved in hazmat incidents understand each other’ s responsihilities, have the
resources necessary to meet those responsibilities and respond to these incidents
cohesively and effectively.

The attack on the World Trade Center has created a new urgency for the Fire
Department to improve its preparedness. We believe that, if the recommendations
in this report are implemented, they will protect civilians and firefighters from
injury and loss of life, and will minimize property damage, if the city ever again
hasto face acrisislikeit did on September 11.
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Emergency Medical Service response
on September 11

This section describes the maj or aspects of the response of the FDNY’'s
Emergency Medical Service (EMYS) to the World Trade Center attack. It hasthree
parts. Thefirst describes how EMS officers at the scene exercised command and
control and how EM S Dispatch personnel handled communicationsissues. The
second deals specifically with how EM S officers deployed and managed resources
and personnel. Thethird covers how they addressed planning and logisticsissues.

COMMAND, CONTROL AND COMMUNICATIONS

On the morning of September 11, the EM S dispatcher for the Manhattan Central
borough areawas also handling al dispatch needs for the Manhattan South
borough area, where the World Trade Center islocated. Normally each
borough dispatch area has its own channel and dispatcher, however, the channel
usually dedicated to Manhattan South was not being used due to insufficient
staffing levels at the Emergency Medical Services Dispatch Center at that time.

Upon confirmation that an airplane had flown into WTC 1, the Manhattan Central
dispatcher immediately assigned ambulance units to the scene and transferred the
incident to the EM S citywide dispatcher, in accordance with EM S protocols.
These protocols require that multiple casualty incidents (i.e., those involving more
than five patients) have a dedicated dispatcher. This also leaves the regular
borough dispatchers free to concentrate on activities within the borough not
related to theincident. EMS personnel assigned to a multiple casualty incident are
directed to switch their radiosto the citywide channdl.

Command isestablished

Protocols for responding to multiple casualty incidents covering alarge area such
asthe World Trade Center require that commanders establish geographic areas at
the scene called divisions. Within each division, oneor more EMS activities take
place: staging of EM S units, patient triage, treatment, and transportation to a
hospital. Each of these functionsis known as a sector within each division.
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At approximately 8:53 a.m., Conditions Car 042,23 the first responding EMS
officer, established EM S operations outside WTC 1 near West Street. EMS
personnel established aninitial staging and triage area at 8:55 a.m. on West Street
across from WTC 1. Shortly thereafter, this staging area was rel ocated to the
corner of West and Vesey Streets (see Exhibit 4).

The Assistant Chief of EMS Operations (Car 6A, the second highest-ranking EMS
officer) arrived at the incident at approximately 9:01 am., and assumed the
position of EM'S Command, making him responsible for managing the overall

EM S response to the incident. He assigned Conditions Car 042 to establish a
division on Church Street and decided to move the EMS Command Post to the
lobby of WTC 1, next to the Incident Command Post (ICP) that had been
established by Fire Operations. (FDNY protocols require that EMS Command
report to the Incident Commander. See Exhibit 12 for an EM'S command and
control eventstimeline.)

However, as EM'S Command moved into the lobby of WTC 1, he was not
immediately aware that the FDNY Incident Commander (the Chief of Department)
was moving the ICP to the far side of West Street, in front of 2 World Financia
Center.

Upon notification of the ICP move, EMS Command, at 9:20 am., assigned the
EMS Division 3 Chief24 (Car 63) to be the EM'S Operations Chief for the incident
and to report to the new ICP. (The job of Operations Chief entailed tracking EMS
resources and assisting EMS Command.) EMS Command joined Car 63 at the
|CP at approximately 9:30 am.

Asmore EMS officers and personnel arrived at the incident, additional divisions
and sectors were established. Around 9:10 am., the Chief of EMS Operations
(Car 6) began setting up adivision south of the World Trade Center complex. It
was fully functional by 9:45 am. and was referred to as the South End Division;
however, Car 6 experienced radio communications difficulties and was unable to
communicate the existence of thisdivision.

By 9:11 am., the staging and triage sectors at West and VVesey Streets had
expanded to become part of a geographic division known asthe Vesey Divison.
The Liberty Division was established on Liberty Street at about 9:20 am. The
Chief of Planning (Car 4P) established aWTC 7 Division at around 9:30 am. By

23 Some FDNY personnel have radio designations that use the term “Car,” followed by numbers and/or |etters.
A “conditions car” is adesignation for an EM S officer who supervises field operations within a specific area
of the city.

24 An EMS division chief has command responsibility for alarger geographic area of the city. Thistype of divisionis
distinct from the divisions that EMS officers establish at multiple casualty incidents and from Fire Operations
Divisions.
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thistime there were five divisions: Vesey, Church, South End, Liberty and WTC
7. (See Exhibit 13 for the incident organization timeline and Exhibit 14 for the
initial EM'S organization chart.)

Communicationsdifficulties emerge

EMS chiefs responding to the incident had difficulty communicating over the
radio due to the large volume of radio traffic. Thisimpeded their ability to gain
awareness of the overall situation at the scene. The radio problems may have been
partly caused by the way EM S uses its radio frequencies.

EM S uses the same frequency for two communications channels. command and
citywide. The command channel is used for point-to-point communication among
EMS Chiefs and officers at an incident, while the citywide channel is used for
communication among EM S personnel and Dispatch across the city.
Transmissions on the command channel can only be heard on radios in the vicinity
of the person transmitting. However, transmissions on the citywide channel can
be heard throughout the city on both that channel and the command channel. This
is done through the use of a citywide repeater system that receives transmissions
from individual radios and repeats them over more powerful transmitters.
Consequently, an EM S radio tuned to the command channel will receive al traffic
on that channel in itsimmediate vicinity, in addition to all traffic on the citywide
channel.

In order to relieve radio congestion, the Manhattan South Borough channel was
opened at 9:45 a.m. for radio transmissions between EM S Dispatch and
ambulances responding to the incident. The citywide channel was dedicated
solely for communications among chief officers and supervisors coordinating the
response. However, many units did not tune their radios to Manhattan South and
continued to operate on the citywide channel. This contributed further to
communications congestion and degraded the chiefs’ ability to communicate, as
dispatchers were continually repeating to units the order to switch to Manhattan
South. The congestion problem was exacerbated by a number of ambulances that
repeatedly asked to be dispatched to the incident.

EM S dispatcher swere overwhelmed with tasks

In New York City, calsto 911 for medical help are answered initially by the

911 call center (which is managed by the NY PD), and then connected to

EMS dispatchers. The 911 operators can communicate information to EMSvia
two methods: telephone or adatalink called the Special Police Radio Inquiry
Network (SPRINT). Usually, 911 operators, EM S and Fire dispatch operators try
to communicate by phone to exchange urgent and/or complex information.
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EMS dispatchers, in addition to handling incoming information from the

911 call center, are also responsible for assigning ambulances to incidents,
communicating with chief officers and ambulances over the radio and the phone,
monitoring incident information from multiple sources and handling other
telephone calls.

On September 11, EM S dispatchers were dealing with a high volume of
information, avery large number of responding units, a complex incident
response, and amyriad of communi cations difficulties. Asaresult, they were
overwhelmed, limiting their ability to synthesize information and disseminate it
effectively.

Infor mation flow to incident commanderswaslimited

In the section of thisreport on the response of FDNY Fire Operaions, we cited
several examplesto show that the Incident Commander and senior chiefs had a
l[imited amount of information available to them as they made important decisions.
An additional example comes from a series of eventsthat followed a phone call to
911 from aperson in WTC 2 afew minutes before that tower collapsed. These
eventsillustrate the urgent need for the city to increase the level and accuracy of
information exchange and dissemination within and across emergency response
agencies.

At 9:37 am., amale caller from the 105™ floor of WTC 2 phoned 911 and
reported that floors beneath him “in the 90-something floor” had collapsed. The
911 operator typed arecord of the call into the SPRINT system at 9:41 am. That
record mistakenly stated the gender of the caller asfemale and it was unspecific
about the location of the collapsed floors.

The SPRINT system automatically forwarded the record to the computers at the
EMS Dispatch and NY PD Dispatch centers. Our review of the SPRINT records
showed that it was among thousands of SPRINT records that the EM S Dispatch
computers received that morning.

The EM S Dispatch computer system received the record at 9:47 am. Itread as
follows:

“09:47:15 Supplement-PD (T70) ..sts2 World Trade Cntr...Flr 105....sts floor
underneath her...collapse...”

This record was not read by anyone at EM S Dispatch at the time because it was
categorized as a“ supplement message.” Supplement messages are received by the
EMS computer system and automatically added to a“job record,” whichisa
record of eventsrelating to a particular incident. EMS Dispatch operators are not
expected to review supplement messages during incidents and never do so.
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Therefore, under normal operating procedures, there is no reason this message
would have been seen by anyone at EMS.

The SPRINT system also sent the record of thiscall tothe NYPD Zone 1
dispatcher,2> who interpreted the words “ sts underneath her ... collapse” as
meaning that the floor that the caller was on was collapsing. At 9:42 am., this
dispatcher broadcast a message on the NY PD Zone 1 radio channel stating, “106th
floor of WTC2 has collapsed or is collapsing, on authority of female on 106th
floor.” Clearly, this broadcast was an inaccurate representation of the contents of
the original call.

Upon hearing the 9:42 a.m. radio announcement, the NY PD Zone 1 dispatch
supervisor created anew SPRINT record indicating that the 106™ floor was
collapsing. Thisrecord was forwarded to three places: the NYPD Special
Operations Division (SOD) dispatcher, EMS Dispatch and the PD’ s traffic
division. The SOD dispatcher received this new record just before 9:52 am. and
broadcast a message over the NYPD’s SOD frequency as, “106th floor of WTC2
iscrumbling.”

Thisrecord was also received at EM S Dispatch just before 9:52 am. It read:

“09:51:39 PDEMS (BO1A) Floor of 106 Floor of 2 World Trade Center
in (sic) collapsing.”

This message was categorized asa“PD-EM S’ message, which means that, under
normal circumstances, it would have been handled differently at EM S Dispatch
than the earlier supplement message, and would have been reviewed by EMS
Dispatch personnel.

On the morning of September 11, however, EM S dispatchers were asked to handle
an enormous volume of calls and perform many extraordinary tasks under extreme
pressure. This message arrived while EM S dispatchers were handling telephone
and radio calls from dispatched units seeking further instructions, units that had
not been dispatched, off-duty workers, hospitals, and personnel in the field having
trouble with radio communication who called dispatchers on the phone.

We believe that EM S Dispatch operators did not have the time to review either the
supplement message or the PD-EM S message before the collapse of WTC 2 at
9:59 am. We aso believe that neither Fire Dispatch nor any senior Fire or

EMS chiefs received the information in these messages.

25 7one 1 includes the area around the World Trade Center.
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WTC 2 collapseimpairs EM'S command structure

WTC 2's collapse a 9:59 am. destroyed the EM S Command Post, which was next
to the Incident Command Post on West Street. The EM S divisions and sectors that
had been established prior to the collapse were dispersed as personnel evacuated
the area and sought shelter in surrounding structures. Chief officers at the ICP
also sought shelter in nearby structures. In the absence of ranking chief officers,
the EM S Communications Officer, previously located at the | CP, recommended to
EMS Dispatch that command be transferred until resources could regroup.
However, EM S Dispatch was unableto immediately act on thisfor two reasons:

1) Itisnot anormal procedure to transfer command via Dispatch and; 2) It was
unclear at that point in time who was available to assume command.

The overall command structure of EM S operations was unclear to EMS members
and FDNY command for about one hour after WTC 2 collapsed. EM S Dispatch
was unabl e to account for or contact EM S Command or any other senior
personnel. EMS personnel had difficulty with multiple means of communication
including portable radios (handie talkies), mobile radios, mobile phones and fixed
line phones. Interviewees told us that no means of communication worked
reliably immediately after the collapse.

Starting at approximately 10:09 am., aDivision 2 Deputy Chief (Car 621) made
repeated requests to Dispatch to conduct aroll call to determine the command
structure and location of any chiefs. However, Dispatch was unable to conduct
such aroll call because there was too much radio traffic following the collapse of
WTC 2. At 10:29 am., WTC 1 collapsed, prolonging and exacerbating command,
control and communications difficulties.

EM S chiefsand officersregroup

Approximately ten minutes after WTC 1 collapsed, several senior EM S chiefs and
officers converged by chancein an area near the Embassy Suites Hotel, located at
Vesey Street and North End Avenue. These chiefs held an impromptu meeting in
the lobby of the hotel to discuss operations strategy, resource deployment and the
safety of EM S personnel. Two primary decisions were made at this meeting:

i Car 6A and Car 6C (the Tour 1 EMS Chief Officer) would proceed to
One Police Plaza, on the assumption that responding agencies would be
coordinated from that location, given the destruction of the city’s Office
of Emergency Management (OEM) officesat WTC 7.

1 EMS resources would be re-deployed to establish two divisions, one at
Chelsea Piers and one at the Staten Island Ferry Terminal. The chief
officersdivided EMS personnel and ambulances located at West and
Vesey Streetsinto two groups and assigned them to these new divisions,
which were established by approximately 10:55 am.
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While the chiefs and officers in the Embassy Suites hotel lobby set about the tasks
decided on at their meeting, they were unable to communicate their actions to
Dispatch.

Unknown to those chiefs and officers, other EM S chiefs had aready established
additional EMS divisions elsewhere. Car 6 and Division Chief 5 (Car 65)
established adivision at Robert F. Wagner Jr. Park at 10:27 am.26 |n addition,
Car 621 designated the Brooklyn side of the Brooklyn Bridge as anew division at
10:36 a.m. During thistime, many EM S personnel remained unaware of who was
serving asoverall EMS Command.

Command restor ed, but communications problems continue

Shortly before 11:00 a.m., Car 621 informed Dispatch that he was prepared to
assume EM S Command from the Brooklyn Bridge, which was the closest point to
his location that was clear of dust and debris. However, at that exact time, the
Chief of Planning (Car 4P), a higher-ranking officer than Car 621, assumed EM S
Command at West and Chambers Streets, alongside fire chiefs who were
relocating the ICP there.

Car 4P, also unaware of the establishment of divisions at Chelsea Piers and Staten
Iand Ferry Terminal, immediately established adivision at West and Chambers
Street. (See Exhibit 15 for the post-collapse EM S organization chart.)

At 11:09 am., EM S Dispatch conducted aroll call of chiefs at the scene. At this
time, Car 661 responded and provided an update on the steps that were being
taken to set up the divisions at the Ferry terminal and at ChelseaPiers. At 11:48
a.m., telephone communi cations between EM S Dispatch and One Police Plaza
were re-established. However, communications between Dispatch and the
Chelsea Piers and Staten Island Ferry Terminal divisions were not established for
several more minutes, continuing to hinder the coordination of operations.

Shortly before noon, Car 4P, in his capacity as EMS Command, conducted another
EMS chief roll call to determine the locations of chiefs, divisions and sectors. At
that time, he was informed of the locations of all operating divisions and the
location of senior personnel at One Police Plaza.

Subsequently, Car 4P asked Car 63 (the Division 3 Chief) to assume EMS
Command. Car 63 did so at approximately 2 p.m., upon hisarrival at the relocated
ICP at West and Chambers Streets.

26 This division merged |ater with the division established at the Staten Island Ferry Terminal.
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At approximately 6:00 p.m., Fire Operations moved the ICP to the corner of West
and Vesey Streets, several blocks closer to the WTC site. The EMS Command
Post remained at West and Chambers due to safety concerns (e.g., EM S personnel
did not possess full protective clothing). However, an EMS liaison officer
operated at the relocated | CP and reported to EM'S Command.

At approximately 5:00 p.m., at Car 6’ srequest, EM S chiefs held a second face-to-
face meeting at the EMS Command Post. They discussed the status of the
response, the strategy for ongoing operations, and safety issues. They also
discussed strategiesto provide staffing for the incident and the 911 system, to
ensure that citywide EM S coverage was maintained.

RESOURCE DEPLOYMENT AND MANAGEMENT

FDNY’s EMS resource commitment to the World Trade Center incident was, of
course, extensive. About 30 percent of the 354 ambulances available that morning
in the city’s 911 emergency ambulance system were deployed. Deployments
peaked at around 1:00 p.m., as units began to return to regular service. The
resources committed to the incident included:

1 14 municipal and 23 voluntary?’” Advanced Life Support (ALS) units,
or 33 percent of all ALS unitson duty in the 911 emergency ambulance
system.

9 51 municipal and 18 voluntary Basic Life Support (BLS) units,
or 29 percent of all BLS unitson duty in the system.

24 out of 31 EMS lieutenants and captains on duty.
15 out of 17 EMS chiefs on duty (See Exhibit 16).
An unknown number of mutual aid units.

An unknown number of volunteer/freelance units.

=A =4 =4 =4 =9

An unknown number of volunteer medical professionals.

Incident’ s scope hinder ed resour ce management

During theinitial phase of the response, senior EMS chiefs used a magnetic
command board to track deployment of EM S resources. Car 6C set up the board

27 Ambulances that do not bel ong to FDNY but participatein NYC’s 911 emergency ambulance system. Many are
operated by hospitals.
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at 9:23 am. at the EMS Command Post on West Street, but the board was lost at
9:59 am. when WTC 2 collapsed.

A large number of other events complicated EM S efforts to manage personnel and
other resources responding to the incident.

T

Normally, EMS personnel who are arriving for duty log into the EMS
Computer-assisted Dispatch (CAD) system with their radio number and
ambulance unit number. The system then keeps arecord of all
assignments, recording their name, shield number, assigned ambulance,
and tour number. In thisincident, some personnel responded without
radios, and therefore personnel tracking information wasincomplete.
This hindered efforts to determine who was operating at the incident after
the collapses.

A large number of ambulances that are not part of the 911 emergency
system, volunteered and/or self-deployed to the incident (i.e., without
coordination and direction of EMS Command or EMS Dispatch), which
degraded the FDNY’ s ability to maintain control.

Several EM S units requested to be dispatched to the incident repeatedly
or self-dispatched without permission from a dispatcher, and several
EM S units responded with additional personnel who had responded to
therecall.

A recall of EMS personnel was announced through severa radio and TV
stations early in the incident. Who, if anybody, made the decision to
recall all EMS personnel remains unclear. In all likelihood there was
confusion or misinterpretation whether EM S personnel were also being
recalled when the Chief of Department recalled all Fire personnel. EMS
had never conducted or trained for atotal recall and did not have arecall
procedure.

Civilians requiring medical assistance flagged down ambulances en route
from their staging areas to their assignments. Several of these
ambulances could not or did not communicate with their staging areasto
request that another unit be given their original assignment. Instead, they
informed EM S Dispatch of the fact that they were not proceeding to their
original assignment. Thisrequired EMS Dispatch to assign additional
units from the citywide resource pool to the incident so that the diverted
ambulance’ s assignment could be filled.
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1 Numerous medical personnel phoned EM S Dispatch offering to
volunteer their help. Some volunteering medical personnel, whose
credentials had not been verified, went directly to EM S staging areas.
Thistaxed onsite operations as the responsibility of verifying credentials
was shifted to EM S officers operating at the scene.

From 9:59 am. until at least mid-afternoon on September 11, EMS chiefs and
officers did not have an accurate view of the number and location of resources
deployed to the incident, including on-duty EM S personnel and equipment,
volunteer ambulances, off-duty members and volunteer professional s responding
to the incident.

Ad hoc efforts were made to re-establish EM S resource and personnel tracking,
such astheradio roll calls requested by the Car 621 and Car 4P in order to
ascertain the status and locations of EM S chiefs. Also, officers who were
supervising various divisions created handwritten reports on the number of units at
their respective locations. In addition, the EM S Resource Coordination Center
collected personnel datafrom battalions, and battalions called homes of
unaccounted-for members to determine their whereabouts.

The chiefs' ability to manage resources was aso hindered by the fact that their
span of control was significantly stretched.2®2 During the response to the incident,
interviewees reported that, in some cases, the span of control increased to as much
as one chief/officer to 20 EMT</paramedics, well above the ratio of one-to-seven
that senior EMS chiefs believe is the maximum that will ensure that command,
control and quality of care are maintained.2®

Efforts madeto ensure Citywide cover age

A number of EM S officials made efforts to ensure adequate emergency medical
coverage throughout the city and at the World Trade Center incident. At 9:07
am., EM S Dispatch contacted the city Office of Emergency Management (OEM)
and requested activation of the regional mutual aid plan. OEM activated the plan,
and mutual aid ambulances from the New Y ork region did respond to the WTC.
However, administration of the plan was hindered when OEM personnel had to
evacuate their headquartersat WTC 7.

At 9:08 am., an EMS officer directed Dispatch to contact the EMS Academy at
Fort Totten and ask all qualified EM S personnel there to stand by for deployment.

28 Span of control refers to the number of personnel that each officer is managing simultaneously.
29 The New Y ork State Emergency Management Office recommends that the Incident Command System deployed by
emergency responders maintain the span of control between three and seven.
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Those personnel did later deploy and were transported to the World Trade Center
in buses.

At 11:42 am., EMS, in conjunction with other agencies at One Police Plaza,
requested state and federal assistanceto include the Disaster Medical Assistance
Team and the Disaster Mortuary Operational Response Team.

At 12:35 p.m., EM S dispatch started to release EM S units committed to the
incident back into the 911 resource pool.

Throughout the incident, EM S patient tracking capabilities, which are performed
manually by EMS personnel, did not hold up well. Because of the large number

of victims and patients requiring immediate treatment and transport, EMS
personnel decided they could not accurately complete the paperwork required to
enable accurate tracking of patients as those patients were transported to different
hospitals. Instead, EM S personnel focused on transporting victims to the hospital
asfast aspossible.

PLANNING AND LOGISTICS

On September 11, EM S officers made no formal, explicit assignments of planning
and logistics functions. At thedivision level, informal planning occurred
throughout the response. For example, resource assignments later in the day were
calculated with the consideration of the city’ soverall need for emergency medical
services. Formal planning at the command level occurred only twice: once at the
face-to-face meeting of chiefs at the Embassy Suites Hotel in the morning and
once at the chiefs' meeting at the ICP around 5 p.m.

The Divison 4 Chief (Car 64) initiated informal pre-staging of logistical units
(e.g., Mgor Emergency Response Vehicles (MERV's) and borough supply) before
the collapse, but the overall difficulties that commanders had in tracking resources
throughout the emergency limited the effectiveness of the pre-staged logistical
units. (See Exhibit 18 for a planning and logistics timeline.)

In addition, managing corporate and public donations proved challenging in the
daysfollowing September 11. Large amounts of resources were donated to EMS
by multiple sources, but the supplies often did not match the supply needs of the
units.
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FDNY Fire Operations response on
September 11

This section of our report describes the major aspects of the response of FDNY
Fire Operations to the World Trade Center attack. It hasfour parts. The first
describes how FDNY commanders exercised overall command and control of fire
operations at the scene. The second deals more specifically with how those
commanders deployed and managed personnel and resources. The third describes
how the Fire Department handled planning of its resource requirements on
September 11 and afterwards, and how the Fire Department managed logistics
(i.e., deployment of supplies and equipment). The fourth discusses the challenges
faced by the Department as it sought to support and counsel its members and their
familiesin the aftermath of September 11.

COMMAND, CONTROL AND COMMUNICATIONS

The FDNY '’ s response to the attacks of September 11 began at 8:46 am., the
moment that American Airlines Flight 11 crashed into Tower 1 of the World
Trade Center (WTC 1).

Command isestablished

The Battalion Chief assigned to Battalion 1 (B1)10 witnessed the impact of the
plane from the corner of Church and Lispenard Streets. He immediately signaled
a second alarm!! and proceeded to the World Trade Center. Enroute, B1
requested additional resources by transmitting athird alarm at 8:48 am.

B1 informed the FDNY Communications Office (Dispatch) that the corner of
West and Vesey Streets, one block north of WTC 1, would be the designated
staging areafor third alarm units12 B1 arrived at WTC 1 at approximately 8:50
am. Asthefirst responding chief, he established the Incident Command Post

10 A pattalion isa collection of FDNY resources or “units’ (e.g., engine and ladder companies) responsible for a
geographical areaof the city. Four to five firefighters and one officer generally comprise aunit. Fiveto eight units
comprise a battalion. Four to seven battalions comprise adivision. The World Trade Center was located in
Battalion 1’ s response area within Division 1. “B1” and similar codes used in this document are radio designations.

11 Alarms correspond to the number and type of units deployed to an incident. A second alarm in a high-rise building
typically deploys 19 pieces of apparatus and 11 chiefs. Third, fourth and fifth alarms deploy additional resources.

12 A staging area is a resource management areain close proximity to an incident. It is standard FDNY procedure to
stage units assigned to third alarms and above. Units that are directed to stage are expected to respond to the
staging area and await further deployment instructions.
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(ICP) in the lobby, per FDNY s high-rise firefighting procedures.13 In

approximately 10 minutes, from 8:50 a.m. to about 9:00 am., Incident Command
was established and passed (according to protocol) from B1 to the First Division
Chief (D1) to the Citywide Tour Commander 4D (CWTC-4D)14 and finally to the
Chief of Department (COD) (see Exhibit 2 for acommand and control timeline).

At approximately 9:00 am., the Incident Commander moved the Incident
Command Post from the lobby of WTC 1 to the far side of West Street (an eight-
lane highway) opposite WTC 1, because of the increasing risk from falling debris
within and around the lobby and other safety concerns. Chief officers considered
alimited, localized collapse of the towers possible, but did not think that they
would collapse entirely. The command post in the lobby of WTC 1 became the
Operations Post15 (OP-1) for WTC 1, reporting to the ICP. This Operations Post
was managed by senior chiefs and was responsible for all operationsin WTC 1,
including the assignment of units to search and rescue operationsin that building.
It was necessary for the chiefsto remain in the lobby so they would have direct
access to important building systems, such as controls for alarms, elevators, and
communications systems.

The Field Communications Unit (Field Com) set up operations at the West Street
|CP at approximately 9:15 am., in accordance with protocols. Thisunit was
responsible for tracking the location and job assignment of all resources at the
incident (e.g., which units responded to which alarms and which units were
assigned to each tower). Field Com was also responsible for coordinating the
assignment of additional unitsto the incident with Dispatch, upon request by the
Incident Commander.

Our interviews with the chief officersin charge of the Operations Post in WTC 1
indicated that, early in the response, they decided that operationsin WTC 1 should
focus on search and rescue of injured and trapped civilians. The chiefs dispatched
units from the lobby of WTC 1 to higher floorsin two situations:

1 Inresponseto specific distress calls (e.g., people stranded in elevators,
trapped in rooms, or hurt who would either call 911 or contact OP-1
directly through WTC 1’sinternal telephone system).

1 To ensurethat floors below the fire had been totally evacuated.

13 An Incident Command Post is the location from which all aspects of an incident, including operations, logistics, and
planning are managed.

14 Theci tywide Tour Commander is a staff chief responsible for FDNY operations throughout the city. One citywide
tour commander is on duty at al times. On September 11, seven citywide tour commanders were designated
CWTC-4A through H, except for the designation CWTC-4F, which was unused.

15 An Operations Post is where operations are led for one component of the incident.
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Units arriving at the lobby of WTC 1 checked in with the chief officers at the
Operations Post for their assignments. Chief officers sent these units up into the
building in acontrolled, orderly way.

Before 9:00 am., D1 and B1 directed Port Authority personnel to evacuate
surrounding buildings as a precautionary measure.

Plane hitsWTC 2

At 9:03 am., United Airlines Flight 175 hit World Trade Center Tower 2

(WTC 2). Resourceswereimmediately deployed to WTC 2 from the West and
Vesey staging areaand WTC 1. CWTC-4B, in coordination with the Incident
Commander and chiefsin command of OP-1, established an additional Operations
Post in the lobby of WTC 2 (OP-2), reporting to the Incident Commander. As at
WTC 1, we believe that chiefs sent units arriving at WTC 2 up into the building in
acontrolled, orderly way.

Chiefsdesignate staging ar eas

Asthe mobilization escalated, senior chiefs established staging areas near the
World Trade Center. However, as units approached, many failed to report to these
areas and instead proceeded directly to the tower |obbies or to other parts of the
incident area (see Exhibit 3 for astaging timeline).

For instance, early in the response B1 designated the corner of West and Vesey
Streets as the staging areafor third alarm units. Starting at 8:53 am., Dispatch
sent radio instructions to these unitsto stage at West and Vesey. At 8:57 am., the
Chief of Department, while still en route to the incident, requested the assignment
of astaging chief to coordinate activities at West and Vesey. Hethenissued a
fifth alarm for WTC 1 and responding units were instructed to report to this
staging area.

At 9:12 am., the Chief of Department issued afifth alarm for WTC 2 and at
approximately 9:16 a.m., the corner of West and Albany Streets (two blocks south
of the World Trade Center) was designated as the staging areafor WTC 2. All
units responding to that fifth alarm were directed by Dispatch to stage there.
Citywide Tour Commander CWTC 4E assumed command of that area as the
staging chief.

However, it isunclear whether all units received Dispatch’s radio transmissions
instructing them to stage because the units were not explicitly asked to confirm
receipt of the transmission and they did not acknowledge the messages. Some
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units responding to WTC 2 from Brooklyn may have been in the Brooklyn-Battery
Tunnel, out of the reach of the Dispatch’ s radio communication and Mobile Data
Termina 16 (MDT) systems, when the staging directions were transmitted.

As units converged on the scene and civilians were evacuated, there was traffic
congestion and gridlock inthe area. Several units traveling from the north had
difficulty getting to their staging area south of the towers. Our interviews and
reviews of dispatch tapes suggest that several responding units were unable to
reach their staging areas with their apparatus and therefore proceeded on foot
directly to the tower lobbies.

Among those unitsthat failed to report to the West and Albany staging area were
those responding to the fifth dlarm for WTC 2. Interviews indicated that several
units (probably including those responding to this fifth alarm) traveled past this
staging areaon their apparatus. After waiting approximately 23 minutes for
adequate resources to arrive at the West and Albany staging area, CWTC-4E
issued an additional second alarm for WTC 2. Units responding to this additional
second alarm did report to the staging area.

At 9:47 am., the Incident Commander requested additional resources and issued a
third fifth alarm for the incident. Units were directed to respond to the West and

Vesey staging area.
The lack of staging had several effects.

9 Chief officers on the scene, the Field Communications Unit, and
Dispatch could not accurately track the whereabouts of all units.

1 Unitsthat failed to stage may have not received necessary information
and orientation before going into the towers. Asaresult, several
companies that were not from surrounding battalions had problems
differentiating WTC 1 from WTC 2. Interviews with chief officersin
command of the WTC 1 Operations Post indicated that several units that
arrived there asked for confirmation of whether they were in the lobby of
WTC lor WTC 2.

1 If units had staged according to protocol, other units that were dispatched
to the WTC might have been kept instead in the citywide pool. For
example, the additional second alarm issued by CWTC-4E led to the
dispatch of eight additional unitsto the incident.

16 A Mobile Data Terminal is acomputer screen and printer in an apparatus (e.g., engine or ladder truck) that can
receive and send data such as deploy ment instructions and confirmations.
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Communicationslimitations emerge

A number of communications difficulties hindered FDNY chief officers asthey
coordinated the response. For instance, problems with radio communications | eft
the chief officersin thelobby of WTC 1, and probably thosein WTC 2, with little
reliable information on the progress or status of many of the units they had sent up
into the buildings. The portable radios that were used by the FDNY on September
11 do not work reliably in high-rise buildings without having their signals
amplified and rebroadcast by arepeater system. The World Trade Center had such
asystem, but chief officers deemed it inoperable early in the response after they
tested it in the lobby of WTC 1. With the repeater malfunctioning, the chiefsin
the lobby of WTC 1 would not have been able to communicate with any units
whose radios were tuned to the repeater channel, even if such unitswere just afew
feet away from them. On the other hand, the command and tactical channels on
these radios do support some, albeit unreliable, communicationsin high rises.
Therefore, the chiefs decided to use their command and tactical channelst? for
operationsin WTC 1.

Radio communications between chief officersin the lobby of WTC 1 and the units
they sent in the building were sporadic. The chiefswere able to get through to
some units sometimes, but not others. Some units acknowledged receiving radio
communications some times, but not others. Thisleft the chiefs not knowing
whether their messages failed to get through, whether the unitsfailed to
acknowledge because they were busy with rescue operations, or whether the units
did acknowledge, but the acknowledgement did not get through. Because
information about civilians in distress continued to reach the Operations Post in
the lobby, the chief officers decided to continue their attempts to evacuate and
rescue civilians, despite the communications difficulties. We believe that the
chiefsand unitsin WTC 2 faced similar communications problems.

In attempts to improve their communications, chief officerstried to deploy the
Department’ s mobile repeater and give units “ standpipe phones’ that could be
connected to boxes along the building’ s standpipe system. These were dll
ineffective. Chief officersin WTC 1 had some success in getting information to
unitsin high floors by instructing unitsin lower floors to relay messages to them.

When WTC 2 was hit, severa chiefswho werein WTC 1 proceeded to that
building, but first they coordinated with other chiefs the selection of command and
tactical channelsfor the different towers.

17 Tactical radio channels are used for on-scene communications among chiefs and the units they command. Chiefs
provide directions to units on this channel while units provide status reports to the chiefs and each other and request
assistance. Command channels are used by chiefs at an incident to communicate with each other.
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Chief officersin the lobbies of both towers also had very little reliable information
about what was happening outside the towers, beyond their communications with
the ICP. They had no reliable sources of intelligence and had no external
information about the overall status of the incident area, the condition of the
towers or the progression of thefires. For example, they had no accessto
television reports or reports from an NY PD helicopter that was hovering above the
towers. Thislack of information hindered their ability to evaluate the overall
situation.

Threat of third planeisannounced

At approximately 9:30 am., personnel in the lobby of WTC 1 heard an
unconfirmed report of athreat from athird plane. Due to this announcement and
communications problems that were constraining command and control
capabilities, CWTC-4D broadcast over the FDNY tactical radio channel assigned
to WTC 1 an order to all FDNY membersto come down to the lobby of WTC 1.
There was no acknowledgement by officers or firefighters of the order.

Shortly after the order was given, chief officersin the lobby learned that the threat
of athird planewasfalse. At this point, the chiefs continued the search and rescue
operations.

Most of FDNY’s senior leader ship respondsto scene

Asthe mobilization of personnel and resources grew, most of the senior uniformed
and civilian leadership of the FDNY responded to the scene, including all senior
Fire and EM S operations officers. Out of 32 staff chiefs and members of the
executive staff,18 26 responded to the incident area, 22 of which arrived prior to
thefirst collapse. Members of the executive staff who responded prior to the first
collapse included the Fire Commissioner, Chief of Department, Chiefs of Fire and
EMS Operdions, and seven out of nine staff chiefs. The remaining two staff

chiefs responded after the collapse of the towers.

The experience and |eadership of these senior chiefs proved crucial to
re-establishing command and control after the towers collapsed. However, had
some senior officers remained at a separate, protected location with the
appropriate communications infrastructure, they may have been better ableto
support maintenance or re-establishment of incident command and control. Or
they could have improved management of the Department’ s resource pool to

18 The 32-member executive staff includes the civilian fire commissioners who are responsible for bureaus within the
Department, along with the Chief of Department, Chief of Operations, the Chief Fire Marshall and the nine staff
chiefs. Staff chiefsinclude the seven citywide tour commanders, the Chief of Safety, and the Chief of Fire
Prevention.
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ensure that all appropriate resources were sent to the scene, while at the same time
fully protecting the rest of the city in case of another magjor incident.

Many of the senior civilian FDNY staff members who responded to the scene had
no role or responsibility in the response.

WTC 2 collapse destroys Command Post

The collapse of WTC 2 at 9:59 am. killed many civilians and first responders and
destroyed the Incident Command Post on West Street and the Field
Communications Unit. The collapse weakened the command and control structure
as Fireand EMS chiefs at the ICP, including the Incident Commander, sought
shelter in nearby structures.

However at OP-1, in the lobby of WTC 1, the collapse of WTC 2 was not
immediately apparent. Our interviews indicate that many believed that a partial
collapse within the lobby of WTC 1 had occurred or that the elevators or other
debris had fallen into the lobby of WTC 1. Thelobby of WTC 1 filled with
blinding dust and debris and became untenable. In almost complete darkness,
firefighters, officers, chiefs and civilians were forced to leave the lobby of WTC 1.
Prior to searching for an exit for himself, B1 issued an order at approximately
10:00 a.m. over the portable (handie talkie) radio for all FDNY membersto
evacuate WTC 1.

Many firefighters and officers operating in WTC 1 informed us that they were
unaware that WTC 2 had collapsed when they heard the order to evacuate. Also,
firefighters and officers on upper floors never heard the evacuation order. In some
cases, these firefighters were told by other firefighters that the evacuation order
had been issued.

WTC 1 collapse impairsincident command

After the collapse of WTC 2, the Incident Commander and personnel operating at
the Incident Command Post moved north on West Street toward Chambers Street.
However, the Incident Commander along with other members of the command
and executive staff returned to the incident area to assess the situation and were
killed at 10:29 a.m. when WTC 1 collapsed.

Between 10:29 am. and 11:28 am., incident command and control was seriously
impaired. Several factors complicated effortsto re-establishit. Dispatch and the
staff chiefs were unable to determine which chiefs had survived the collapses,
where they were, what resources were available in different sectors of the incident
areq, if there was an ICP, and who the Incident Commander was. In addition,

radio communications were difficult due to the large numbers of transmissions,
which included attempts to locate personnel, mayday calls and company units
seeking orders. Several chief officers, including Division Chief 6 (D6), the Chief
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of Fire Prevention, CWTC-4A and CWTC-4C, took the initiative to re-establish
the incident command and control structure. This process led to the emergence of
multiple, sometimes co-existing | CPs (see Exhibit 4).

I ncident command reestablished

At the request of Dispatch at approximately 11:28 am., asingle ICP was
designated at West and Chambers when CWTC-4C assumed Incident Command
(see Exhibit 5 for sample exchanges between Dispatch and responding chiefs and
for sample, illustrative quotes from interviews regarding the re-establishment of
command).

The ICP remained at West and Chambers until approximately 6:00 p.m. and was
then moved to West and Vesey, closer to theincident area, where it remained until
the morning of September 15. At that time, the |CP was rel ocated to Engine 10
and Ladder 10'squartersat 124 Liberty Street. On Monday, September 17, the
|CP was moved to larger premises at Battalion 1, Engine 7 and Ladder 1's quarters
at 100 Duane Street.

RESOURCE DEPLOYMENT AND MANAGEMENT

The response of FDNY Fire Operations personnel to the World Trade Center on
September 11 was unprecedented in scale and scope. More than 200 Fire units
responded, approximately half of all unitsin the city. Inthefirst three hours

alone, 121 engine companies, 62 ladder companies, and 27 fire chief officerswere
assigned to the incident.19 This correspondsto 61 percent of engine companies,

43 percent of ladder companies, and 47 percent of chief officers (see Exhibit 6 for
the resource deployment timeline and Exhibits 7 and 8 for apparatus and chief
deployment).

Much of this massive response was ordered by chief officers asthey dealt with an
increasingly dangerous and challenging situation. However, some of the response
occurred outside regular command procedures. The size of the response taxed the
FDNY'’ s efforts to effectively deploy and manage its personnel and resources.

Unitsask to be dispatched tothe WTC

For example, as the mobilization increased, a number of Fire units that had not
been assigned to the incident — but wanted to help — contacted the Fire Dispatch

19 | addition to 183 ladder and engine units, nearly all special operations units of the Department were assigned to the
incident.
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Center repeatedly by radio, asking that they be authorized to respond. In some of
these cases, Dispatch relented and assigned them. Many EM S and private
ambulance units did the same with the EM S Dispatch Center. This complicated
efforts by the dispatchers to manage the response and, in some cases, led to the
deployment of units that probably would not have been deployed had they not
insisted.

Self-dispatch of Fireunitsis minimal

Out of the more than 200 Fire units responding, only four proceeded to the
incident without being deployed by Fire Dispatch. Of these units, two informed
Dispatch that they were responding and demanded an MDT ticket assigning them

to theincident. Two others proceeded directly to the incident without Dispatch’s
knowledge: one of these responded at approxi mately 9:20 a.m. after responding to
an unrelated incident. Another unit sent aradio transmission regarding injured
civilians on the 35™ floor of WTC 1 despite the fact that Dispatch records at that
time indicated that this unit was available at the firehouse.

Incident timing leadsto response of off-duty firefighters

Another factor that increased the size and complexity of the response was the
timing of the attack. Because the attack coincided with the change of toursin the
firehouses at 9:00 a.m., numerous units responded with both night-tour and day-
tour members. (Exhibit 9 contains examples of units responding with additional
of f-duty personnel who were ending their shift.).

In addition, other off-duty firefighters and officers reported to firehouses and
directly to the incident scene in response to the recall issued by the Department.
Some recalled firefighters responded to the scene by riding with on-duty units.

Normally, the officer in charge of each company knows the names of all
firefighters and officers responding to an incident. At the start of every tour, the
officer fillsout a“riding list,” aform recording the names of personnel assigned to
each apparatus. One copy of theriding list is stored on the apparatus and the
officer keeps another copy himself. Multipleriding lists were destroyed on
September 11. Thiswas one of several factors that prevented the Department

from having accurate records of those who responded to the incident.

Recall mobilizes additional off-duty firefighters

The Chief of Department directed issuance of arecall of al off-duty firefighters
and officersat 9:29 am. Therecall order was broadcast by public media outlets
and dispatched across FDNY radio channels. Thousands of off-duty firefighters
and EM S personnel left their families to help the city and the Department respond
to the attacks.
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While the Fire Department had arecall procedure for Fire Operations personnel, it
had not been activated for more than 30 years and personnel received no training
initsactivation. Asaresult, the recall was disorganized and ineffective. The

initial recall order did not include specific directions on where firefighters were to
report. Recalled firefighters responded to multiple locations, including directly to
the incident area, the firehouse closest to their location at the time of the recall,
their own firehouse, or to recall staging areas which were established and
communicated later in the morning.

Our interviews reveal ed that the Department faced substantial logistical problems
transporting and equipping members responding to the recall, even after they had
assembled in recall staging areas or had deployed to the incident area. All reserve
apparatus and vehicles were put in service with recalled personnel. They were
used at the WTC incident as well asto augment citywide coverage.

Mutual aid request brings Nassau and Westchester units

Before September 11, the FDNY had rarely requested mutual aid from
departments outside the city to support fire operations. The Department had no
process for evaluating the need for mutual aid, nor any formal methods of
requesting that aid or managing it. Therefore, the Department had limited ability
to evaluate how mutual aid could be integrated into its operations. However, due
to the magnitude of the WTC incident, FDNY personnel sought mutual aid from
Westchester County at approximately 10:07 am., and from Nassau County at
10:23 am.

Theseinitial mutual aid requests did not specify the level and type of resources
needed. In addition, the FDNY did not have adequate information on the

resources and capabilities of departmentsin surrounding cities and counties (e.g.,
the size, capabilities and expertise of different units). And, the FDNY had

minimal operational training with surrounding fire departments, and hence had
limited ability to evaluate whether and how resources from other departments
could be integrated with the FDNY '’ s operations. For instance, it could not tell
whether procedures could be integrated, equipment could interoperate, and
whether the capabilities of units with the same names (e.g., rescue or hazmat) were
comparable.

Our interviews and review of dispatch tapesindicate that mutual aid received from
neighboring fire departments on September 11 consisted primarily of engine and
ladder units. Some mutual aid units deployed to staging areas. Some deployed
directly to the incident and others were paired with FDNY unitsto help maintain
citywide coverage.
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Personnel tracking systemswer e insufficient

FDNY systems to track personnel at incidents proved insufficient on September
11, asthey lacked accuracy and were lost when the towers collapsed.

The FDNY Field Communications Unit was responsible for tracking the
assignment of Fire unitsto different alarms, the release of units from the staging
areato the incident area and unit locations at the incident. This unit worked next
to the Incident Command Post and kept records on a magnetic command board,
using small magnets placed on adiagram to indicate unit locations. This record
was most likely inaccurate because many units went directly to the tower lobbies
instead of their assigned staging areas. Field Com was destroyed at 9:59 a.m.
when WTC 2 collapsed, and all unit assignment records were lost since the FDNY
Field Communications units cannot create a remote back up of deployment
records.

FDNY protocols also provide that operations posts at major incidents keep
detailed records of deploymentswithin their areaof responsibility. A
communications coordinator (Comcord) is designated at each operations post,
responsible for tracking unit assignments and managing communi cations between
tactical and command channels. Like Field Com, the Comcord uses a magnetic
command board for record keeping. The Comcord sketches the building with a
marker on the command board and places magnets designating individua unitsin
the appropriate |ocations on the sketch to represent each unit’ s location within the
building. In this case, the operations posts were located in the [obbies of the two
towers. B2 was designated the Comcord in the lobby of WTC 1. Itislikely that
this procedure was also carried out in the lobby of WTC 2.

Radio difficulties on September 11 contributed to the complexity of keeping
accurate records of individual units and tracking their progress. After units were
given their assignments, the only way for the Comcords and other chief officersto
track their whereabouts was through radio communications. Comcords could not
ascertain, without aradio query and aresponse, whether units assigned to search a
specific floor had reached that floor or the location of an individual firefighter in
danger.

The command boards utilized by Comcords at the operation posts were destroyed
when the towers collapsed. Just aswith Field Com, all the information captured
on them was | ost, as there were no methods in place to back up the records of unit
assignments.

The limitations of this tracking system were not unique to the response to the
World Trade Center incident. However, the magnitude of the response,
difficulties with in-building communications and the response from off-duty
firefighters on September 11 significantly increased the uncertainty of firefighter
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and unit locations. Asaresult, following the collapses, the Department could not
quickly create areliable list of missing and dead personnel.

I nter-agency coor dination was minimal

Throughout the response on September 11, the FDNY and NYPD rarely
coordinated command and control functions and rarely exchanged information
related to command and control. For example, there were no senior NY PD chiefs
at the Incident Command Post established by the Fire Department. We believe
there were very limited communications, either directly or through aliaison,
between senior FDNY chief officers and the senior officersin charge of the NY PD
response. In addition, some potentially important information on the structural
integrity of the buildings never reached the Incident Commander or the senior
FDNY chiefsin the lobbies.

The evacuation and subsequent destruction of the headquarters of the city’ s Office
of Emergency Management (OEM) in WTC 7 further impaired the coordination
process among the FDNY, NY PD and other responding agencies on September
11.

Citywide cover age was maintained

AsFDNY committed large numbers of unitsto the WTC incident, it followed
existing procedures and protocols to maintain citywide coverage for fire
operations. During theinitial three hours of the incident, Dispatch relocated 68
units throughout the city to ensure coverage. In addition, at 9:00 am., FDNY
reverted to aresponse status known as “Fallback 3" at the discretion of the Bureau
of Fire Communications. Fallback refersto asituation in which the normal
response to an alarm islowered during a period of inordinately heavy fires or
during an emergency that affects an entire borough or boroughs. Thislowered
response means that fewer units will respond initially to afirst alarm and that
additional unitswill be committed only after further evaluation. Fallback 3
corresponds to the minimum apparatus response to an alarm.

Dispatch also created several dispatch staging areas and directed resources in the
citywide pool to these areas to facilitate resource management and expedite the
response time to the WTC incident.

Even with the commitment of a massive amount of resources by FDNY to the
WTC incident and the significant loss of resources resulting from the collapse of
the towers, citywide coverage for regular fire operations was maintained. Average
fire incident response times on September 11 did increase, but only by about one
minute, to an average of 5.5 minutes. Thetotal number of callsfor firerelated
assistance received on September 11 was comparabl e to the same 24-hour period
the previous year, 2,322 versus 2,225 respectively. Response times within the city
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returned to normal on September 15 and thereafter. The Bureau of Fleet and
Technical Servicesimmediately began repairing apparatus and replacing
equipment so that firehouses could be returned to service.

Citywide cover age for special operationswas minimal

While the Department maintained citywide coverage for regular fire operations, it
committed nearly all of its specia operations units to the incident, leaving the
remainder of the city with extremely limited special operations coverage.

Among the specia operations units committed were the Hazardous Materials unit
(Hazmat), High Rise units, a Field Communications2° unit, the Mobile Command
Center unit, all the Rescue units and six out of seven Squads?1 Citywide Tour
Commander 4D ordered Fire Dispatch to keep one Rescue Unit available for the
rest of the city. However, that rescue unit contacted Dispatch multiple times
asking that it be deployed until Dispatch relented and assigned it to the incident.
Asaresult, prior to the collapses, all rescue units had deployed to the World Trade
Center (see Exhibit 10).

The FDNY has just one Hazmat Unit, which was committed to the World Trade
Center. Had there been another hazardous material incident in the city, terrorist-
related or not, the Department’ s ability to respond would have been minimal. The
one Squad that was |eft in reserve would have been able to carry out some hazmat
tasks but not a prolonged, large or complex operation in the absence of the
equipment, capabilities and specialized supervision of the Hazmat unit.

In addition, post-collapse, the FDNY’s Marine Division was the primary source of
water for all fire fighting activities on the west side of lower Manhattan. The
pumping capabilities of the boats on September 11" and on succeeding days were
below design capacity due to mechanical problems. A privately owned boat
provided much additional pumping capacity.

20 The Field Communications unit that was deployed and later destroyed was the Department’ s spare; the primary
vehicle was out of service for maintenance reasons. Normally only one unit is on duty at any one time.

21 p Squad is a specially trained and equipped engine company with expertise in hazardous materials, rescue and other
specia operations capabilities.
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PLANNING AND LOGISTICS

During the FDNY response on September 11, officers were not selected to
coordinate planning or logistics functions?2 on a dedicated basis (see Exhibit 11
for the planning and logistics timeline).

In accordance with usual FDNY practices, we believe that, before the collapse of
WTC 2, the Incident Commander carried out needs assessment and resource
tracking functions, with the assistance of Field Com. Personnel at the Incident
Command Post were assigned tasks as needed to support the response in these
arees.

However, the Incident Commander and the chief officers responsible for the
operations posts were required to make decisions on these matters lacking some
important information, including: reliable intelligence, mediareports, aerial video
coverage, or verbal reports from helicopterson the condition of the towers and
traffic. After the buildings collapsed, planning and | ogistics requirements grew
well beyond anything FDNY had experienced before.

For instance, the logistics required to support the search, rescue, and recovery
operations after the collapses were massive and unprecedented for the FDNY .
Our interviews suggest that the distribution of equipment (e.g., radios, self-
contained breathing apparatus) may not have been adequately managed and
tracked on the afternoon and evening of September 11, and as a consequence,
equipment was not utilized or was lost.

In the daysimmediately following September 11, planning and logistics improved
significantly. On September 15, a dedicated Battalion Chief was assigned as the
planning chief for theincident. In addition, the U.S. Department of Forestry
Incident Management Teams (IMTSs), who arrived on September 13", and the U.S.
Army Corps of Engineers provided assistance with traditional planning functions
and documentation. These included creation of sector logs, which are arecording
of all events and actions that took place in agiven sector each day. IMTsalso
helped create incident action plans, which outline the response plan and the
resource requirements for the next 24 hours. The presence of the IMTs
supplemented the FDNY'’ s resource all ocation and site mapping capabilities and
enabled it to substantially improve coordination among various agencies and other
parties operating at and around the incident site.

In addition, after September 11, IMTs, along with the city’ s Office of Emergency
Management, construction companies and private donors, aided with logistics

22 |ncident planning includes determining resource requirements and managing information flow. Logistics includes
managing the deployment and tracking of supplies and equipment.
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coordination. An FDNY Deputy Chief was assigned as the logistics chief on
September 18. Thereafter, he was responsible for leading a team to manage the
logistics requirements of the incident and for addressing any safety issues. Early
in October, an additional dedicated deputy chief assumed overall safety
responsibilities for the site, including managing the safety officers who were
already operating there. This enabled the separation of logistics and safety
responsibilities.

FAMILY AND MEMBER SUPPORT SERVICES

The Fire Department has a proud tradition of supporting its members and their
families when members areinjured, killed, or missing. The procedures used by
the FDNY to notify families that loved ones had been injured or killed, and the
type and level of post-incident counseling and support given to members and
families have changed over the years. However, the Department has always
provided honorable, personal, and deeply felt support to its members and their
familiesin the most difficult moments.

Faced with an unprecedented number of casualties on September 11, the
Department had difficulties providing the appropriate level of support and care to
its members and their familiesin a consistent way.

In the aftermath of the collapse of the towers, several factors made it extremely
difficult for the Department to create an accurate list of personnel missing or
deceased. For onething, there was alack of accurate records on who responded
and where they were. In addition, many firefighters remained on site to help the
search and rescue operation. And, the Department did not have a compl ete,
accurate personnel notification database with records of whom to contact in case
of death or injury to a member.

As aresult, the Department could not provide reliable information to families
immediately after theincident. There were substantial delaysin notifying family
members of the loss of loved ones, and the procedures to notify families varied
over time, ranging from visits by retired chiefs to phone calls from the site.

The Department set up on-site counseling services for firefighters and, within a
week, established remote counseling locations in Manhattan, Queens and Staten
Idand. However, the magnitude of the incident and the ensuing counseling needs
overwhelmed the infrastructure of the Department’ s Counseling Services Unit.
The unit’s challenges at the time included evaluating, pre-screening and securing
funding to pay for counselors.

Over the past several months, the Department has started to formalize several
processes it developed in response to the counseling and support needs of
members and their families. For example, in January, the Commissioner
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appointed an assistant commissioner for family assistance to coordinate activities
that meet the needs of members and their families.
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Exhibit 8
FIRE CHIEF DEPLOYMENT ON SEPTEMBER 11

Number of Division Chiefs deployed Number of Battalion Chiefs deployed
23
g 4 | 3
2
) 2 |
12
2
1 6
Time 8-9am 9-10 10-11 11-12 Total 8-9am 9-10 10-11 11-12 Total
Chiefs
available
for city 8 6 5 5 43 31 29 26
wide
coverage

* The total number of Division and Battalion Chiefs on duty at any one time is 9 and 49 respectively
Source: Dispatch transcripts 129
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|ncrease operational preparedness

To effectively prepare for fire and EM S incidents of all sizes, emergency services
organi zations need well-defined systems and procedures that are flexible and can
be quickly expanded. We have seven major recommendations to increase
operational preparedness at the FDNY':

1) Expand the use of the Incident Command System (ICS) to providea
foundation for responding to and managing any type of emergency.

2) Further develop the existing Fire Department Operations Center to support
the response to specific incidents and ensure that the Department’ s mission
isaccomplished citywide during major incidents.

3) Create Incident Management Teams, which are specialized highly trained
teamsthat use |CS principles to manage large or complex incidents.

4) Fully deploy aflexible recall procedureto allow FDNY to recall
specific off-duty personnel required to respond to an incident or maintain
citywide coverage.

5) Develop agreements with neighboring departments for fire operations
mutual aid, to augment FDNY'’ s resources when necessary.

6) Modify and enforce staging protocols to increase command and control,
and the capability to track personnel.

7) Expand capabilitiesto deal with hazardous materialsincidents and
re-evaluate heavy rescue and marine capabilities.

1) EXPAND USE OF THE INCIDENT COMMAND SYSTEM

The founding principles of the Incident Command System were designed 30 years
ago to aid in the management of resources at emergency incidents. Today, ICS
provides a basis for establishing aflexible command and control structure, along
with defined roles, procedures and organizational principles that can be adapted to
any specific situation or incident. In addition, |CS addresses specific operational,
planning, logistics and finance issues relating to emergency incidents. Federal and
state agencies mandate that all emergency response agencies operate in accordance
with ICS.
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The FDNY uses many ICS principleson adaily basis, but rarely uses other
important aspects of the approach because of the nature and scale of most
incidentsin the city.

In order to examine ways to further deploy ICS, an FDNY task force of senior
chiefsfrom Fire and EM S Operations worked with McKinsey for the last three
months of our effort. Thistask force studied how ICSisused in other fire
departments and agencies around the country and reviewed existing ICS models
such as FIRESCOPE and the National Interagency Incident Management System
(NIIMYS). Thetask force chose the NIIMS model for FDNY'. It then compared
current FDNY command and control, procedures, tactics and operations with
NIIMS and identified gaps between the two systems. The result of this effort was
aclear, well-documented blueprint for expanding ICS at all levelsinthe FDNY .

We now recommend that the FDNY take the next steps toward increasing and
further formalizing the day-to-day use of the Incident Command System. This
will provide the basis for the Department to increase its ability to respond to large,
complex incidents by:

1 Ensuring that the command and control structure used by the Department
isflexible, modular, and consistent across incidents and over time.

1 Improving the Department’ s incident planning and logistics capabilities
by creating specific planning and logistics functions consistent with ICS.

1 Creating the foundation to achieve effective response coordination with
other municipal, state, and federal agencies responding to major
incidents.

9 Defining clear roles and responsibilities for senior personnel responding
to major incidents.

To achievethis, the Department must take three key steps over the next few
months: review all FDNY procedures to ensure consistency with ICS principles,
train FDNY personnel on the ICS; and establish ongoing I CS training programs
for senior personnel.

1.1) Review all FDNY proceduresto ensure consistency with ICS
principles

In the course of itswork, the FDNY task force examined how ICS principles
might apply to procedures that the Department usesto fight afirein ahigh-rise
building. The task force developed recommendations for a number of changes.
For instance, regarding the command and control structure, it recommended
adopting I CS terminology to increase interagency understanding of FDNY
operations. It also recommended new communications protocols that would
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identify individual incidents and create consistent radio identification names for
rolesin the command structure.

We now recommend that FDNY review all its procedures to update them and
make them comply fully with the ICS. Theresult of thisreview should be a
comprehensive set of ICS-compliant FDNY procedures for emergency incident
situations (e.g., multiple casualty, hazardous materials, transportation, residential
and commercial building fires).

In addition, we recommend that, during this review of procedures, the Department
explicitly re-evaluate the location and roles of operations and command posts.
The Department needs to re-evaluate when to use aremote command post, when
Fireand EMS command posts should be co-located, when Fireand EMS
command posts should be in amobile command vehicle, and how the incident
command post should be made accessible to other agencies.

1.2) Train all FDNY personnel in ICSprinciplesand procedures

Itiscrucial for the FDNY to increase its awareness, understanding, and use of the
ICSto effectively lead the response to large incidents, or support other agencies

when they lead such responses. Effective formalization and expansion of the use

of the ICSwill require training officers, firefighters and EM S personnel.

Asaresult, we recommend that, while the review and approval of new
ICS-compatible procedures is taking place, the FDNY develop atraining program
to support the full rollout of those procedures. This program should be designed
to ensurethat FDNY personnel at all levels:

1 Areknowledgeable about the ICS and itsimplementation at the FDNY
and understand its importance and usefulness.

1 Understand how the FDNY deploys the ICS for specific types of
procedures.

1 Areaware of theroles and responsibilities of the different |CS functions
such as planning, logistics, and finance.

9 Understand ICS communications protocols.

The training program must have two components: 1) a short-term component that
will ensure that personnel have the training required to deploy revised,
ICS-consistent proceduresin the field; and 2) along-term component that will
ensure continuous training in ICS principles and their implementation at the
FDNY.
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We estimate that the total incremental cost to the Department of creating and
implementing this training program over the next 12 monthsis

$5 million to $7 million, depending upon the training program design and delivery
method (e.g., classroom training supplemented with computer-simulated
EXEercises).

Implementing atraining program of this magnitude and importance would require
asubstantial commitment from all bureaus in the Department, particularly Fire and
EMS Operations, which would have to commit resources to support the design and
lead the delivery of the training program. We estimate that the Department would
have to commit approximately 1,000 chief-hours over the next six months.

In addition, the Bureau of Training would need to dedicate substantial resourcesto
develop the curriculum and materials with the assigned chief officers.

Once thetraining program is developed and the first, short-term component is
implemented, incremental training costs are expected to be minimal.

1.3) Establish ongoing I CStraining programsfor senior personnel

FDNY must ensure that all senior personnel such as Fireand EMS chief officers
can perform all leadership roles associated with the FDNY ICSin awide variety
of situations. Thisrequiresthat these chiefs be trained in the following functions:

1 Incident command, including: coordinating the overall response strategy,
managing (at ahigh level) al FDNY resources and those from other
agencies, and ensuring a manageabl e span of control for other
supervisors as incidents escal ate.

1 Operations, including the selection and execution of FDNY procedures.

9 Planning, including the creation, updating, and use of incident action
plans, management of interagency meetings, collection and synthesis of
information from multiple sources (e.g., intelligence, media, other
responding agencies) and estimation of future resource requirements for
the incident response.

1 Logistics, including the procurement, receipt, transportation, and
management of equipment, materials and services to support FDNY
operations, and tracking all additional or special FDNY equipment used
at an incident.

In addition, the Department should put in place the financial and administrative
capabilities to support incident response, including the ability to track and assign
costs to a particular incident and carry out emergency procurements as needed.
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The training programs described above will help chiefs better understand their
roles, functions, and responsibilities under the ICS. However, in order for these
chiefs to be more effective managers of the responseto large, complex incidents,
the Department must do more. It must train them regularly to perform these roles
in avariety of specific scenarios.

Currently senior FDNY chiefsreceive their last formal training when they are
promoted to the rank of battalion chief or EM S captain. Some senior chiefs have
not received routine, periodic training for more than 15 years. We recommend
that the Department create a periodic (e.g., twice ayear) training program for its
senior chiefsto practice different ICS rolesin the context of specific, complex
incidents. This program should include incidents involving terrorism (e.g.,
biological, chemical and radiological agents), large numbers of victims,
widespread damage to structures and disruption of communications or utility
services.

We believe that the total annual cost of training the Department’ s 100 most senior
chiefs (staff and deputy ranks) twice ayear would be in the range of $1 million to
$2 million.

2) FURTHER DEVELOP THE FIRE DEPARTMENT
OPERATIONSCENTER

The existing Fire Department Operations Center (FDOC) today has three main
functions: to notify senior staff of fire and EM S emergencies, to act as a point of
contact for other city, state and federal agencies, and to prepare adaily report of
Department activities. It isstaffed 24 hours aday with one officer, three
firefightersand an EMT.

We recommend that the FDNY expand the center into afully functional
emergency operations center with infrastructure and communications capabilities
to provide citywide command, control, and operational planning for the Fire
Department during routine operations and magjor incidents. Senior personnel
should report to the FDOC during major incidents.

Specifically, the following activities should take place at the FDOC:

1 Set the Department’ s operational priorities during resource-taxing events
in the city.

1 Keep up-to-date on the incidents taking place in and around the city and
their current and future resource requirements.

1 Monitor citywide coverage, analyzing the Department’ s resource
availability and managing the Department’ s resource pool, including the
initiation of recalls and mutual -aid requests.
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1 Beasingle point of contact for other agencies to coordinate activities on
acitywide or regional basis.

9 Gather and analyze information on specific incidents and on relevant
conditions throughout the city (e.g., relevant law enforcement activities,
traffic and weather conditions) and disseminate this information to
appropriate parties.

9 Support the command and control of any mgjor incident in the city as
required (e.g., serving as temporary incident command post, leading the
re-establishment of command and control structure).

1 Serveasan areacommand post if multiple large incidents are taking
placein thecity.

The management structure of the FDOC should be consistent with the ICS
deployed at the FDNY. Personnel will be assigned ICS roles such as operations
and planning. All who regularly staff the FDOC will require ICS training
(including civilian staff responsible for bureaus within the Department) and will
be assigned to the FDOC for at least one year, after substantial training by
experienced FDOC personnel.

The FDNY’sICS task force worked with McKinsey to develop a detailed set of
guidelines for FDOC operations. The guidelines include multiple levels of
readiness with corresponding staffing levels (which vary in numbers and seniority
of the personnel at the FDOC), clear rules for decision-making within the FDOC,
definition of roles and responsibilities, and communications needs.

We recommend that the Department implement the FDOC in line with the
guidelines developed by the task force. The implementation must be followed by
aset of planned drillsfor all responding staff.

3) CREATE INCIDENT MANAGEMENT TEAMS

ICS principles dictate that all first-responding chief officers and supervisors be
ableto perform any assigned role effectively at avariety of incidents. However,
for large, complex incidentsit is beneficial to deploy personnel who are highly
trained and specialized in the specific functions of incident management (e.g.,
operations, planning or logistics).

To accomplish this, we recommend the Fire Department build at least two Incident
Management Teams (IMTs), each composed of 21 individuals who will receive
specific training. A minimum of two teams is required to guarantee that the Fire
Department has adequate around-the-clock coverage capabilities over prolonged
periods of time (e.g., weeks).
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The teams should be made up of high-performing individuals who are selected by
the Chiefs of Fire and EMS Operations. Each member of each team should be
highly specialized in one specific function of ICS, but be ableto carry out any
other role within the ICS organization. These personnel would receive regular
training, including scenario and tabletop training. They would continue to
perform their regular functionsat FDNY/, but would be recalled when IMTs are
activated to respond to alarge, complex incident.

The effectiveness of highly trained individuals working in teams was evident on
September 13, e.g., with the arrival of the U.S. Department of Forestry Southwest
IMT, which assisted with the WTC rescue effort, and on the West Coast, where
fire departments regularly deploy IMTs to manage the response to large forest
fires, earthquakes and other major emergencies.

The FDNY ICS task force developed a specific proposal for the structure, roles
and responsibilitiesfor the IMTs. We recommend that FDNY create IMTs based
on this proposal. We estimate that the one-time incremental cost to establish the
two IMTs would be approximately $500,000 to $1 million with annual

mai ntenance costs of approximately $500,000.

4) CREATE AND FULLY DEPLOY A FLEXIBLE
RECALL PROCEDURE

Before September 11, the Department had not issued arecall of its personnel for
more than 30 years. Firefightersand EM S personnel had not received much
training or clear guidance on how to proceed in case of arecall.

We believe the Department should be able to efficiently mobilize all or part of its
off-duty personnel in case of emergencies and increased threat levels. The recall
process should enable the Department’ s operational |eadership to mobilize
specific, targeted capabilities, such as rescue or hazardous-materials units, and to
recall large numbers of personnel in asimple, modular and orderly way.

Aninternal FDNY task force, with support from McKinsey, developed a set of
detailed guidelines for the recall procedure. We recommend that the Department
immediately take steps to finalize and deploy the recall policy consistent with
these guidelines. We believe that once arecall procedure developed under these
guidelinesisfully deployed, the Department will rarely need to issue afull recall.

Below are the major aspects of the proposed recall guidelines.

1 Create pre-defined recall packages. The Department should create
multiple, pre-defined recall packages with different staffing levels and
capabilities. These will form the building blocks necessary to tailor a
recall to meet the needs of a specific situation. For example, different
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recall packages could offer: manpower only, manpower with reserve
apparatus, manpower and apparatuswith special operations capabilities
(e.g., hazardous-materials or rescue), rapid response teams, or incident
management teams (IMTs). The packages should be designed to be
self-contained, i.e., they should be organized so that, when a package is
recalled, all necessary equipment and supporting personnel, such as
logistics and planning, are mobilized. The Department should have the
ability to issue arecall on acitywide basis or on a borough-by-borough
basis. And it should be able to implement recall packages at different
levels (e.g., different numbers of units of different types).

Clearly definewho can issuearecall. Only the Chief of Department or
aspecific designee (e.g., the Chief of Fire Operations or Chief of EMS
Operations) at the FDOC shoul d have the authority to issue arecall.
Centralizing this authority ensures that citywide needs are considered
(versus, for example, the needs of any specific incident or incidents). It
also decreases the potential for confusion regarding the origin of the
recall decision, who is being recalled, when and for what purposes.

Create pre-established recall trigger points. The Chief of Department,
or his designee, should be ableto issue arecall at his discretion, or when
specific trigger points are reached. Trigger points should be developed
based on a number of variables, such as city coverage capabilities,
identified threat levels and the need to proactively augment resources for
pre-planned events such as VIP visits,

Enable FDOC to determinerecall need and characteristics. The
planning personnel at the Fire Department Operations Center should play
amajor role in how recalls are ordered and conducted. They should have
the responsibility and the capabilities to determine whether arecall is
required (e.g., instead of or in addition to mutual aid), which personnel
will be recalled and how the recall will be put into action. To make these
determinations, they should leverage pre-determined recall packages,
tablesthat detail the composition of these packages and staffing matrices.
These determinations will allow them to develop a specific recall
recommendation to the Chief of Department or his designee. Once the
Chief or his designee authorizes the recall, the FDOC planning personnel
should initiate the appropriate communicationsto all parties, such as
Operations, the Public Information Office and Fleet Services.

Communicate recalls precisely and consistently. The Department
should devel op a standard recall message to be communicated to FDNY
members, consisting of specific instructions on who is being recalled and
where they should report. The Department should have redundant means
of communicating recall messages accurately. These should include
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internal methods, such as phone trees and pager messages, and externa
methods such as the use of news media.

1 Create mobilization points. The Department should instruct and train
FDNY personnel to report to regular, pre-specified locations during a
recall. Inaddition, the FDOC should maintain alist of alternative
“mobilization points’ for recalled personnel to be used when appropriate.
For example, if the transportation infrastructure is compromised in away
that prevents recalled personnel from responding to their regular
location, FDOC should identify a mobilization point and send personnel
there. Thiswill allow the Department to facilitate transportation, track
and control recalled personnel.

9 Trainfor recalls. The Department should communicate the new recall
procedures to FDNY members and conduct regular training so that all
personnel understand the procedures thoroughly. Thisregular training is
especially important for those involved in the recall decision process—
such as the Chief of Department, his designees and the FDOC personnel
— along with those responsible for communicating recallsto FDNY
personnel. The Department should conduct formal staff performance
evauations following thistraining. 1n addition, the Department should
conduct drills on full deployment of different recall packages
periodically (e.g., once or twice ayear).

1 Enforcerecall rules. The Department should develop control measures
and sanctions to ensure the appropriate response during drills and in the
case of an actual recall. Recall discipline should be enforced, allowing
only recalled personnel to respond. Off-duty personnel who are not
recalled, but who report anyway should be sent away, if circumstances
allow, and should be referred for disciplinary action. Company and
Chief officers should not allow off-duty personnel to respond along with
on-duty units.

5) DEVELOP MUTUAL AID AGREEMENTS
FOR FIRE OPERATIONS

Mutual aid agreements allow emergency services agencies to utilize partnerships
that augment their resource pools when necessary. The FDNY should develop a
mutual aid policy for fire operations and sign agreements with other fire
departments and agencies, allowing it to plan and operate joint responses to
incidents that require additional resources beyond its own. It should aso conduct
joint training exercises with other agencies on deployment of mutual aid. Finally,
it should ensure that its personnel (particularly FDOC personnel and chief
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officers) are aware of the different capabilities of local, state, and federal agencies
and understand the processes to activate them.

Increasing the resource pool available to FDNY through mutual aid agreements
and inter-agency training will materially enhance the Department’ s ability to
mobilize alarge amount of resourcesin ashort period of time. Such a system will
not only allow FDNY to make targeted and measured responses to a broader
variety of incidents, but will improve the coverage available to the city on a
sustainable basis with limited investment.

5.1) Assess partner capabilities before signing agreements

Currently, local fire departmentsin New Y ork State operate without close
coordination and standardization.30 Therefore, if the FDNY isto ensure that its
mutual aid agreements are effective, it must first work with other departments and
agencies to ensure that equipment and procedures interoperate. Thefirst stepin
thisprocessisfor the FDNY and neighboring Departments to exchange
information on their capabilities and procedures, such as resource availability,
levels of training, special operations capabilities, command, control and
communications procedures and interoperability of equipment and procedures
with FDNY. Thisinformation will help FDNY determine how it should negotiate
mutual aid agreements. For example, it will enable the FDNY to prioritize which
departments would be the best initial candidates for such agreements.

5.2) Develop and deploy mutual aid agreements

We recommend that the Department negotiate mutual aid agreementsfor fire
operations consistent with the following guidelines:

1 Develop memorandums of under standing. These agreements with
other public safety agencies pre-establish mutua aid procedures and
guidelines for ongoing working relationships. They should define the
levels of support that each partner can expect. They should include:

* A detailed outline of responsibilitiesfor all parties, such as
equipment to be carried, response time, and operational requirements.

30 Thisis not the case in several other states, In Cal ifornia, for example, the Governor’ s Office of Emergency Services
ensures coordination among municipal and state agencies.
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A formalized mechanism for the communication of amutual aid
request and resulting response that incorporates standard language and
specific instructions, such as units desired, time and place to

respond to, and units responding.

Standard terminology of units, equipment and capabilities to improve
coordination and communication of units that would potentially work
together.

An agreement on the frequency and type of joint training to be
pursued.

Financial terms and conditions that guarantee parties are appropriately
compensated (e.g., for overtime, equipment loss and damage).

Maintain FDNY command and control. FDNY should develop
procedures to ensure it has command and control of all mutual aid
responders throughout the course of their deployment in response to
incidents under FDNY’ s command.

FDNY should develop procedures to activate and communicate

mutual aid requests to partners and train personnel in the procedures.
FDOC planning personnel should have the responsibility and
capability to decide on the amount and type of resourcesto be
requested from mutual aid partners, using information on each

partner’ s resource levels, capabilities, estimated response time, and
degree of interoperability. The Chief of Department or his designee at
the FDOC should be responsible for authorizing the request of mutual
aid for Fire Operations and for authorizing the release of FDNY
resources to provide mutual aid to other agencies.

FDNY should pre-define mobilization pointsin or around the city for
responding mutual aid units, in order to establishinitial command and
control of those units. An FDNY chief or officer should meet mutual
aid units at the mobilization point and serve as liaison to give them
specific instructions.

While FDNY would maintain overall command of all units
responding to incidents under its jurisdiction, the immediate tactical
command of responding mutual aid units would be handled by the
unit’simmediate chain of command (e.g., unit officer or supervisor).

Only appropriately authenticated mutual aid units reporting to the
pre-defined mobilization points should be allowed to participate in the
incident response.
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9 Conduct joint training. FDNY should develop and conduct training
drills with potential mutual aid partners. These drills must be built into
the training cycle for FDNY units and conducted on aregular basisto
increase the Department’ s understanding of mutual aid units' capabilities
and increase the efficiency and coordination capabilities of FDNY and
mutual aid units.

5.3) Seek help coordinating agr eements

Establishing mutual aid agreementsis likely to require a substantial commitment
from the FDNY and its neighbors. We believe these agreements have great
potential to significantly increase the pool of resources available to the
Department on very short notice, thus improving the Department’ s preparedness.
Their benefits more than justify the effort required to establish such agreements.
However, asthe number of mutual aid agreement grows, the Department will find
it increasingly difficult to manage relationships with multiple agencies. Therefore,
asit pursues mutual aid agreements, FDNY should seek to coordinate its Fire
Operations mutual aid policies with the city Office of Emergency Management
(OEM).

5.4) Participatein regional EM S mutual aid planning

EMS agencies deal with mutual aid policies differently than Fire Operations.
FDNY’SEMS mutual aid policy is dictated by the New Y ork Regiona EMS
Council, which creates aregiona mutual aid plan and ensures coordination and
standardization of procedures and equipment. The Department will take aleading
role in the implementation and deployment of this plan.

We also recommend that the Department continue to implement the procedures
established by the regional plan. And, we recommend that the Department
develop, in cooperation with neighboring EM S agencies, a detailed, periodic inter-
agency training program for regional EMS mutual aid.

6) MODIFY AND ENFORCE FIRE STAGING PROTOCOLS

FDNY should modify its current staging protocols to ensure that the incident
commander can effectively maintain command and control of resources deployed
at anincident asit escalates.

Below are the key aspects of our proposed staging protocol guidelines:

9 Usestagingon third alarm or greater. While the incident commander
can use staging at his discretion at any time prior to athird alarm, staging
areas must be used for all third alarm assignments and greater.
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1 Let incident commander deter mine staging location. The incident

commander should use pre-identified factors to help him determine the
location of the staging area(s). These factors might include:
pre-planned, suggested staging areas, the effectiveness of unit response,
unit ingress and egress routes, distance from the incident, safety of the
location, location of responding resources, and proximity to other
incidents. The FDOC should give the incident commander information
on where responding units are most likely to be arriving from so that he
can incorporate that information into the choice of staging location.

Assign staging chiefs. A battalion chief should be assigned to control
the staging area as his sole function. He should be responsible for
maintaining personnel accountability at the staging site, command and
control of the site and coordination and communication with the incident
commander. If unitsarrive at the staging area before the designated
staging chief, the first arriving officer should perform the staging
coordination function until the designated chief officer relieves him.

Enforce staging protocols. If staging protocols are to be effective, they
must be adhered to at all levels by responding units. Discipline at the
unit level must be maintained and enforced by the responding company
officers, the battalion chief in charge of the staging area, the incident
commander, and ultimately by the senior leadership of the Fire
Department. To do this, the Department should:

* Clearly assess, during training and post-incident eval uations, how
well units and individuals adhered to staging procedures.

» Develop and apply sanctions for personnel not adhering to procedures
during training or on adaily basis.

* Ensure that Dispatch and responding units adhere to communications
protocols when information on designated staging areasisrelayed to
units.

* Seek waysto leverage technology as atool to help manage staging
and enforce discipline. For instance, track the location of units
assigned to staging areas, and enable chiefsin command posts to track
which units have been assigned the incident area (either directly or
after being released from a staging area).
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7) EXPAND HAZMAT CAPABILITIESAND RE-EVALUATE OTHER
SPECIAL OPERATIONSCAPABILITIES

The FDNY has just one hazardous materias unit (Hazmat Unit), which it
committed to the World Trade Center on September 11. That day, the Department
would have been unable to respond quickly and effectively to another incident that
required advanced hazardous materials capabilities to assess and detect threats,
rescue and evacuate civilians, and perform decontamination tasks.

Special operations units such as hazmat are likely to play crucia rolesin the city’s
response to large and complex incidents, particularly those that result from
terrorist acts. Such attacks could involve radiological, chemical, and biological
agents, and/or multiple, simultaneous incidents, either on land or over water.
Preparing for and responding to such attacks could require special operations
capabilitieswell beyond those currently possessed by the FDNY .

We recommend that the FDNY expand its hazmat capabilities and re-evaluate its
heavy rescue and marine operations capabilities. In addition, we believe that the
city or state should create an inter-agency planning process that ensures al local,
state and federal agencieslikely to beinvolved in hazmat incidents respond
cohesively and effectively.

7.1) FDNY initiative

The FDNY’s Operational Planning Unit 31 should lead the Department’ s effort to
expand hazmat and re-evaluate heavy rescue and marine operations. It should
analyze the costs and benefits of different hazmat expansion aternatives and
develop a specific expansion proposal, including new funding requirements.
Possible expansion alternatives include: increasing training and equipment of
FDNY Squads, deploying a second hazmat unit similar to the current one,
replacing the current unit with several smaller ones that could be stationed in
different boroughs, or a combination of the above.

7.2) Inter-agency initiative

The FDNY should participate in an inter-agency initiative with other city, state
and federal agencies. Theinitiative should include all agencieslikely to be
involved in the prevention of, and the response to, incidents that require hazmat

31 The Planni ng and Management section of this report includes a series of additional recommendations for expansion
of the Operational Planning Unit.
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and special operations capabilities, such asthe NY PD, the FBI, the Federal
Emergency Management Agency, the U.S. Departments of Defense, Justice, and
Energy, the Environmenta Protection Agency, and the Coast Guard. The
initiative should have these goals:

9 Clearly define the processes, capabilities and responsibilities of all
agencies that are likely to respond to incidents involving hazardous
materials, heavy rescue or marine operations.

1 Ensurethat all such agencies understand each other’ s processes,
capabilities and responsibilities, and that they possess the information
and resources required to perform those responsibilities.

In order for theinitiative to be truly effective and comprehensive, it must include a
number of steps:

1 Assessing different threats, their likely impact on the city and its citizens,
and the effect of different prevention and response measures.

1 Understanding the city’s maximum level of tolerablerisk for different
types of hazmat attacks and incidents, or other attacks requiring a special
operations response.

9 Determining the right balance between investing in measures to prevent
these attacks and to responding to them after the fact.

1 Evauating how well different city, state, and federal agencies could
complement and/or extend the FDNY '’ s specia operations capabilitiesin
responding to these attacks.

1 Defining investments, processes, plans and policies to ensure that the city
is adequately protected.

Thisinitiative, if and when it is undertaken, would help determine FDNY’' s specia
operations capabilities. For example, it would define the type and scale of events
the Department should be able to respond to. It would also define how long the
Department would need to respond to such events alone before the deployment of
additional special operations resources from other agencies.
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mprove planning and management

Better planning will enhance FDNY '’ s preparedness by identifying and
implementing the most effective methods of responding to events of all kinds,
before those events occur. Senior staff chiefs and administrators will be ableto
establish Department-wide priorities and ensure that individuals are working
together toward common goals. Better planning and management will also help
the Department efficiently address necessary changes in its response systems,
procedures, policies and skill sets. Asaresult, we recommend that the FDNY :

1) Enhance its planning and management processes.

2) Expand and reorganize its Operational Planning Unit.

1) ENHANCE PLANNING AND MANAGEMENT PROCESSES

The key to effective planning is the creation of aformal Annual Plan, consisting of
clear objectives, along with initiatives designed to meet those objectives. FDNY
should enhance its planning by instituting aformal processto track the
performance of the Department and its bureaus, create initiatives, revise them
when necessary, track their execution and incorporate them into the Annual Plan.
This process of continuous planning will:

1 Enhancethe ability of the Department’ s senior leaders to shape and
manage the Department’ s readiness and efficiency.

1 Improve coordination among FDNY bureaus.

1 Increase the transparency of the objectives, roles, and responsibilities
associated with each initiative to all partiesinvolved.

We recommend that the Department form a Planning Oversight Committee (POC)
to lead the planning process, supported by the existing Management Analysis and
Planning (MAP) group. The POC should be comprised of the Fire Commissioner,
Chief of Department, Chiefs of Fire and EM S Operations, and Deputy
Commissioners of Administration, Management & Planning, Legal, and
Intergovernmental Affairs.

The Planning Oversight Committee should be responsible for approvi ng and
overseeing the execution of FDNY’s Annual Plan and evaluating, prioritizing and
assigning funding for all new initiatives within that plan. It should also review the
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status of the Plan throughout the year and discuss and approve amendments,
including new or modified initiatives within individual FDNY bureaus, or across
multiple bureaus. The POC should meet monthly to discuss the progress of
ongoing initiatives, address any roadblocks in the way of mgjor initiatives, and
assess the overall performance of the Department and its bureaus. In addition, the
POC should hold quarterly meetings to discuss funding for new Department
initiatives, and to conduct a comprehensive progress review of all mgor initiatives
and overall Department performance.

The MAP group, which currently prepares reports (e.g., Mayor’'s Management
Report), analyzes statistics and coordinates initiatives, should support this new
planning and management process. The MAP group will probably have to be
expanded with additional personnel to perform its new responsibilities. Below, we
describe our recommendations for how the POC and the MAP group should work
together to: 1) prepare the Annual Plan, 2) track the progress of all FDNY
initiatives and 3) approve new initiatives throughout the year.

1.1) Preparing the Annual Plan

The job of coordinating the creation of the Annual Plan should fall to the MAP
Group. At the start of each planning cycle, each FDNY bureau should submit the
following to MAP:

9 Thebureau’syear-end objectives, such as specific, measurable
improvements in day-to-day operations, enhancement of preparedness to
respond to specific types of emergencies, completion of ongoing
initiatives and change programs. Each bureau should also submit in
writing specific, measurable performance objectives (including a budget)
for the next year, whether or not they require approval of any initiative
by the POC.

1 A comprehensivelist of internal bureau initiatives (new and ongoing)
in support of achieving these objectives. Each initiative should include a
written discussion of how it supports the objectives of the bureau and the
Department, how the bureau and/or the Department would benefit from
theinitiative, and how the impact of each initiative would be evaluated.
Each initiative should have a budget and atimeline (past and future) with
specific milestones.

1 A list of ongoing cross-bureau initiativesin which the particular bureau
isinvolved. Thislist should describe the commitment the bureau has
made to support each initiative and how each initiative would help the
bureau achieve its objectives.
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1 A discussion of the bureau’s overall perfor mance over the preceding
12 months. This should include how well the bureau has performed
against specific metrics and milestones agreed on during the previous
planning cycle, aswell as acomparison between the budget for each
initiative undertaken by the bureau and actual expenditures.

1 A set of quarterly milestonesover the next calendar year for each
internal bureau initiative (ongoing and new). These milestones should be
expressed in unambiguous metrics (e.g., overtime, accidents, response
time) or in terms of clear achievements for each initiative (e.g., complete
testing/certification of equipment, a pilot program in progress, atraining
program designed and ready to be deployed). The MAP group should
track the progress of each bureau to meet these milestones.

The MAP group should compile and synthesize the information received from
each bureau, along with its own information on the status of cross-bureau
initiatives. In addition, the MAP Group should develop an independent
perspective on the performance of different bureaus across multiple dimensions,
based on pre-defined metricsit should track throughout the year. It should also
develop alist of improvement needs and potential future initiatives for discussion
by the POC.

The MAP group should consolidate these pieces into a single document that would
be presented to the POC. This document should discuss the “ State of the
Department” and the progress made on an initiative-by-initiative, bureau-by-
bureau basis since the last planning cycle. For large multi-year initiatives, the
document should review that portion of the initiative that was to be implemented
during that particular year. Finally, the document should list all new initiatives the
MAP group believes should be launched over the coming year.

The Planning Oversight Committee should use this document to perform a number
of tasks:

9 Create and prioritize new initiatives.
9 Resolve conflicts.

1 Ensurethat those working on initiatives are accountable to meet their key
milestones.

1 Agree upon key performance targets for each bureau in the Department.

9 Develop aproposed Annual Plan for approval by the Chief of
Department and the Commissioner.
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Once approved, asummary of the plan should be made accessible to all relevant
parties. Bureau initiatives should be prioritized and approved (or disapproved) by
the POC based on an evaluation of risks, costs and benefits, and priority statusvis-
avisother initiatives in the Department.

1.2) Tracking progress of ongoing FDNY initiatives

Once each quarter, every bureau should provide the MAP group with a status
report on all ongoing internal bureau initiatives, and the performance of the
bureau according to pre-determined metrics. The MAP group should keep similar
metricsfor all cross-bureau initiatives. The MAP group should then create a
quarterly report for the Planning Oversight Committee on the progress of every
major initiative underway.

The POC should consider the issuesin the MAP group’ sreport at a quarterly
meeting. The MAP group should document all decisions taken by the POC at this
meeting, and work to ensure that those decisions are carried out. Also, following
the quarterly meeting, each member of the POC should meet with subordinatesto
review the status (e.g., performance metrics, timing, issues) of key initiatives
under his’her supervision.

1.3) Approving new initiativesthroughout the year

In addition to the annual and quarterly planning processes, both the Planning
Oversight Committee and the MAP group should be involved in an ongoing
process to evaluate and approve new initiatives. This process would have five
major steps:

9 Articulate problemsor needs. Each bureau head wishing to undertake
an initiative articulates the problem or need to be addressed, in a
preliminary initiative form. If the implementation or impact of the
initiative has substantial dependencies on other bureaus, or if funding is
needed from outside the primary bureau, the initiative continuesin this
process, otherwise it is handled by the bureau internally.

9 Define proposed initiatives. The MAP group works with bureausto
appoint working committees for each proposed initiative (including a
working committee leader) with appropriate representation from all
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bureausinvolved.32 It isthe MAP group’s responsibility to prioritize the
formation of these working committees. The committees define the
proposed initiative in more detail (e.g., people involved, benefits,
metrics, cost estimate, implementation plan, timing, deliverables, and
resource needs and commitments from different bureaus).

1 Prepareproposalstothe POC. The MAP Group should have the
ability and discretion to ensure that appropriately detailed information on
proposed initiativesis provided in writing before they are brought to the
POC (e.g., aclear and concrete articulation of their benefits, costs,
resource requirements, discussion of their urgency, and a detailed
implementation plan).

9 Obtain approvalsfrom the POC. The MAP group schedulesa
discussion of completed proposals at the next available monthly Planning
Oversight Committee meeting. There the POC makesthe fina go, no-go
decision and funding is assigned. Decisions that require an increase in
FDNY funding should be made quarterly to coincide with the New Y ork
City budget process

1 Addinitiativestothe Annual Plan. The new initiatives approved by
the POC are added to the Annual Plan and the MAP group tracks their
progress. The working committee is responsible for implementing the
initiatives and the Planning Oversight Committee reviews the status of
each initiative and ensures it is compl eted.

2) EXPAND AND REORGANIZE OPERATIONAL PLANNING UNIT

The FDNY Operationa Planning Unit currently creates and maintains the
Department’ s standard operating procedures, schedules resources for specific
tasks, coordinates special events, and maintains the FDNY relationship with the
city Office of Emergency Management (OEM). We recommend that its roles be
expanded to include risk assessment, bureau strategy, and management of
technical information for Fire and EM S Operations.

To accomplish this, the Operational Planning Unit should be expanded and
re-organized into five Sections. Risk Assessment & Operational Strategy, Policies
& Plans, Technical, Resources, and Special Events & Major Operations. The unit
should be managed by a Chief of Planning and an Assistant Chief of Planning,

32 |n the case of technol ogy related initiatives, the working committee will be a new Technology Steering Committee,
discussed in the Communications and Technology section of this report.
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who should also be responsible for maintaining inter-agency relationships at the
operational level, overseeing the planning staff at the Fire Department Operations
Center and participating in after-incident critiques.

The Operationa Planning Unit’s new responsibilities should include:

1) conducting a comprehensive risk assessment of potential hazards to various city
locations; 2) developing and maintaining an FDNY All-Hazards Emergency
Response Plan; 3) expanding technical capabilities; and 4) improving inter-agency
coordination. It should also continue to perform existing operational support
functions.

2.1) Conduct a comprehensiverisk assessment

The Risk Assessment & Operational Strategy Section of the Operational Planning
Unit should assist Fire and EM S Operationsin developing their quarterly status
reports and their portion of the Annual Plan. It should also conduct a
comprehensive, citywide risk assessment to find and prioritize potential hazards to
various city locations.

Part of the risk assessment includes developing an FDNY risk database. This
database should include information on hazards that are unique to specific
locations, such as the presence of chemicals or radioactive materials. It should
also include threats and vulnerabilities such as an increased risk of explosion,
alarge daytime population, or an increased threat of attack. The Risk Assessment
& Operational Strategy Section should define the database fields and collect,
document, and update data for the risk database. It should also disseminate it to all
relevant and authorized parties within the Department.

The risk database will provide crucial input to the Risk Assessment & Operational
Strategy Section as it prioritizes the hazard or threat levels at different locations.
In turn, this prioritization effort will support the Department in developing
location-specific pre-plans and event-specific annexes that will support FDNY
responders at particularly high-risk locations. These pre-plans may include
pre-defined staging areas and information on the best means of egress from the
locations. In addition, the prioritization effort will help the Department define the
type, frequency, and location of training exercises.

Other government agencies may also possess or create a broader, citywide risk
database. However, this database may not immediately be made available to the
Department. Until it is made available, the Risk Assessment & Operational
Strategy Section should seek information on risks and hazards from other local,
state and federal agenciesfor inclusion inthe FDNY risk database. These
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agencies might include the NY PD, the State Office for Public Security, and the
U.S. Department of Energy.

In addition, it should work with the FDNY field divisions to ensure that the
information in the CIDS system on hazards present at each location

(e.g., vulnerahilities in building design) and standard operating procedures
are up to date.

Ideally, the FDNY risk and hazard assessment and analyses should be conducted
in close coordination with any citywide risk assessment to ensure that
response plans, resources and priorities are aligned and consistent.

2.2) Develop and maintain an FDNY All-Hazar ds Emer gency
Response Plan

The Policies & Plans Section should continue to update FDNY Standard
Operating Procedures and policies, but itsimmedi ate focus should be devel oping
an FDNY All-Hazards Emergency Response Plan, including emergency-specific
annexes on matters such as terrorism and chemical and biological attacks.

This plan should be based on existing emergency response plan templates from the
Federa Emergency Management Agency and other emergency management
organizations. It should include large-incident responsibilities organized by ICS
functions, instructions for activation of the Fire Department Operations Center,
instructions for use of all communication channels, contingency plansfor FDNY
Headquarters and firehouses, and detailed steps for making any changes or updates
to the plan. The plan should be updated regularly based on feedback gained from
tabletop exercises, full-scale drills, and actua events.

The Operational Planning Unit should ensure that other parts of the Department
(e.g., Special Operations, Communications) have input into the creation of
the All-Hazards plan.

2.3) Expand technical capabilities

A technical specialist should be designated to create a new Technical Section.
This person should be dedicated to managing information to create maps,
organizational charts, and databases to support the Operational Planning Unit.
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2.4) Lead inter-agency coordination at the oper ational level

The Chief of Planning and the Assistant Chief of Planning should focus much of
their time on representing FDNY in inter-agency coordination matters. They
should establish ties with federal, state and local emergency management agencies
to promote exchange of critical information, and ensure common command and
control structures and terminology are used in plans and procedures.

They should represent the FDNY on emergency response or terrorism-related
committees and establish ties wi th other fire departments and emergency services
across the country to exchange information. In addition, they should seek to
coordinate the development of plans and procedures (e.g., the FDNY All-Hazards
Plan and its annexes) with other agencies such asthe city’s OEM and the NYPD.

2.5) Continueto perform existing oper ational support functions

The Resources Section and the Special Events & Major Operations Section of the
Operational Planning Unit should continue to operate much asthey do today. The
Resources Section should continue to manage response capabilities (e.g.,
determining which units are out of service) and ambulance deployment, with the
assistance of the MAP group. The Special Events & Major Operations Section
should continue to develop plans for specia events and work with other agencies
to coordinate activities (e.g., drillsand exercises).
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| mprove communications and technol ogy
capabilities

Firefighters and EM S personnel were hindered in their response on September 11
by multiple failures of communications systems and processes and technol ogy
limitations. We recommend that the FDNY proceed simultaneously on two tracks
to answer these challenges:

1) Revamp the management process it usesto evaluate, acquire and deploy
communications systems and protocols and technol ogy.

2) Immediately address urgent needsin its technology infrastructure,
processes and protocols.

1) REVAMP THE COMMUNICATIONSAND TECHNOLOGY
MANAGEMENT PROCESS

Currently, the FDNY lacks an effective, well-established process to manage the
progress of technology initiatives involving multiple Department bureaus. It also
lacks the ability to ensure that these bureaus exchange information effectively.
These shortcomings pose perhaps the largest hindrance to the Department’ s ability
to effectively address some long-standing communications and technology
problems,

The key to facilitating good working rel ationships across bureaus and establishing
effective management controlsis the creation of a cross-functional, standing
Technology Steering Committee (TSC) responsible for managing all technology
and communications initiatives within the Department. The TSC should also
provide to the MAP group, and the Planning Oversight Committee33 on a
guarterly basis, up-to-date information on theinitiatives' progress, impact and
major obstacles.

The TSC should be comprised of one senior representative from each of the
following bureaus and groups: Fire Operations, EMS Operations, Technology,
Communications, and Administration. It should be led by an appointee of the

33 The TSC will be the worki ng committee for all technology related initiatives within the Department. (See planning
recommendations section).

85



Commissioner and the Chief of Department. 1n addition, a technology-specific,
project management group of three people should be created to support the TSCin
managing these multipleinitiatives.

The TSC’ sresponsibilities can be broken down into two broad areas:

1 Leading development of along-term FDNY Technology Plan that
includes technology initiatives.

1 Managing the implementation of these initiatives using a standardized
process.

1.1) Lead the development of al ong-term Technology Plan

The TSC should be responsible for leading devel opment of the Department’s
forward-looking Technology Plan and ensuring that all specific technology
initiatives included in that plan support the operational requirements of the
Department. The plan should cover a5-year period and should be submitted via
the MAP Group to the Planning Oversight Committee for incorporation into the
Department’ soverall Plan. Specific stepsin developing this plan include:

1 Assessand document the needs of the Fire Department — primarily
those of Fire and EM S Operations— that would be addressed by
technology initiatives. Those defining these needs and initiatives should
not feel constrained by what they perceive as technologically possible.
They should let the needs drive the solutions. Once thisis done, the
needs can be compared to current technology capabilities to determine
any gaps that must be addressed.

9 Act asacentralized clearinghousefor internally generated ideas for
technology initiatives, aggregating these ideas and including appropriate
onesin the Technology Plan. This should be done by proactively
seeking out Department members to get their needs and suggestions.

1 Definethe Department’stechnology strategy, which should be aligned
with the operational needs and financial constraints of the Department,
and prioritize the identified technology initiatives in accordance with that
strategy. Document the strategy in the formal 5-year Technology Plan.

1 Annually develop and describein detail those portions of the
Technology Plan that should be undertaken in the coming 12 months.
Determine the key milestones, deliverables, responsibilities, and budget
for that one-year period.
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1.2) Manage implementation of initiativesusing a standar dizd process

The TSC will be responsible for coordinating staffing of teams, along with
managing and tracking the progress of all technology initiativesin the Department.
Bureausthat are involved in evaluation, acquisition and deployment of initiatives
will use TSC as a mechanism to help them agree upon their specific
responsibilities, milestones, deliverables and resource commitments. TSC will
ensure that the responsibilities and commitments of individuals and bureaus are
documented for all parties, explained to them and understood by them.

TSC should standardize the process for managing technology initiativesin the
Department. Thiswill help ensure the initiatives can be successfully developed,
tracked and pushed toward completion in an efficient and thorough manner. We
recommend the following process that can be used for any initiative:

9 Describeneedsto be addressed in detail. Thefirst step in developing
an initiative is identifying the specific needs it will address. TSC should
ensure that those undertaking a technology initiative perform this task.

1 Evaluate potential solutions. Once these details are developed, TSC
should work with appropriate bureaus to evaluate potential technology
solutions through the issuance of RFIsand RFPs. As part of this process,
TSC should ensure that input from all relevant bureausis collected,
documented and unambiguousdly articulated in the RFls and RFPs. For
instance, TSC could have bureausfill out structured survey forms that
allow them to easily offer thisinput. As RFIsand RFPs are developed,
TSC should make sure that appropriate criteria are developed to evaluate
the proposals resulting from them, with input from all relevant bureaus.

91 Choose and test solutions. After all responsesto RFISRFPsare fully
evaluated, TSC should be closely involved in the process of deciding
which solutions should be acquired or evaluated further. TSC should
also put in place a structured process for conducting tests and pilots,
including test/pilot planning, development of testing protocols,
documentation and rollout.

9 Train personnel. TSC should coordinate the design and implementation
of training programs and procedures to support the deployment of new
technology issued to FDNY personnel. TSC should ensure that bureaus
commit adequate resources for training, that they create training
timetables, materials, and a quality control processfor all training
programs.

9 Deploy solutions. TSC should establish and document deployment
plans for newly acquired solutions after testing and training has been
completed. Deployment plans should include guidelines, checklists and
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feedback forms. TSC should manage the deployment and provide a
mechanism for collecting feedback and refining the use of the
technology.

Throughout the implementation process, the TSC should provide periodic (e.g.,
monthly) updates to the MAP group, the Operational Planning Unit and the
Planning Oversight Committee describing technology milestones achieved, the
progress of ongoing initiatives (including deliverabl es by each bureau and
individual) and any specific roadblocks that need resolution.

In addition, the TSC should develop and maintain relationships with external
parties connected to technology initiatives (e.g., National Institute of Standards
and Technology and the NY C Department of Information Technology and
Telecommunications). It should participate in externally sponsored technology
events such as symposiums and conferences, and should reach out to other fire
departments and emergency services agencies to exchange information.

2) IMMEDIATELY ADDRESSURGENT NEEDS

At the same time the Department revamps the process for deploying and managing
new technologies, we believe it must address a number of current needs right
away. Thesefall into four broad aress:

1) Improve communications capabilities.

2) Improve the Department’ s ability to receive and disseminate
critical incident information.

3) Give chief officers at incident scenes better ways to manage information
and track personnel.

4) Improve EM S Operations’ ability to track patients during incidents.

2.1) Improve communications capabilities

Fire and EM S personnel have experienced a variety of significant communications
problems:. the portable radios used in the World Trade Center response |acked
more advanced features available in the marketplace; FDNY personnel often
cannot communicate reliably in high-rise buildings, subways and tunnels; and

EMS personnel face excessradio traffic due, in part, to the fact that two
communications channels operate on the same frequency and personnel do not
adhere strictly to communications protocols. The following recommendations
address these issues.
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2.1.1) Completetesting of UHF portableradios. The Department purchased
new UHF portable radios in 1999, but has not deployed them. An unsuccessful
deployment attempt occurred in early 2001.

While the Department still must evaluate important aspects of the performance of
these new radios, they do have several features that could give them significant
advantages over the currently deployed VHF portable radios. They support a
larger number of channels, providing an opportunity to fit Fire, EMS and
interagency channels, including NY PD channels, on the sameradio. Their signals
usually reach further inside structures, and they can be used in conjunction with
the new Police Radio System now being deployed for the subways. All these
features suggest that deployment of these radios could improve the
communications capabilities of the FDNY/, but only if they pass rigorous testing
and evaluation.

We recommend that the Department continue to accel erate the testing and
evaluation of the new radios. If the radios provide improved quality and

reliability, the Department should deploy them. Thiswill require the following six
steps:

1 Finalize the codification of FDNY operational communications needs
and the related technology features of these radios. For example, decide
which of the following two featuresis more important: increasing the
power output of transmissions over the command channel vs. the
corresponding decrease in the radio’ s battery life.

1 Establish adetailed testing procedure and a comprehensive testing plan
to determineif the radios meet FDNY's operational needs better than the
current radios, without compromising personnel safety. Thetesting plan
should ensure proper, rigorous documentation of the results of the tests.

9 Based on the test results, decide whether to deploy the radios.

9 If theradiosfail the tests, seek alternative solutions, including issuing a
new RFP. If they pass, update communications protocols and procedures
as necessary to effectively deploy them.

1 If theradios are deployed, develop and implement a comprehensive
training plan that ensures FDNY personnel are fully aware of the features
of the radios and know how to use them effectively.

1 Deploy theradiosinto the field with appropriate performance tracking
and feedback mechanisms.

We estimate that the accel erated testing and (potential) deployment of the new
UHF radios throughout FDNY should not require additional external funding and
could be completed within four months.
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2.1.2) Improve communication capabilitiesin high-rises There are
approximately 2,000 high-rise buildings34 in New Y ork City today. Field
experience suggests that FDNY personnel can communicate reliably injust a
fraction of these buildings.3> To address this shortcoming, the FDNY should
immediately evaluate, acquire and deploy equipment, together with the associated
procedures and personnel training.

High-rise communications gaps can be addressed with the deployment of
repeating infrastructure that receives, amplifies and retransmits radio
communication signalsto improve coverage. Repeatersthat are portable, mobile
(e.g., truck-mounted), or air-based (e.g., on adeployabl e balloon) may help
mitigate in-building communications difficulties, but do not provide full coverage
for high-rises. Stationary repeating infrastructure can support reliable
communications in most casesif it is designed, installed and maintained properly.
Thiskind of infrastructure can be installed inside or outside abuilding. We
propose the Department pursue all of these options, but do it along two parallel
and complementary paths.

1 Test and deploy portable, mobile and air-based repeaters. FDNY
should complete rigorous tests with portable, mobile, and air-based
repeaters to develop and document guidelines for optimal use of this
equipment (e.g., where to place the equipment for best coverage, which
combinations of equipment types are most effective). FDNY should also
develop an understanding of the limitations of this equipment. Once
guidelines for optimal use of it are established, the Department should
acquire appropriate equipment, train personnel to use it, and deploy it.
We believe that deployment of portable or mobile repeaters by FDNY
would cost approximately $1 million to $2 million36 and could be
completed within six months.

1 Pursue stationary communicationsinfrastructure. In addition to
accel erating deployment of portable, mobile and/or air-based repeaters,

34 High-rise buildings are defined here as al buildings seven stories and higher. Our recommendations for high-rise
buildings should also be applied to other types of buildings such as large malls, hospitals, and jails. Shorter
buildings with substantial underground areas should be treated similarly to high rises since FDNY communications
in underground environments are also inadequate.

35 Reliable in-building communications means clear point-to-point communications in nearly 100 percent of the
building, even in the case of building power loss, fire, or partial destruction. The Department does not have a
comprehensive view of how its radios perform in different kinds of buildings and, hence, does not have an exact
estimate of the number of buildings where its personnel can communicate reliably. There is some anecdotal
evidence suggesting that firefighters and officers would not be able to communicate effectively and reliably in most
high-risesin the city.

36 Estimate based on thisformula three repeaters (two portable and one mobile) for each of the Department’s
nine divisions
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the Department must foster the deployment of stationary repeaters that
will ensure that FDNY personnel and NY C’ s other first responders can
communicate reliably in high-rise and other large buildings. Therefore,
as the second path to effective high-rise communications, we recommend
that the FDNY take three simultaneous steps.

* Step 1. Requirehigh-risesto support first-responder
communications. FDNY should develop and seek adoption of
changesin the city building code requiring that al NY C high-rise and
other large buildings, existing and new, support first-responder
communications needs. The code should not mandate a specific
technology or solution, but should require that minimum performance
standards for communications are met. One possible solution could
beinstallation of fixed, building-specific repeaters. The city should
consider establishing a subsidy system to give incentives to owners of
existing buildings to expedite compliance with the new building code.
Such subsidies should be structured to reward speed of deploying
equipment and cost-effectiveness. We estimate that deployment of
thisinfrastructure for all high-risesin the city would cost
approximately $150 million to $250 million37 and could be
implemented within three years.

* Step 2. Evaluatethe deployment of additional city-owned
infrastructure. Itispossible that the most cost-effective way to
ensure in-building high-rise radio coverage requires a mix of
solutions. An alternative or complementary solution to
building-specific solutions might be a citywide radio infrastructure
that would be installed, owned and operated by the city or one of its
agencies. Therefore, we recommend that FDNY develop and issue an
RFI/RFP for building such an infrastructure. The RFI/RFP should be
written so that the city may determine the capabilities and
performance of thisinfrastructure, along with the costs to deploy and
operateit, and the likely time necessary for deployment. The
RFI/RFP should also allow for the possihility of purchasing new end-
user radios,38 including radios using different technologies and

37 Estimate based on solution for NYC high-rise buildings above seven stories at the cost of $0.30-$0.60
per square foot.

38 1t could be the case that deploying citywide infrastructure and replacing all FDNY portable radios is more effective
than retaining the current radios (or the UHF radios currently under testing). The Department should seek to

understand the costs and benefits of both alternatives: deploying infrastructure compatible with its VHF or UHF
radios and deploying infrastructure that would require replacement of all portable radios.
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standards than the VHF and UHF radios currently owned by the
FDNY.

» Step 3: Seek waysto leveragethe NYPD’sinfrastructureto meet
FDNY’sneeds. The FDNY should work together with the NY PD to
explore whether and how the citywide communications networking
infrastructure of the Police Department can be leveraged to support all
or some of FDNY’s communications needs. For example, the
RFI/RFP mentioned above should determine whether acommon
NYPD and FDNY communications infrastructure would be more
effective for the city, rather than two separate police and fire
networks.3® The FDNY should work with the NY PD to understand
which facilities and assets (e.g., sites, towers, transport capacity, and
power equipment) currently owned or operated by the NY PD can be
easily shared with the FDNY in ways that would benefit both
Departments — should the FDNY or the city decide to deploy
additional network capacity.

2.1.3) Improve communicationsin the subways. Department personnel also
have difficulty communicating viaradio in subways. Portable repeaters could
provide alimited, interim solution. However, firefighter and EMS
communicationsin the system could be greatly improved with the completion of
the Police Radio System (PRS) project, which is managed and funded by the
Metropolitan Transportation Authority. This project enables two-way voice radio
communication throughout the subway via UHF radios. The project has aready
covered asmall portion of the subway, but important portions of the system will
not be finished for at least 12 months and the entire project is not scheduled for
completion until December 2004. FDNY preparedness would clearly benefit from
earlier completion.

In order for FDNY to use the PRS system, it would have to replace its current
VHF portable radios with UHF radios such as those that are now being tested.

If this replacement takes place and if the Department elects to use the PRS system,
it should have a deployment plan in place. Ascertain subway areas become
operational, this deployment plan should provide for testing the new infrastructure
to ensureits adequacy for FDNY use. The plan should also provide for
development of procedures to communicate in upgraded subway areas and training
of personnel to communicate effectively in the subway.

39 While total cost of ownershi pis, of course, an important element to evaluate whether or not one or two networks are
more effective, redundancy, reliability, and the ability of acommon network to meet the different operational needs
of both Departments are also important. It is possible that the optimal solution is neither two separate networks nor
asingle one, but two networks that share multiple elements.
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2.1.4) Improve communication in tunnels. The tunnels pose a different
problem. FDNY units currently cannot communicate with the Dispatch center by
voice or by Mobile Data Termina asthey pass through many of them. FDNY
should expeditiously implement a satisfactory communication solution for voice
and data communications in tunnels. Such a solution should provide virtually
ubiquitous coverage throughout the tunnel — both between units and Dispatch and
point-to-point (handie talkie) communications within the tunnels. This solution
should also be redundant in case of amajor impact on the tunnel (e.g., partia
destruction, power 10ss).

For the four major auto tunnels (Battery, Holland, Lincoln and Midtown), the
Department should approach the MTA and the Port Authority of New Y ork and
New Jersey to coordinate the evaluation, acquisition, deployment, and
maintenance of communications options available to ensurereliable
communicationsin thetunnels. If atunnel’s oversight agency lacks resourcesto
implement such solutions, FDNY should seek to facilitate the technol ogy
acquisition and implementation processes, while closely coordinating all steps
with that agency.

Before solutions are implemented, FDNY should devel op a deployment plan that
involves testing, updating relevant protocols and procedures, and personnel
training.

The Department estimates that installing stationary solutionsin the four major
tunnels would cost about $6 million?® and could be implemented within 12
months.

2.1.5) Determinethe most effective EM Sradio channel deployment. One of
the issues highlighted on September 11 was the potential for congestion on the
EMS command channel, which hindered the EM S leadership’ s ability to conduct
effective radio communication. This situation was due to three factors: 1) the
overlapping frequencies between the command and citywide channels that result
in all citywide traffic also being heard on the command channel; 2) a breakdown
in radio communications protocols; and 3) the increased radio traffic due to the
size and complexity of the response.

The Technology Steering Committee should establish the criteriaand conduct a
detailed evaluation with EMS Operations to determine EM S radio channel needs.
One magjor question for this evaluation is whether to deploy a separate, dedicated
command channel and/or an additional citywide channel to support multiple
casualty incidents. Deployment of additional radio channels would require a

40 Egtimate based on proprietary solution for FDNY in four mgjor tunnels, including dedicated radiax cable, necessary
radio/electronic and connectivity equipment, and construction of equipment rooms.
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comprehensive implementation program, including a new radio configuration
(e.g., adding the additional channel), an update of protocols and procedures,
testing, training, and afield deployment plan.

In addition to re-evaluating its radio channel needs, EM S should place a mgjor
emphasis on enforcing radio discipline and should also explore alternatives for
leveraging its existing Mobile Data Terminals (MDTSs) to minimize radio traffic
congestion.

2.2) Improvethe Department’sability to receive and disseminate
critical incident infor mation

The second set of FDNY’' s urgent communications needs involves how it receives
critical information about an emergency incident and then disseminates that
information to the appropriate personnel. The events of September 11 highlighted
the importance of thisinformation sharing within FDNY and among the city’s
other public safety agencies. The FDNY has already taken an important step by
working with the NY PD on protocols to put an FDNY chief officer in apolice
helicopter when the FDNY feelsit would be helpful to manage incidents. The two
departments are also exchanging liaison officers and conducting regular meetings
of senior NYPD and FDNY personnel. However, more needs to be done. The
FDNY should focus itsimmediate attention on improving information flowsin
three key areas. 1) receiving aeria surveillance information such as video and
audio feeds, from NY PD and media helicopters, 2) streamlining information flows
within EM S Dispatch; and 3) ensuring that the FDOC can reliably communicate
with other responding agencies.

(While these steps would bring substantial benefitsto the FDNY/, resolution of the
fundamental issues related to information flow among agencies requires an
enhanced approach to inter-agency coordination. Part 111 of this report discusses
these coordination issuesin greater detail.)

2.2.1) Receiving aerial surveillance. FDNY should seek the ability to receive
audio and video feeds from NY PD and media helicopters. These would be made
available to the Incident Commander (in the Mobile Command Center, Field
Communication Units or elsewhere) and the Fire Department Operations Center
(FDOC). Thiswould require formal agreementswith the NYPD and local media
companies. These agreements should include voice and data communications
links between the helicopters and the FDNY . For instance, the helicopter radios
might be equipped with channels that allow the FDNY incident commander to
request that the pilot offer a specific aerid perspective.

Once such agreements are finalized, FDNY should acquire necessary receiving
equipment, update relevant protocols and procedures, and develop a
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comprehensive joint training plan that ensures al parties involved know how to
work together effectively and that FDNY’ s chiefs are fully aware of new
information flow capabilities available to them, and know how and when to use
them effectively. Throughout this process, FDNY should seek input from other
fire departments that have already deployed such capabilities in coordination with
other agencies.

2.2.2) Streamlining infor mation flowsin the EM S Dispatch center.
Another issue highlighted by September 11 was the fact that the current
organization of EM S Dispatch impedes operators from effectively handling
unusually large amounts of information that are likely to emerge from large
incidents. Currently, operators have multiple responsibilities, so that when an
incident reaches a certain size, the massive flow of information overwhelms
them. Therefore, they are not able to synthesize and disseminate information
effectively. In addition, operators work in separate areas of the EM S Dispatch
Center with little or no ability to integrate information they receive from
different sources.

The FDNY isnowre-evaluating the organization of EMS Dispatch. Itis
working on a pilot program that will test anew configuration for EMS
Dispatch, similar to the model used by Fire Dispatch. Thiswill help resolve the
guestion of whether EM S operators should continue to perform multiple tasks
or should focus on specific, functionally defined tasks.

2.2.3) Communicating with other agencies. The FDNY needsto ensurethat it
can effectively and rapidly communicate with other agencies, such asthe NYPD,
over theradio and over existing data networks. For instance, the FDNY should
ensure that SPRINT data messages sent between NY PD and EMS are
instantaneously copied to the Fire Department Operations Center as a backstop.
The FDOC should also monitor NY PD radio communications on key channels.

2.3) Give chief officersat incident scenes better waysto manage
information and track personnel

The FDNY’ s third group of urgent technology need involves giving chief officers
the ability to quickly and reliably locate personnel at any point in time, and
improving the functionality and flexibility of the Department’s command boards.

It isimportant for FDNY leadership to know whether an FDNY member ison
duty and whether he/she is deployed to acertain incident. Ideally senior FDNY
chiefs should also be able to know where this member is located throughout the
incident area. There are two stepsthat, if taken immediately, could allow the
Department to materially improve its personnel tracking capabilities.
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2.3.1) Ensurediscipline on the company level. Beyond addressing discipline
issues related to staging and recall, FDNY should take steps immediately to ensure
that officers enter reliable information into on-duty databases and riding lists, and
that names on riding lists always correspond to the people riding the apparatus. In
addition, the Department should explore alternatives to make this entry process
more efficient and simple by setting up easy-to-use software in firehouse PCs.
The Technology Steering Committee should also evaluate adding new capabilities
to Mobile Data Terminals (MDTs) that would allow Fire personnel to loginand
log off from their apparatus.

2.3.2) Evaluate and, if appropriate, deploy electronic command boar ds.

The events of September 11 highlighted the need for FDNY to replicate and store
up-to-date deployment information. This might be done by replacing the
Department’ s magnetic command boards with electronic boards equipped with
wireless transmission equipment. However, it is unclear whether

currently available wireless technology and infrastructureis reliable and robust
enough for use by the Department. For instance, it is unknown if the infrastructure
would continue to operate properly during most major incidents and how well it
would operate frominside high-rise buildings and other structures.

Nonethel ess, portable PC-based el ectronic command boards have much greater
functionality than magnetic boards. These boards could help communications
coordinators and operations chiefs with their tracking, communications and

tactical coordination tasks. For example, PC-based boards can store and display
maps and multiple building plans. This could enable chiefsto look at structural

and electrical characteristics of high-rises and zoom into specific floors or building
areas. PC-based boards could also store detailed hazard listsand FDNY

procedures.

The TSC should coordinate devel opment of an RFP for electronic command
boards. It should evaluate the boards' functionality separately from the
capabilities and costs of backing up and updating deployment information through
wireless connections.

Aswith all other technologies, if the Department decides to acquire electronic
command boards, it should update relevant protocols and procedures and develop
acomprehensive training plan that ensures that the chiefs are fully aware of the
features of the boards and know how to use them effectively.
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Our estimates show that implementation of electronic command boards throughout
FDNY would cost approximately $500,000 to $1 million.41

2.4) Improve EM S’ s capability to track patientsduring
lar ge-scaleincidents

Thisisthe fourth area of urgent communications and technology needs. The
events of September 11 highlighted the need for EM S Operationsto have a
flexible patient-tracking process that can aggregate, verify, and disseminate
patient-tracking information during large-scale incidents. There are several
technology solutions that could help automate the process of tracking patients and
accurately capture patient information. EM S Operations should work with the
Technology Steering Committee to eval uate the deployment of such atechnology
and the associated processes and infrastructure.

If the Department decides to change its patient tracking process, it should
coordinate this work with other medical care providersin theregion, such as
hospitals and private ambulance services. This new tracking system should be
formalized and become part of an official agreement among the relevant entities,
including voluntary and community-based ambulance operators and hospitals,
with each having clear functions and responsibilities. Once such an agreement is
established, the TSC and EM S Operations should devel op detailed interndl
protocols and procedures for patient tracking.

We estimate the total cost of enabling EM S to track patients more accurately is
$2 million to $4 million.

41 Egtimate based on one command board per battalion (including cost of software installation and provisioning of
initial wireless connectivity).
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Enhance the system to provide support services
to families and members

FDNY’ s support servicesto families and membersinclude notifying specified
emergency contacts of a Department member who isinjured, killed or missing on
duty, and providing counseling services to affected families and other Department
members. These are important priorities for the Department. Traditionally, the
FDNY support infrastructure was established to function in incidents with few
casualties. This system was sufficient before September 11. The events of that
day created aneed for family and member support services vastly greater than the
capabilities of the existing system. Asaresult, we recommend that the
Department establish aflexible infrastructure and process that enablesit to provide
these services efficiently and reliably should such alarge-scale need ever arise

again.

The foundation of this new system will be a Support Services Committee that will
create and manage the new system. The committee should be a permanent, cross-
functional group. It should be comprised of one senior representative from each of
thefollowing FDNY bureaus and groups. Fire Operations, EM S Operations,
Bureau of Health Services (Counseling), Family Assistance, Personnel, the MAP
Group, and Technology. An appointee of the Commissioner and the Chief of
Department should lead it.

The committee would be responsible for creating and maintaining the necessary
infrastructure, including up-to-date emergency contact namesfor all FDNY
personnel, lists of peer counselors, and information on specialized service
providersthat could be activated by the Department in different scenarios. It
should also ensure that the necessary communications infrastructure is put in place
to carry out support servicesin case of large incidents.

The committee would also define and supervise the process used to provide family
and member support services, including deployment plansfor FDNY personnel
and external personnel resources. It would act as a central point of contact for
internal and external inquiries related to support services and it would mobilize
quickly to manage family and member support services during alarge-scale
incident.

Over the last two months, an internal FDNY taskforce has started to develop
guidelines for the emergency activation of the Support Services Committee,
family notification, external communications (e.g., answering phone calls during
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and immediately after large-scale incidents), peer counseling and family
counseling.

We recommend that the Support Services Committee complete these guidelines
and immediately develop and deploy detailed, well documented procedures. We
believe these procedures could be completed and deployed within four months.
Asit further devel ops the guidelines, the committee should seek input from the
Family Advisory Board and the unions.
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| ntroduction to Recommendations

The recommendationsin this report result from the lessons that emerged from our
detailed examination of the FDNY’ s response on September 11, and from the
many interviews we conducted with Department personnel, and with other
emergency services agencies, expertsin fire operations, the military and
technology vendors. Many of the recommendations represent the joint efforts of
several McKinsey-FDNY task forces involving approximately 50 FDNY

members.

Our examination and analyses indicate that the Fire Department should focus its
efforts to improve preparednessin the following key areas. operations, planning
and management, communications and technology, and family and member
support services.

In operations, the FDNY needsto expand its use of the Incident Command System
(ICS), ablueprint for emergency response widely used around the country. This
will lead to the creation of awell-defined, flexible, and complete command and
control structure for major incidents, with clear and consistent responsibilities and
roles. Inaddition, the FDNY should improve the support it provides incident
commanders so that crucia functions can be effectively performed including
command and control, planning, logistics and inter-agency coordination. And, the
Department must improve its ability to assess the needs of the rest of the city
during magjor incidents and deploy necessary resources to meet those needs. The
Department would also benefit from having specialized teamsthat are highly
trained in managing the response to large and complex incidents. Among other
operational needs, the Department should have aformal, flexible procedure for
recalling off-duty firefighters and for activating mutual aid from agenciesin
surrounding areas. It needsto improve its process for ensuring that firefighting
units stage asrequired. And, it must expand its hazardous materials capabilities.

Planning is another important component of enhancing preparedness. The FDNY
must do more to anticipate its future needs, plan ahead for them, and better

manage the initiatives that will meet these needs. Thisincludes devel oping,
expanding and updating procedures and exchanging operational information with
other agencies. It also involvesimproving the Department’ s ability to assess risks
and threats across the city so it can create specific response plans for key locations
and prioritize training and investments in new resources, including special
operations.

Multiple difficulties involving communications and technology hindered
firefightersand EM S personnel on September 11. These difficulties demonstrated
the FDNY’ s need for an improved process to evaluate, acquire and deploy
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technology and communications equipment and infrastructure. September 11 also
highlighted a number of critical communications and technology needs that must
be addressed immediately. Theseinclude improving radio communications,
improving the Department’ s ability to receive and disseminate critical information
about incidents, and improving the tracking of Department personnel and patients
treated by EMS.

September 11 also showed that the Department needs a broader and more flexible
system for providing support services to members and their families, i.e., notifying
family members when a member of the Fire Department isinjured, missing or
killed, and providing counseling and other servicesto families and affected
Department members.

Thisreport has a series of broad and detailed recommendations to address all of
these needs. However, in order for the recommendations to have any major
impact, the FDNY must make a renewed commitment to |eadership, accountability
and discipline at all levels, in thefield and at headquarters.

We point this out because the FDNY had considered severa of the
recommendations in this report before, but never fully brought them to fruition.
For instance, the Department purchased new UHF radiosin 1999, but was
unsuccessful in an attempt to deploy them in 2001. A few years ago, chief officers
discussed and planned the creation of arobust Fire Department Operations Center
that would provide the infrastructure and communi cations capabilities necessary
for effective citywide command and control and planning. These plans were never
implemented. When unitsfailed to stage properly in the past, the Department did
not follow up systematically so that it could retrain those units, and, if necessary,
sanction them, their officers, and their commanders. On September 11, asthey
took part in aresponse of unprecedented scale and complexity, many Fire units
also did not stage properly. They went directly to the lobbies and immedi ate
surroundingsof WTC 1 and WTC 2.

In an effort to help the Department improve accountability and discipline, we have
included in this report a number of recommendations for enhanced planning and
management processes. Ultimately, however, recommendations and processes
will only go so far. Success will be predicated on managers, civilian and
uniformed, who are committed to bringing about profound change, are capable of
leading all personnel by example and are eager to embrace full accountability for
their own performance. Asthis report was being completed, the FDNY increased
the number of staff chief officersin management positions. This additional
management capacity will help the Department implement these
recommendations.

We have computed the cost of our recommendations to the greatest extent
possible. Thelargest cost would go to ensuring reliable communicationsin
high-rise buildings. It would cost $150 million to $250 million to install repeater
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systemsin al high-risesin the city. (Thisfigure could be substantially reduced if
the FDNY findsit can use an existing citywide infrastructure, such asthe
NYPD’s, to help address the in-building communications problem.) The

remainder of our recommendations would cost $15 million to $25 million, afigure

that could rise because severa of our recommendations require that Department
bureaus and groups change their composition and broaden their skill sets. Many
of these changes will, no doubt, be accomplished with existing personnel.
However, the Department may also need to add personnel, expertise and
additional equipment to fully achieve what isrequired. Such steps could result in
substantial additional costs that are difficult to quantify at thistime. In addition,
our cost estimate does not include the expansion of hazardous materials
capabilities that we are recommending. Since the Department has yet to decide
the specifics of this expansion, it isimpossible to estimate the cost.

These are our recommendations for increasing operational preparedness,
improving planning and management, enhancing communications and technol ogy
capabilities and expanding family and member support services.
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Additiona 1ssuesto be addressed

The recommendations in this report focus on changing internal FDNY procedures,
technology, management processes and organization to better prepare for major
incidents. However, we believe the Department cannot do the critical job of
enhancing preparedness alone.

Totruly improve New Y ork City’ s preparedness, the city or state must establish an
enhanced coordination process that encourages government agenciesto plan and
execute their response to major incidents together.

This coordination would give decision makers a comprehensive view of the
capabilities and responsibilities of all relevant agencies. It would givethem a
common perspective on the types of threats, the level of threats, the potential
consequences, and the ability of responding agencies to mitigate those threats and
their consequences.

The coordination would also offer anumber of specific benefits, including
establishment of compatible incident response procedures, and the deployment of
improved, citywide emergency response plans. It would also help the FDNY
expand its hazmat capabilities and re-evaluate its marine and heavy rescue
capabilities, arecommendation discussed in the Operational Preparedness section
of thisreport.

ESTABLISHMENT OF COMPATIBLE PROCEDURES

An enhanced inter-agency planning process would give agencies a greater ability

to identify, discuss and resolve important tactical issues, establish compatible
procedures, and improve communication. Ideally, all agenciesthat might take part
in the response to emergenciesin the city would participate in and be committed to
this process and itsresults. It will probably take time to create the process given
the potentially large number of agenciesinvolved, including the FDNY, NYPD,

city Office of Emergency Management, the Port Authority of New Y ork and New
Jersey, the FBI, the Federal Emergency Management Agency, the U.S.

Departments of Justice, Defense and Energy, the Environmental Protection
Agency and the Homeland Security Agency.

Itisparticularly crucia and urgent to improve the coordination between the
FDNY and the NYPD. Commissioners Scoppetta and Kelly have taken positive
first stepsto improve the coordination and cooperation between the two
departments. But more needsto be done. For instance, the FDNY, NYPD and
other agencies should seek to:
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9 Create common command and control structures and terminology, and
agree on the roles and responsibilities of each agency for managing the
response to any incident, in accordance with ICS principles.

91 Deploy interoperable communications infrastructures and protocols to
improve response coordination and the exchange of information among
agencies.

1 Improve the flow of vital information among agenciesto ensureit is
clear and unambiguous, appropriately prioritized, and reaches the
appropriate partiesin atimely fashion during incidents and in day-to-day
operations.

1 Plan and execute joint training exercises and eval uate these exercises
together to ensure that agencies can and will cooperate effectively during
incidents, e.g., by operating under a unified command and control
structure.

1 Ensure that agencies exchange information on traffic to minimize
gridlock and facilitate access to incident areas by emergency services
vehicles and personnel.

9 Establish processes to enforce security at incident sites quickly and
efficiently, including a credentialing system adequate for first responders
inincident areas.

DEPLOYMENT OF IMPROVED EMERGENCY RESPONSE PLANS

In addition, an enhanced inter-agency planning process would help agencies
develop and deploy more detailed, consistent and compl ete citywide emergency
response plans for different types of threats and hazards. These plans would:

1 Clearly define the roles and responsibilities of different local, state and
federal agencies, including the level and type of response they would be
expected to deploy under different scenarios.

1 Ensure that an appropriate agency is assigned responsibility for every
important element of the emergency response plan, and ensure that each
agency receives ample resources to meet its responsibilities.

9 Serveasablueprint for joint training exercises.

EXPANSION OF HAZMAT CAPABILITIES

As mentioned earlier in this report, there are anumber of plausible scenarios for
attacks involving radiological, chemical, and biologica agents, and/or multiple,
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simultaneous incidents, either on land or over water. Many of these could require
hazmat and other special operations resources well beyond the FDNY'’ s current
capabilities.

An enhanced inter-agency coordination process would help ensure that the FDNY
and all agencieslikely to beinvolved in hazmat incidents understand each other’s
responsibilities, have the resources necessary to meet those responsibilities and
respond to incidents cohesively and effectively.

* * %

The attack on the World Trade Center has created a new urgency for the
Department to make improvementsin its preparedness. We believe that, if the
recommendations in this report are implemented, they will help protect civilians
and firefighters from injury and loss of life, and will minimize property damage, if
the city ever again hasto face acrisislikeit did on September 11.
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APPENDIX K
FEDERAL EMERGENCY MANAGEMENT
AGENCY INCIDENT COMMAND SYSTEM
FORMS
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ICS Form 201

INCIDENT BRIEFING

1. Incident Name

2. Date Prepared

3. Time Prepared

4. Map Sketch

ICS 201
Page 1 of 4

5. Prepared by (Name and Position)
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6. Summary of Current Actions

ICS 201

Page 2
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7. Current Organization

ICS 201

Page 3
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8. Resources Summary

Resources Ordered

Resource Identification

ETA

On Scene

Location/Assignment

ICS 201 Page 4
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ICS Form 202

INCIDENT OBJECTIVES

1. INCIDENT NAME 2. DATE 3. TIME

4. OPERATIONAL PERIOD (DATE/TIME)

5. GENERAL CONTROL OBJECTIVES FOR THE INCIDENT (INCLUDE ALTERNATIVES)

6. WEATHER FORECAST FOR OPERATIONAL PERIOD

7. GENERAL SAFETY MESSAGE

8. Attachments (M if attached)

O Organization List (ICS 203) O Medical Plan (ICS 206) a Weather Forecast
O Assignment List (ICS 204) O Incident Map O
O Communications Plan (ICS 205) O Traffic Plan O

9. PREPARED BY (PLANNING SECTION CHIEF)

10. APPROVED BY (INCIDENT COMMANDER)
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Organization Assignment List, ICS Form 203

1. INCIDENT NAME 2. DATE PREPARED | 3. TIME PREPARED

ORGANIZATION ASSIGMENT LIST

POSITION NAME 4. OPERATIONAL PERIOD (DATE/TIME)

5. INCIDENT COMMAND AND STAFF

9. OPERATIONS SECTION

INCIDENT COMMANDER

DEPUTY

SAFETY OFFICER

INFORMATION OFFICER

LIAISON OFFICER

6. AGENCY REPRESENTATIVES

AGENCY NAME

7. PLANNING SECTION

CHIEF

DEPUTY

RESOURCES UNIT

SITUATION UNIT

DOCUMENTATION UNIT

DEMOBILIZATION UNIT

TECHNICAL SPECIALISTS

8. LOGISTICS SECTION

CHIEF

DEPUTY

a. SUPPORT BRANCH

DIRECTOR

SUPPLY UNIT

FACILITIES UNIT

CHIEF

DEPUTY

a. BRANCH I- DIVISION/GROUPS
BRANCH DIRECTOR

DEPUTY

DIVISION/GROUP

DIVISION/ GROUP

DIVISION/ GROUP

DIVISION/GROUP

DIVISION /GROUP

b. BRANCH II- DIVISIONS/GROUPS
BRANCH DIRECTOR
DEPUTY

DIVISION/GROUP

DIVISION/GROUP

DIVISION/GROUP

DIVISION/GROUP

c. BRANCH llI- DIVISIONS/GROUPS
BRANCH DIRECTOR
DEPUTY

DIVISION/GROUP

DIVISION/GROUP

DIVISION/GROUP

d. AIR OPERATIONS BRANCH
AIR OPERATIONS BR. DIR.

AIR TACTICAL GROUP SUP.
AIR SUPPORT GROUP SUP.
HELICOPTER COORDINATOR
AIR TANKER/FIXED WING CRD.

GROUND SUPPORT UNIT

10. FINANCE/ADMINISTRATION SECTION

b. SERVICE BRANCH

DIRECTOR

COMMUNICATIONS UNIT

MEDICAL UNIT

FOOD UNIT

CHIEF

DEPUTY

TIME UNIT

PROCUREMENT UNIT
COMPENSATION/CLAIMS UNIT
COST UNIT

PREPARED BY (RESOURCES UNIT)
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Sample Assignment List, ICS Form 204

1. BRANCH

2. DIVISION/GROUP

ASSIGNMENT LIST

3. INCIDENT NAME

4. OPERATIONAL PERIOD

DATE TIME
5. OPERATIONAL PERSONNEL
OPERATIONS CHIEF DIVISION/GROUP SUPERVISOR
BRANCH DIRECTOR AIR TACTICAL GROUP SUPERVISOR
6. RESOURCES ASSIGNED TO THIS PERIOD
DROP
STRIKE TEAM/TASK FORCE/ gggssgﬁs Lgéggb E'TC/*SF}J,\;’E OFF
RESOURCE DESIGNATOR | EMT LEADER : PTTIME
7. CONTROL OPERATIONS
8. SPECIAL INSTRUCTIONS
9. DIVISION/GROUP COMMUNICATIONS SUMMARY
FUNCTION FREQ. | SYSTEM | CHAN. | FUNCTION FREQ. | SYSTEM CHAN.
LOCAL LOCAL
COMMAND SUPPORT
REPEAT REPEAT
DIV./.GROUP GROUND
TACTICAL TO AIR
PREPARED BY (RESOURCE UNIT LEADER) APPROVED BY (PLANNING SECT. CH.) DATE TIME
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Sample Incident Communications Plan, ICS Form 205

0£€l S3IN
98/6 SII 02
(LINN SNOLLYOINOWWNOD) A8 a3uVdIdd 'S
SHIYINIY LININNODISSY ADNANOIAA NOILONNA TENNVHO JHOVOMILSAS
NOLLYZILLN TANNVHO Olavd DISVE ¢
S NV'1d SNOLLVIINNWIWOD OIGVy LNIAIONI
INIL/ALYG QO3 TYNOILVHAdO '€ IN/ELVAE 2 JWYN LN3QIONI '}
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1. INCIDENT NAME

2. DATE PREPARED

3. TIME PREPARED

4. OPERATIONAL PERIOD

MEDICAL
PLAN
5. INCIDENT MEDICAL AID STATIONS
MEDICAL AID STATIONS LOCATION PARAMEDICS
YES NO
6. TRANSPORTATION
A. AMBULANCE SERVICES
NAME ADDRESS PHONE PARAMEDICS
YES NO
B. INCIDENT AMBULANCES
NAME LOCATION PARAMEDICS
YES NO
7. HOSPITALS
NAME ADDRESS TRAVELTIME | [ o HELIPAD BURN CENTER
AR | GRND YES NO YES NO
8. MEDICAL EMERGENCY PROCEDURES
9. PREPARED BY (MEDICAL UNIT LEADER) 10. REVIEWED BY (SAFETY OFFICER)
206 ICS 8-78
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INCIDENT STATUS SUMMARY

FS-5100-11

1. Date/Time 2. Initial [ | 3. Incident Name 4. Incident Number

Update O

Final O
5. Incident Commander | 6. Jurisdiction 7. County 8. Type incident 9. Location 10. Started Date/Time
11. Cause 12. Area Involved 13. % Controlled 14. Expected Containment 15. Est_imated Controlled 16. Deg:lared Controlled
Date/Time Date/Time Date/Time

17. Current Threat 18. Control Problems
19. Est. Loss 20. Est. Savings 21. Injuries Deaths 22. Line Built 23. Line to Build

24. Current Weather
WS Temp
WD RH

25. Predicted Weather
WS Temp
WD RH

26. Cost to Date

27. Est. Total Cost

28. Agencies

29. Resources

Totals

Kind of Resource

ST | SR| ST | SR | ST | R

ST

SR | ST

ENGINES

DOZERS

CREWS Number of Crews:
Number of Crew Personnel:

HELICOPTERS

AIR TANKERS

TRUCK COS.

RESCUE/MED.

WATER TENDERS

OVERHEAD PERSONNEL

TOTAL PERSONNEL

30. Cooperating Agencies

31. Remarks

32. Prepared by

33. Approved by

34. Sent to:
Date

Time By
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DESIGNATOR
NAME/ ID. NO.
STATUS |
[[JASSIGNED [CJAVAILABLE [Jors REST
[Jo/s MECHANICAL [CJo/s MANNING
ETR (O/S= Out of Service)

FROM | LOCATION TO

DIVISION/GROUP

STAGING AREA

BASE/ICP

CAMP

ENROUTE ETA

HOME AGENCY
MESSAGES

RESTAT

TIME PROCESS[]
ICS STATUS CHANGE CARD
FORM
210  6/83 NFES 1334
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ICS Form 211
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ICS 213

GENERAL MESSAGE

TO: POSITION:

FROM: POSITION:

SUBJECT: DATE: TIME:
MESSAGE:

SIGNATURE: POSITION:

REPLY:

DATE: TIME: SIGNATURE/POSITION:
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UNIT LOG

1. Incident Name

2. Date Prepared

3. Time Prepared

4. Unit Name/Designators

5. Unit Leader (Name and Position)

6. Operational Period

7. Personnel Roster Assigned
Name ICS Position Home Base
8. Activity Log
Time Major Events

9. Prepared by (Name and Position)
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ICS 215
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Incident Action Plan Safety and Risk Analysis Form, ICS 215A
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3. OPERATIONAL PERIOD (DATE/TIME)

TOTAL

&, %

/Vga

‘i

BY REQ.

%

2. DATE

1. INCIDENT NAME

RADIO FREQUENCY ASSIGNMENT WORKSHEET
S

4. INCIDENT ORGANIZATION

3. RADIO DATA

CH#|FREQUENCY]

SOURCE| FUNCTION |CH#| FREQUENCY

1D.

6 <O WZ0 >

6. TOTAL RADIOS REQUIRED

NFES 1340

7. PREPARED BY (NAME/POSITION)

217 ICS (1/99)
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Green Card Stock (Crew)

AGENGY 5T KIND | TYPE 1.D. NO.

|
|
|

ORDERREQUEST NO. DATETIME GHEGK IN

HOME BASE

DEPARTURE POINT

LEADER NAME

GREW ID NONAME (FOR STRIKE TEAMS)

NO. PERSONNEL MANIFEST WEIGHT

] ves Ono
METHOD OF TRAVEL
[ own Oeus 1 ar

OTHER

DESTINATION POINT ETA

TRANSPORTATION NEEDS

[Jown [deus O ar

OTHER

ORDERED DATETTIME GONFIRMED DATETIME

REMARKS

IG5 219-2 (Rev. 4/82) CREW NFES 1344

AGENGY TF| KIND | TYPE 1.0. NO.NAME
|
I
|
|
INGIDENT LOGATION TIME
STATUS
[ AsSIGNED osresT [Jos PERS.
] avalLABLE o mecH e
NOTE
INGIDENT LOGATION TIME
STATUS
[] AsSIGNED [Jos resT [Joss PeRs.
[ AvaiLABLE o MeCH Cemr
NOTE
INGIDENT LOGATION TIME
STATUS
[] ASSIGNED OosresT [Joss PeERS.
1 AvaiLABLE Cos MeCH Cemr
NOTE
INGIDENT LOGATION TIME
STATUS
[ AsSIGNED Qo rEsT JosPeERS.
[ avaiLaBLE o MecH e
NOTE
U8, GPO: 1990-794-001
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Blue Card Stock (Helicopter)

AGENGY sT KIND |  TYPE 1.0, NO. AGENGY TYPE | MANUFAGTURER 1.D. NO.
|
I
|
ORDERREQUEST NO. DATETIME CHECK IN
INGIDENT LOGATION TIME
HOME BASE
STATUS
[ AssIGNED [ osREST [ osPERS.
018 MEG
DEPARTURE POINT L avaisece 0 oss mecn U em
NOTE
PILOT NAME
INGIDENT LOGATION TIME
DESTINATION POINT ETA
STATUS
[] ASSIGNED [ osREST [ omsPeRs.
REMARKS [ avaiaBLE [ osmecH [ em
NOTE
INGIDENT LOGATION
INGIDENT LOGATION TIME
STATUS
[] ASSIGNED [1 osREST [ omsPeRs.
STATUS
L avaiLapLe L osMEGH O emw [] AssiGNED [] osREST [] osPERs.
NOTE [ avaiLaBLe O ors MeCH O em
NOTE
INCIDENT LOCATION TIME
INGIDENT LOGATION TIME
STATUS
[] ASSIGNED [1 osREST [ omsPeRs. STATUS
[ AsSIGNED [ osREST [ osPeERS.
[ avaiasLe O osmeCH O em
NoTE [ avaiLaBLE 1 osMECH [ em
NOTE
1CS 219-4 (Rev. 4/82) HELIGOPTER NFES 1346 U8, GPO: 1988-594-771 NFES 1346
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Orange Card Stock (Aircraft)

AGENCY

TYPE MANUFAGCTURER

1.D. NO.

ORDER/REQUEST NO.

DATETIME CHEGK IN

HOME BASE

DATE TIME RELEASED

INGIDENT LOGATION TIME
STATUS
[] ASSIGNED [] ossREST [J oss PERS.
[ avalLABLE [ o MECH et
NOTE
INGIDENT LOGATION TIME
STATUS
[] AssIGNED ] ossresT [J oss PERS.
1 AvaiLABLE [ os MEGH Oemr
NOTE
INGIDENT LOGATION TIME
STATUS
[] ASSIGNED JosRresT [Jos PERS.
[ avalLABLE [ os MEGH Cemr
NOTE

1GS 219-6 (4/82) AIRCGRAFT

AGENGY TYPE MANUFAGTURER 1.0. NO.
NAMENO.
INGIDENT LOGATION TIME
STATUS
[] AsSIGNED [ osREST [Joss PERS.
1 avaiLABLE [ os MECH Cetr
NOTE
INGIDENT LOGATION TIME
STATUS
[ AssIGNED [ osREST [ oss PERs.
[ avaiLaBLE [ os MECH Oemr
NOTE
INGIDENT LOGATION TIME
STATUS
[] AsSIGNED [ ossREST [Jos PERS.
] avalLABLE [ os MECGH COemr
NOTE
INGIDENT LOGATION TIME
STATUS
[] AsSIGNED [ ossREST [Jos PERS.
1 avaiLABLE [ o MEGH Oem
NOTE
U8, GPO: 695-162-1986 NFES 1348
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Yellow Card Stock (Dozers)

AGENGY ST TF | KND | TYPE 1.D. NO.
|
I
|
ORDERREQUEST NO. DATE/TIME GHECK IN
HOME BASE
DEPARTURE POINT
LEADER NAME
RESOURGE ID. NO.S/NAMES
DESTINATION POINT ETA
REMARKS
INGIDENT LOGATION TIME
STATUS
[JosREST [Jos PERS.
[ avaiLABLE o MecH Oemr
NOTE
1G5 219-7 (Rev. 4/82) DOZERS NFES 1349

AGENGY sT  TF | KIND | TYPE 1.0, NO.
|
I
|
|
INGIDENT LOGATION TIME
STATUS
[] ASSIGNED [Jos resT [Jors PERS.
[ avaiAeLE Tos MecH (et
NOTE
INGIDENT LOGATION TIME
STATUS
[] AssiGNED JosresT [Jors PeERS.
[ avaiLaeLe os mecH Cerr
NOTE
INGIDENT LOGATION TIME
STATUS
[ assiGNED osresT [Jos PERS.
[ avawseLe [os mech e
NOTE
INGIDENT LOGATION TIME
STATUS
[] AssIGNED [Josrest [Joss PERs.
[ AvalLABLE os MecH Cemr
NOTE
*U.S. GPO: 1990-794-006
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DEMOBILIZATION CHECKOUT

ICS-221

1. INCIDENT NAME/NUMBER

2. DATETIME

3. DEMOB NO.

4. UNIT/PERSONNEL RELEASED

5. TRANSPORTATION TYPE/NO.

6. ACTUAL RELEASE DATE/TIME

7. MANIFEST YES NO

NUMBER

8. DESTINATION

9. AREA/AGENCY/REGION NOTIFIED

LOGISTICS SECTION

[] SUPPLY UNIT

NAME
DATE
10. UNIT LEADER RESPONSIBLE FOR COLLECTING PERFORMANCE RATING
11. UNIT/PERSONNEL YOU AND YOUR RESOURCES HAVE BEEN RELEASED SUBJECT TO SIGNOFF FROM THE FOLLOWING:

(DEMOB. UNIT LEADER CHECK\/ APPROPRIATE BOX)

] COMMUNICATIONS UNIT

[] FACILITIES UNIT

[[] GROUND SUPPORT UNIT LEADER

PLANNING SECTION

[[] DOCUMENTATION UNIT

FINANCE/ADMINISTRATION SECTION

] TIME UNIT

OTHER

O

O

12. REMARKS

221 ICS 1/83

NFES 1353

INSTRUCTIONS ON BACK
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January 1, 1983

INSTRUCTIONS FOR COMPLETING THE DEMOBILIZATION CHECKOUT

(ICS FORM 221)

ICS-221

Prior to actual demobilization, Planning Section (Demobilization Unit) should check with the Command Staff
(Liaison Officer) to determine any agency specific needs related to demobilization and release. If any, add to
line Number 11.

ltem
Number ltem Title Instructions
1. Incident Name/No. Print Name and/or Number of incident.
2. Date/Time Enter Date and Time prepared.
3. Demob No. Enter Agency Request Number, Order Number, or
Agency Demobilization Number if applicable.
4. Unit/Personnel Enter appropriate vehicle or Strike Team/Task Force
Released |.D. Number(s) and Leader's name or individual over-
head or staff personnel being released.
5. Transportation Method and vehicle |1.D. Number for transportation back
Type/No. to home unit. Enter N/A if own transportation is
provided.  *Additional specific details should be included
in Remarks, block #12.
6. Actual Release To be completed at conclusion of demobilization at time of
Date/time actual release from incident. Would normally be last
item of form to be completed.
7. Manifest Mark appropriate box. If yes, enter manifest number.
Some agencies require a manifest for air travel.
8. Destination Location to which Unit or personnel have been released,
i.e., Area, Region, Home base, Airport, Mobilization
Center, etc.
9. Area/Agency/ Identify Area, Agency, or Region notified and enter date
Region Notified & time of notification.
10. Unit Leader Self-explanatory. Note, not all agencies require these
Responsible for ratings.
Collecting
Performance Ratings
11. Unit/Personnel Demobilization Unit Leader will identify with a check in the box
to the left of those units requiring check-out. Identified
Unit Leaders are to initial to the right to indicate release.
Blank boxes are provided for any additional check (unit
requirements as needed), i.e., Safety Officer, Agency
Representative, etc.
12. Remarks Any additional information pertaining to demobilization or

*GPO 1985-0-593-005/14032

release.
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INSTRUCTIONS: The immediate supervisor will prepare this form for a subordinate
person. Rating will be reviewed with the individual who will sign and date the form.
INDIVIDUAL PERFORMANCE RATING The completed rating will be given to the Planning Section Chief before the rater
leaves the incident.
1. NAME 2. INCIDENT NAME AND NUMBER START DATE OF INCIDENT
3. HOME UNIT ADDRESS 4, INCIDENT AGENCY AND ADDRESS
\,
|
5. POSITION HELD ON INCIDENT | 6. TRAINEE POSITION 7. INCIDENT COMPLEXITY 8. DATE OF ASSIGNMENT
[] ves [] no O Ov COw FROM: TO:
PERFORMANCE LEVEL
9. List the main duties from the Position Checklist, on which the = ey o 5 -
position will be rated. >§ 3 H 2 3
5 | § : T
Enter X under the appropriate column indicating the individuals level 5 f § £ S ] §
of performance for each duty listed. = e _g 4 33
55§ > 3 5
z [
EXPLAIN IN REMARKS
10. REMARKS
11. THIS RATING HAS BEEN DISCUSSED WITH ME (Signature of individual being rated.) 12. DATE
13. RATED BY (Signature) 14. HOME UNIT 15. POSITION HELD ON THIS INCIDENT [ 16, DATE

NFES 2074 TCS FORM 226 (6/89)

*U.S, GPO: 1991-594-696/40141
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