D.T.E. 02-08
Sprint’s Analysis of Additional Collocation Security Incidents at VerizonMA Central

Offices
| | DATE | L ocation | | ssue |

1 2/17/00 L exington CLEC replaced fuse on VZ's BDFB

2 3/07/00 Boston/Belvedere CLEC propping CO doors open to give access
to others

3 3/10/00 Brockton CLEC OC48 cards missing from cage

4 3/16/00 Taunton CLEC propping CO doors open to give access
to others

5 | 4/13/00 Lexington CLEC replaced fuse on VZ's BDFB

6 | 4/18/00 Malden CLEC ran incorrect cables on VZ’'s rack

7 5/08/00 Burlington CLEC left 56K modem plugged into AC outlet

8 5/15/00 Burlington CLEC had equip. plugged into AC outlet
across CO floor

9 5/23/00 Newton CLEC has modem plugged into AC outlet

10 | 6/22/00 Worcester CLEC’sin CO without ID

11 | 8/02/00 Lawrence Another CLEC using this CLEC' s phone lines

12 | 8/04/00 Malden Another CLEC using this CLEC’ s phone lines

13 | 8/07/00 Malden Strike Incident

14 | 8/15/00 Marlboro CLEC found lock to their cage lying on floor

15 | 8/29/00 Fal River CLEC drilling disturbs business offices below
them

16 | 11/06/00 Revere CLEC advises equip. stolen from locked
cabinet

17 | 3/10/00 Brockton OCA48 Cards stolen from CLEC cage.

18 | 8/07/00 Worcester Strike Incident

19 | 8/07/00 Boston/ Harrison Strike Incident

Ave.

20 | 8/09/00 Malden Strike Incident

21 | 8/09/00 Quincy CLEC s multiple cards unseated in equipment
bays.

22 | 9/24/00 Framingham CLEC's PC stolen from locked cage.

23 | 11/06/00 Revere Theft of CLEC equipment

24 | 11/03/00 Revere Theft of CLEC equipment

25 | 11/07/00 New Bedford Cut of an inactive cable in an unoccupied
collo. cage.




D.T.E. 02-8
Sprint’s Analysis of Additional Collocation Security Incidents at VerizonMA Central
Offices
Type of Incident Quantity of Additional % of
Occurrences Noted at Tab 2 2000 Occurrences
of Fox Rebuttal Testimony  Security

Events

Break Ins/Theft/Violations and 17 12 44%
service interruptions to CLEC
CLECs wandering/rummaging 3 2 7%
No ID/Entry Problems/CO Door 7 3 15%
Open
Messy Collo Area 2 0 3%
Cell Phone Use 1 0 2%
CLEC working on/with VZ 5 0 7%
equipment
Collo door open/not locked 2 0 3%
CLEC caused service outage 1 0 2%
CLEC not meeting VZ installation 1 5 9%
specifications
CLEC in other CLEC's space or 3 2 8%
equipment use.

Total 42 24 100%




