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Massachusetts Department of Transportation
Aeronautics Division

Drone Pilot Program (DPP) ‘1 massDOT

& Facilitate the utilization of drones across MassDOT and the MBTA in
support of agency missions and in a manner that is safe, cost-effective,
and secure

& Transportation applications include construction site imagery, asset
management, inspections, and incident response

& Build a strong policy-driven foundation, and execute an operationally
focused effort to build practical capabilities, gain field experience,
address challenges, while also using experiential learning to improve
and solidify the policy foundation

<_5 Task Times 4 Quality of Data



Drone Support Across MassDOT & MBTA ‘_‘ ﬂfnaSSDOT
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Drone Pilot Program Timeline

massDOT
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Commonwealth UAS Integration qu;s;;mgor
Program (CUIP)

Aeronautics Division

& Create a world-class ecosystem within the
Commonwealth to:

& Support technical, commercial, and economic development in
unmanned and autonomous air vehicle systems

& Create a safe, secure, and adaptable framework(s) for integrating
unmanned and autonomous air vehicle systems in MA, and

pbeyond

& Support the development of solutions to address misuse of UAS
technologies
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2018 Commonwealth Counter-UAS Summit
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ODbjectives
& Convene Commonwealth agencies with stakeholders
from government, industry, and academia

& Share the most current information on Counter-UAS risks,
needs and solutions

& Consider the coordination and leveraging of best
practices, efforts, and resources

& Discuss the optimum way forward

& Network with stakeholders



Recent Disruptions

Drones close London airport

= |

Tens of thonsands of Christmas-season ravelers were gronmded at London's busy Garwick Airport
Thursday. Drones, operated by nnknown people, repeatedly buzzed the runway, prompting
anthorities to delay takeoffs for safery reasons.

Katz, G., Associated Press

husetts Department of Transportation
Aeronautics Division

EmassDOT

Venezuela, Maduro, Aug 4, 2018
Gatwick Dec 19-21, 2018

& The Costs
Heathrow —Jan 8, 2019
Newark — Jan 22, 2019
Others



massDOT
Technologies to Address CUAS Challenges! Em

Probably Legal (Passive) Currently Prohibited 2 Currently Prohibited 2
& Detectors: & Defenders: & Destroyers:
& Radar & Jammers & Lasers
# Radio wave receivers & Spoofers (for GPS & Electromagnetic Pulse
# Audio sensors to “hear” signals) # High Energy
# Optical sensors to see & Hackers Microwave

& Sonic # Guns
& Snaggers (Nets)

L

Note 1: https://jrupprechtlaw.com/drone-jammer-gun-defender-legal-problems
Note 2: Some federal agencies may be permitted under certain circumstances



MassDOT Aeronautics Emc?n_s:;ml?OT
Counter-UAS Roles

Aeronautics Division
N o [
MassDOT Aeronautics Engagement “.( '

Protect critical transportation

with Drones Since 2015 Sas lnfraStrUCture

Practical lead — Sharing best
practices with all state
agencies

Statutory authority to ensure
safety of the state aviation
system

Legal Lead — MassDOT
Administrator Jeff DeCarlo Aeronautics Counsel
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Summary
& Convene Commonwealth agencies with stakeholders
from government, industry, and academia

& Share the most current information on Counter-UAS risks,
needs and solutions

& Consider the coordination and leveraging of best
practices, efforts, and resources

& Discuss the optimum way forward

& Network with stakeholders



“ massDOT

Thank youl!



Counter-UAS (CUAS) Summit qug;mQOT
Nov 9, 2018

Aeronautics Division

Introduction............ccccovecennninccccnns EOPSS-Homeland Security

Objectives & Coordination................... MassDOT Aeronautics
Challenges...........ccccooeeiirnnnirsss Massachusetts State Police (MSP)

CUAS Continuum...........ccccovverernrenenenes DHS National Urban Security & Technology Lab
Countering Malicious Drones............. Federal Bureau of Investigation (FBI)

Industry Perspective..............ccccccce..... Raytheon

Case Study ..o MSP

SOIULIONS.........couiiiecce e Industry & Academia Presentations



massDOT

Massachusetts Department of Transportation
Aeronautics Division

Counter-UAS: The Challenge

shuterstock rom - 11 #ER15911




Attendees at this Summit: 'Vmc?SSDO 4
79 Leaders from 45 Orgs

Aeronautics Division

# Org Agencies & Organizations
Gov't-Fed 8  DHS, FAA, FBI, JBCC, MITRE, USAF, USCG, Volpe
Gov't-State 22  State Agencies & Quasi’s
Gov't-Local 2 Boston, Foxborough
Industry 11 Large & Small

Academia 2 UMass, MIT Lincoln Labs



. ¢/ 11assDOT
Intro — EOPSS Homeland Security ‘A vt Bt

— R

Undersecretary Patrick McMurray (EOPSS-HLS)
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MSP: CUAS Challenges

Sgt. Mike George presented:

& The Clueless, the Careless, &
the Criminal

& Enforcement

& Chief Aeronautics Counsel
to coordinate with FAA &

BREAKING | Close call between a drone and o ’-\Z‘ Aug 16, 2017 ; i
NEWS| 3 helicopter at Lawrence Municipal Alrport MEII boston MSP to prOVlde effectlve
legal tools
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CUAS: An Industry Perspective ‘7 massDOT

: _ Raytheon
& Systems Integration — Dr. Waseem Naqvi v

Counter UAS Mission Sets

Differing mission sets have different attributes




NUSTL —National Urban Security EmaSSDOT

Technology Laboratory (DHS S&T) ) Homeland

& CUAS Continuum - Bhargav Patel I ‘

m e “

NATIONAL URBAN SECURITY
TECHNOLOGY LABORATORY
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FBI: UAV, UAS & Drones ‘7 ma_s'sDOT

FBI FEDERAL BUREAU
OF INVESTIGATION

& Current Threat Trends and CUAS Near Future —
Special Agent Joshua Canter

& Hacking
&/ Jamming
& Title 18 — FAA Reauthorization Act of 2018 (10/2018)

& Provided some relief

& Awaiting further guidance from AG on future CUAS
mission capabilities

& Continued R&D into more advanced detection and
mitigation solutions
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