DPH IT SERVICES
FY 2021 CHANGE REQUEST

The Massachusetts Department of Public Health
And
Color Health, Inc. (f/lk/a Color Genomics, Inc.)
For
Vaccine Distribution Technology Services

Contract ID: INTF5216U11W21135048

This Change Request is entered into between the Department of Public Health of the Executive
Office of Health and Human Services and Color Health, Inc (f/k/a Color Genomics, Inc.) relating
to the existing Scope of Work for the Vaccine Distribution Technology Services (VDT)

Except as expressly set forth herein, the terms and conditions of the Restated SOW are
unchanged and remain in full force and effect.

1. Additional Tasks

As of the Effective Date, the additional task is added: Waiting Room” Traffic-Control Service for the

waiting room functionality provided through third-party vendor to manage site traffic control,
performance, and stability.

2. Additional Cost:

$40,823.88 is added for subcontracted services with Queue-it

Department of Public Health Color Health, Inc.
Yy
|| — w1 W
Coetia CHW—
Ceci Dunn, Deputy Director, BIDLS Caroline Savello, Chief Commercial Office
2/25/21 02 / 24 / 2021
Date Date
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ueue-it ApS
Klausdalsbrovej 601 - 2750 Ballerup - Denmark
Corp.reg. / VAT-no.: DK 33052901 - +45 77 34 08 02
info@queue-it.com - https://queue-it.com

Color Health, Inc. (f/k/a Color
Genomics, Inc.)

Attn: Accounts Payable

831 Mitten Road, Suite 100

Burlingame CA 94010
United States

All services performed outside United States
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FORMAL QUOTE

Queue-it PRO Subscription
It has been agreed that:

NO. wivvviiniiiiin 7198

..t 02/24-2021 (mm/dd-yyyy)
.1 30 days from date

valid ..o.oovevnans .
- That the price is fixed; hence no extra fee for queue/SafetyNet Client no. ........ i 2466
numbers Page ....covviiinns . 1lof1
- includes needful implementation assistance and dedicated support o ref. . Eddie Kessler
during the events Our ref. et Tim Mayer
No. Text Quantity Unit Discount Price per unit Price
QVQSP Virtual Queue Subscription PRO 6 Month(s) 2,798.83 16,792.98
QKUP Server-side / CDN workers 6 Month(s) 208.83 1,252.98
connectors
QSNP SafetyNet PRO 6 Month(s) 1,165.50 6,993.00
QCLP Custom Layout PRO 6 Month(s) 1,025.50 6,153.00
QPRP Premium Reporting PRO 6 Month(s) 208.83 1,252.98
QIABP IP Address Bypass PRO 6 Month(s) 208.83 1,252.98
QAP API PRO 6 Month(s) 208.83 1,252.98
QUMP User Management PRO 6 Month(s) 100.0 208.83 0.00
QNLP Notifications & Logs PRO 6 Month(s) 100.0 208.83 0.00
QWLP White Label PRO 6 Month(s) 978.83 5,872.98
(Amount, VAT exempt:40,823.88 - Amount , subj. to VAT: 0.00) Sub total : 40,823.88
0.00% VAT : 0.00
Special subscription period runs from 02/25-2021 to 08/31- °
2021(mm/dd-yyyy). Total USD : 40,823.88

No auto renewal.

Payment terms: Net 30 days.

Group company and payment information
Checks: Queue-it, Inc. - 400 South 4th Street, Suite 401M-461 - Minneapolis, MN 55415 - USA
Bank: Silicon Valley Bank - 3003 Tasman Dr. - Santa Clara - CA 95054 - USA

Credit Account Number: 3301605129 - ABA / Wire Routing Number: 121140399 - SWIFT Code: SVBKUS6S
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Levels

A Queue-it subscription is based on one of three levels, all

with a set of prices and restrictions. Selected Queue-it Standard Pro ] Enterprise
features are priced according to the selected level.

Prices
Version 8 (2021-01-01) US Dollars ($) Exclusive of VAT and any other applicable taxes
Level and features Standard Pro Enterprise Rateis
Virtual Queue Subscription 779.00 2,399.00 Contact Sales Monthly
- JavaScript / client-side connector 99.00 129.00 Monthly
- Server-side / CDN workers connectors 145.00 179.00 Monthly
- Native app connectors (iOS / Android) - 179.00 Monthly
SafetyNet 515.00 999.00 Monthly
Custom Layout 479.00 879.00 Monthly
Premium Reporting 145.00 179.00 Monthly
E-mail 299.00 349.00 Monthly
IP Address Bypass 145.00 179.00 Monthly
Abuse and Fraud Protection 479.00 879.00 Monthly
API 145.00 179.00 Monthly
User Management - 179.00 Monthly
Notifications & Logs - 179.00 Monthly
White Label - 839.00 Monthly
Load Test - 479.00 Monthly
Restrictions (see page 3) Standard Pro Enterprise Unit
Max. Queue Numbers 15,000 100,000 Contact Sales  Units
Max. SafetyNet Numbers 1,000,000 5,000,000 Units
Max. Outflow Speed 300 1,500 Per minute
Max. Number of Simultaneous Queues 1 2 Queues
Custom SSL/HTTPS certificate n/a 1 Units
Support Service Level, Mon-Fri 0-24 GMT <4 <2 Hours reaction
Inflow Service Level 5,000 15,000 Per minute
Other fees Standard Pro Enterprise Unit
Additional Queue Numbers 0.59 0.06 Contact Sales  Unit
Additional SafetyNet Numbers 0.0120 0.0006 Unit
24h Tech Support 999.00 999.00 Daily
Consulting 235.00 235.00 Hourly

Queue-it pricing 2021-01v8 en-US USD.xlIsx Page 1 of 4
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Frequency
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Monthly agreement with
annual prepayment

Choose this plan when you will have many events during the year or want to run a
safetynet 24/7.

Monthly agreement with
quarterly payments

Choose this plan when you will have many events during the year or want to run a
safetynet 24/7.

Payment is quarterly (first invoice will cover current plus next quarter).

A 10 % fee is added for quarterly payments.

Light subscription

A light subscription contains three scheduled events (see scheduled events) that must
be used within 12 months

The price for the light is calculated by multiplying the monthly rate by a factor 4x
There is a two-year initial commitment that will be covered with the first invoice.

If only one year will be committed, a fee or increased factor 6x will be applied to the
price instead of a factor 4x.

Scheduled event

Features

Scheduled Events are a onetime usage and priced as 2 times the monthly subscription
and feature(s) fee.

Maximum event duration is 7 calendar days (168 hours).

Can only be purchased one time per year!

SafetyNet

Constantly monitors your website, auto-queueing excess users when site capacity
threshold is exceeded. Users within site capacity limits do not see queue numbers. The
SafetyNet feature can be implemented as a small JavaScript on your site (like e.g.
Google Analytics).

Queue numbers apply when “always"” is displayed to end-users as configured for the
event in GO Queue-it Platform, SafetyNet numbers apply when “only above” is selected
in GO Queue-it self-service. The initial setting (always/only above) determines
transaction fee level (“Additional SafetyNet numbers” / “Additional Queue numbers").

Custom Layout

Enables customization of the end-user interface, including the use of our language
selector. The language selector allows your end-users to select their preferred display
language when they access your queue page. The Queue-it logo and link, and “What is
this” link, shall not be removed or changed.

Premium Reporting

Provides access to graphs and exportable data for the entire lifetime of your account.
Graphs can be customized, based upon relevant preset parameters and exported to
files (.csv, .png, .xIs).

E-mail Notifies end-users by e-mail when it is their turn. When the E-mail feature is selected,
end-users can enter their e-mail addresses and Queue-it will send an e-mail with a link
to their place in line. This link can be used from any computer.

Connectors Identifies users returned to your website or native app as coming from Queue-it. With

Queue-it pricing 2021-01v8 en-US USD.xlIsx

Connectors, the user's unique queue ID, place in queue, timestamp and hash value is
passed on to your site or app. The unique queue ID can be used to fetch queue
information via the Queue-it API - for instance, when the user entered the queue, when
the user was redirected, how many times the queue number has been used, and if the
user was SafetyNet redirected. Connectorss support a range of programming languages
and have support for native mobile apps (iOS and Android).

Page 2 of 4
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Abuse and Fraud
Protection
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Prevents the gaming of queues via the use of bots and scripts. Abuse and Fraud
Protection is a set of features including an advanced CAPTCHA functionality and a set of
API functions that can be leveraged to make it difficult for bots and scripts to impact
your Queue-it events.

User Management

Manages new and existing user accounts used allowed on the management for your
customer profileto administer and access your organization's Queue-it account. This
means you can now create unique logins for your employees, each with different
accessibility rights through the assigned role on their account.

Notifications & Logs

Notifies designated user groups by e-mail of any event or account changes made on the
GO Queue-it platform or queue runtime system, e.g. for when an event is updated.
Notifications are arranged in notification groups which can easily be applied to different
events. The log feature creates a backlog of all user access and changes to your GO
Queue-it platform, including account and events.

IP Address Bypass

Allows users from specific IP addresses to bypass the queue. This feature is relevant if
you e.g. have a call center, your a support team, or external partners that who should
be allowed to access your website during a queue situation event- without having to
wait in line.

White Label

Allows you to remove Queue-it logo, set the queue page title and favicon, and/or modify
the “your turn” sound. It is possible to use another fully qualified domain name (FQDN)
than the default (Example: like http://ticketania.queueit.net) to align the end-user
experience to the company’s brand (Example.: http://queue.ticketania.com). This is
done by creating a DNS CNAME record in the company’s DNS. The https (ssl/433) option
is not directly supported, when using CNAME. A special agreement can be made with
Queue-it for uploading a custom SSL/HTTPS certificate.

API

The Queue-it AP| offers programmatic access to configuring and controlling the queue.

Load Test

Restrictions

The Load Test feature allows you to move a queue or the entire account into a sandbox
environment where the normal scripting protection filters are removed so your load
scripts can run un-interrupted. The sandbox environment is running on a isolated set of
servers, so you don't accidental crashes your own account. Load tests are booked via a
self service tool in GO Queue-it.

Max. Queue Numbers

The maximum included visible queue-numbers displayed per month or event.
Displayed queue numbers exceeding the maximum will be charged on a transaction fee
basis; reference “Additional queue numbers” for the selected level.

Max. SafetyNet Numbers

The maximum included non-visible queue-redirects per month or event (see
description of SafetyNet in the feature section). Issued SafetyNet numbers exceeding
the maximum will be charged on a transaction fee basis; reference “Additional
SafetyNet numbers” for the selected level.

Max. Outflow Speed

Maximum redirect speed in users per minute per month or event, based on the
selected level as configured in GO Queue-it self-service.

Max. Number of
Simultaneous Queues

Queue-it pricing 2021-01v8 en-US USD.xlIsx

Maximum number of active simultaneous queues in a given timeframe. A queue is
active from the configured queue start time to the queue end time as determined in GO
Queue-it self-service.

Page 3 of4



Pricing | OU=EUE=EIT

Support Service Level, Queue-it support response time in hours measured from the time Queue-it support is

Mon-Fri 0-24 GMT contacted by e-mail, Zendesk ticket (initiated from GO Queue-it self-service), or
telephone.

Inflow Service Level Maximum number of users allowed to be redirected to Queue-it per minute within any

60 second period. The inflow is mostly dependent on end-user behavior; hence, not
100% under the customer’s control. If a customer expects that the inflow in a given
future timeframe will exceed the maximum inflow level, Queue-it support must be
contacted by e-mail, Zendesk ticket (initiated from GO Queue-it self-service), or phone.

Customer signature

By signing this Order Confirmation, | accept the order based on Queue-it's standard terms and conditions, which
are found on https://queue-it.com/terms.

Customer signature

hal0n o

By:
Signature (Authorized Representative Only)

Name: Edward Kessler
Title: VP Engineering
Date: February, 24, 2021

Queue-it pricing 2021-01v8 en-US USD.xlIsx Page 4 of 4
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COMMONWEALTH OF MASSACHUSETTS ~ STANDARD CONT RACTLOW

the Execuitve Offkcs for Admunsiration and Finance (ANF).
published by the Office of the Comptroller (CTR), ve cr (A o o
alth Depar when form is not prescribed by regulatl policy. e

for oll C
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Services or the Commonwealth IT Terms and Conditlons, which are ‘m&mmm, Forms are also :oswd 51 OSD Forms: hitps./

This form Is jolntly issued and

Contractors are required to access published forms al CTR Forms:
www.nassgov/llsts/osdeformy. - ———
CONTRACTOR LEGAL NAME: COLOR GENOMICS INC COMMONWEALTH DEPARTMENT NAME: Department Heath
MMARS Deparimant Code: DPH
Legsl Address: (W8, W): Business Malling Addryss:
831 MITTEN RD STE 100 BURLINGAME, CA 94010-1300 305 South Street, Jamaica Plain. MA 02130
Contract Manager: Caroling Savello Phone: 650-524-5012 | Rilling Address (H differemt):
: 617-983-6225
E-Mall; caroline® color.com i Contract Manager: Eva Beurs Phone: 61
Coatractor Vendor Gode: VC00D1194695 E-Mall: Eva Beurs® mass.gov Fax
L!&Mﬂﬂn&g& {e.g. "ADOOT"): ADOO1 . MMARS Doc I0fs); INTF5216U11W21135048
(Note: The Address Id Must be et up for EFT payments.) RER/Procurement or Other [D Nurmber: W21135 Emargency
{¢] New contRACT CONTRACT AMENDMENT .
20
PROCUREMENT OR EXCEPTION TYPE: (Check one option only) Em, ,"mfm‘:‘zc;:::m E’:’Dm .'&‘ﬂ k:s —_ . {or “no change”)

3 Statewide Contract (OSD or an OSD-designated Depantment Amendmest changes.)
T Collective Purchase (Attsch OSD approvnglf:copt. budget) ) AMENDMENT TYPE: (Check ane option only. Attach detalls of -t
11 Department Procurement (includes all grants 815 CMR 2,00) (Solichation [1 Amendment lo Scope or Budget (Attach updated scape and budge budget)
" Notice or RFR, and Response or other proc supporting doc fon) 114 Interim Contract (Attach justification for Iaterim Contract and updated scope/budg
0 Conta Soplrs(Arch S S o g | Co B by upbcosope o i) L
T Other Procurement Exception: (Attach suthorizing language, Jegisation with |3 Other Procurement Exception (Attach suthortzing lan pes )
specific exemption or earmark, and excepiion justification, scope and budget) scope and budget)

N ¢ f G
© Standard Contract Form Instructions, Contractor Centifications end the following Commonwealth Terms and Conditions d 1 porsted by Into this
"“d"‘l“‘niuﬂdll‘:(MOlehnf‘ Jth Terws end Cand Oc lth Terran and Condl Foe Human sad Saciat Service lhITT-'-nl‘m
willbe
COMPENSATION; (Check ONE aption): The Department certifies that payments for authorized performance accepied in accordance with the tenms of this Contract
pported in the state accountt ,sy‘s,?unby;umawup, priations or other non-appropriated funds, subject to Intercept for Commonwealth owed debts under 815 CMR 9.00.
{#) Rate Contract (No Maximum Obt gation, Attach detatls of all rates, units, caleclations, conditions or terms and any changes If rates or terms are betng amended.)

I Maximum Obligation Contract Enter Total Maxinmum Obligation for total duration of this Contract (or mew Total if Contract is being amended), §

ENT DIS PD); Commonweatth payments are Issued through EFT 45 days from invoice recefpl. Contractors requesting accelerated payments must

Identity a PPD as follows: Paymenl issued within 10 days _____% PPD; Payment Issued within 15 days ___% PPD; Paymen! issued within 20 days % PPD; Paymenl

issued within 30 days ___% PPD. If PPD percenlages are laft blank, identity reasonfiAagree to standard 45 day cycle[ ] statutoryflegal or Ready Payments (G.L. ¢. 29, §

23A): only inftial payment (subsequent nis scheduled to standard EFT 45 | cycle, See Prompot Pay Discounts Pokcy.)

BRIEF DESCRIPTION OF CONTRACT PERFORMANCE or REASON FOR AMENDMENT: (Enter the Contract ile, purpose, §scal year(s) and a detalled description of the scope
documentation and justifications.)

of performance or what is being amended {or 2 Contract Amendment. Attach al
Information Technology (l?) Vendor Services Vaccination Distribution Technology {(VDT) Services

ANTICIPATED START DATE: (Complete ONE option only) The Department and Contractor certify for this Contract, or Contract Amnendment, that Contract obligations:

1. may be tncurred as of the Effective Date (latest signature date below) and no cbligations have been incurred prior to the Effective Date,
[Z]2. may be ncusred as of 02/17,20 21,'s date LATER than the Effective Date below and po obligations have been incurred priot to the Effective Date.

[J3. were incurred as of s 20___, adate PRIOR to the Effective Date below, and the parties agree that pay for any obligations i d prior to the Effective Date are
authorized to be made cither as settlement pay or as authorized reimb pay and that the details and circumstances of all obligations under this Contract are
attached and incorporated into this Contract. Acceplance of pay forever re! the C 1th froen further claims related to these obligations.

CONTRACT END DATE; Contract performance shall tenminate a3 of_02/17 ,2022 , with no new obligations being incurred afier this date unless the Contract is property amended,
provided that the terms of this Contract and performance expectations and obligations shall survive its termination for the purpose of resolving any claim or dispute, for completing
any negotisted terms and wamrantles, to allow any dose out or transition performance, reporting, Involcing or final payments, or during any lapse between amendments.

CERTIFICATIONS: Notwithstanding verbal or other representations by the partles, the “Effective Date” of this Contract or Amendment shall be the latest date that this Contract o
Amendment has been d by an authorized signatory of the C , the Dep or a later Contract or Amendment Start Date specified above, subject to any required
approvals. The Contractor certifies that they have acceased and reviewed all documents incorporated by reference as electronically published and the Contractor makes all certifications
required under the Standard Contract Form Instructions and Contractor Certifications under the pains and penalties of perjury, and further agrees 1o provide any
documenlation upon request to support compliance, and agrees that all terms governing performance of this Contract and doing busi in M h are attached or
Incorporated by refesence herein according to the following hierarchy of document precedence, this Standard Contract Form, the Standard Contract Form Tastructions, Contractor
Certifications, the applicsble Commonwealth Terms end Conditions, the Request for Response (RFR) or other solicitation, the Contractor's Response, and additional negotiated terms,
provided that additional negotiated terms will take precedence over the relevant terms in the RFR and the Contractar's Response only If made using the process outlined in 801 CMR

21.07, Incarporsted herein, provided that any ded RFR or Response terms result In best value, lower costs, or a more cost effective Contract.

AUTHORIZING SIGNATURE FOR THE CONTRACTOR:

X: OA-W—"—“ , Date: 7 QLvJZ‘u
(Signature and Dats Must Be Handwritien At Tims of Signature)

Print Nams; fline. ve [l

Print Title; nacal D

(Updated 10/25/201; PageJ1 of 1



Scope of Services

This Attachment Form must be used. Please check the appropriate box when processing a new contract or a contract
amendment.

Contract ID #:

Any funds designated in the budget that are unspent in any fiscal year will not be available for expenditure in the
subsequent fiscal year without a formal contract amendment re-authorizing these funds.

|:| New Contract

This form will only be included with packages where a procurement exception (waiver) supports the contract.
Identify in detail the scope of services in terms of performance for a new contract. Services provided must be in
accordance with the budget and the terms and conditions of the federal grant (if applicable).

|:| Contract Amendment

If choosing amendment you must check off one of the three types below and provide explanation

D Increase

Include a clear explanation of what the funding change will support in terms of additional services.

|:| Decrease

Include a clear explanation of what services are being reduced as a result of the funding decrease.

|:| Other

Identify the changes to the scope of services supported by the amendment (No change in Max Obligation).

Created 7/11/2011/Updated Oct 7, 2011



Scope of Work
The Massachusetts Department of Public Health
And
Color Health, Inc. (f/k/a Color Genomics, Inc.)
For
Vaccine Distribution Technology Services

Contract ID: INTF5216U11W21135048

This Vaccine Distribution Technology Services Contract is by and between the Massachusetts
Department of Public Health (“DPH”’) and Color Health, Inc. (“Contractor”).

WHEREAS, DPH is a public agency with legal responsibility and authority for responding to the
COVID-19 pandemic in the Commonwealth;

WHEREAS, in response to the COVID-19 emergency, DPH seeks to increase access to and
manage distribution of COVID-19 vaccinations across Massachusetts (the “Vaccine Program”);

WHEREAS, Contractor has agreed to provide such services in accordance with the following
terms and conditions;

WHEREAS, DPH and Contractor agree to enter into the Contract effective upon execution; and

NOW THEREFORE, in consideration of the mutual promises herein, and other good and
valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the parties
agree as follows:

SECTION I. DEFINITIONS

The following terms appearing capitalized throughout this Contract and its appendices have the
following meanings, unless the context clearly indicates otherwise.

Vaccine Distribution Technology or VDT Services: Those certain technology-related services
in support of the Vaccine Program, as further described in Section II(A). For the avoidance of
doubt, such services expressly exclude any medical or clinical services, such as the provision of
any vaccine doses.

COVID-19: A contagious, sometimes fatal, respiratory disease caused by a newly discovered
coronavirus, SARS-CoV-2, that led to the declaration of a federal public health emergency and a
state of emergency for the Commonwealth of Massachusetts.

Department of Public Health (DPH or the Department): A constituent agency of EOHHS
responsible for public health, pursuant to G.L. cc. 17 and 111, and other applicable laws.

Effective Date: The date this Contractis effective, which is the date of the last signature on the
Standard Contract form.

C:2677



Executive Office of Health and Human Services (EOHHS): A secretariat-level executive
agency underthe Governor of Massachusetts. EOHHS oversees 12 constituentagencies, including
DPH, in addition to 2 soldiers’ homes and the MassHealth program.

ICF: An informed consent form which (i) provides enough information to the individual about the
relevant vaccine to allow the individual to provide their informed consent to the vaccination, and
(i1) as signed, documents the user’s consent to the applicable vaccination, in form and content
provided by DPH.

MIIS: The Massachusetts Immunization Information System, a confidential web-based vaccine
registry maintained by the Massachusetts Department of Public Health.

HIPAA: The Health Insurance Portability and Accountability Act Rules (inclusive of 45 CFR
Parts 160, 162, and 164), as amended by the Health Information Technology for Economic and
Clinical Health Act of 2009 (the “HITECH Act”) and under the American Recovery and
Reinvestment Act of 2009 (“ARRA”).

PII: Any “protected health information” as defined under HIPAA, any “personal data” as defined
in M.G.L. c. 66A, and “personal information” as defined in M.G.L. c. 93H, and any other
individually identifiable information that is treated as private, security, or confidential under
applicable law, agreement, pursuant to Section I1.2.¢, that Contractor uses, maintains, discloses,
receives, creates, transmits or otherwise obtains in connection with its performance of the SCT
Services. Information, including aggregate information, is considered PII if it is not fully de-
identified in accord with 45 CFR §§164.514(a)-(c).

Commonwealth Site: the entity permitted by the Department to use the VDT Services, as further set
forth in Appendix I to this Contract.

Vaccination Site: A physical location, including any clinic, mobile vaccination clinic, or drive-
up, drive-through or at-home residential setting, managed, controlled, or administered by a
Commonwealth Site as part of the Vaccine Program where members of the public may receive
COVID-19 vaccines in the Commonwealth.

Official User: DPH, any other agency or department within EOHHS, Commonwealth Site,
Vaccination Site, and any respective contractors or agents thereof, as well as local boards of health
or other municipal entities, using the VDT Services to support the Vaccine Program.

Public User: An individual member of the general public receiving a vaccine at a Commonwealth
Site or a Vaccination Site, as applicable, including those individuals using the VDT Platform
Services to schedule and manage vaccination appointments for themselves or for another member
of the general public (e.g., use of the VDT Platform Services to help schedule a vaccination
appointment for a family member or friend).

User: Any Official User or Public User.
SECTION II. CONTRACTOR RESPONSIBILITIES

Contractor shall perform the “VDT Services”, which consists of the following services:

C:2677



A. VDT Platform Services. Contractor shall provide an online, digital interface that includes
such functionalities set forth below and in Appendix P and related services (as further
described below) to:

C:2677

1.

Collect the following self-attested information from the Public User: required PII
(including demographics), insurance information, and the Public User’s eligibility
for the Vaccine Program, via a questionnaire or other content drafted by Contractor
to be approved by DPH no later than the Effective Date. To the extent further
changes are needed to the content of VDT Platform Services, DPH may request
such changes to be implemented by Contractor which, if such changes consist
solely of updating existing fields (as set forth in Appendix F) or text associated
with existing functionalities, shall be free of charge.

1. Contractor shall translate the Public User facing registration platform and
related content (such as SMS messages and emails provided to Public
Users) into 3 languages: Spanish, Simplified Chinese, and Portuguese.
Spanish language translation shall be completed and approved no later than
Feb. 18,2021.

ii. Registration flow will collect insurance information from individual.

iii. If additional language translations are required, including but not limited to
updates to custom DPH or Vaccination Site contentin the VDT Platform
Services or additional languages in the VDT Platform Services, DPH and
Contractor will mutually agree on additional custom development costs.
Translation costs for all languages shall be as set forth in Section IV.
Additionally, to the extent content needs to change per DPH or the
Vaccination Site, Contractor shall update such content, including any
translations, within 5 business days of the request from DPH, orif an urgent
or priority request, including as a result of a security incident, such lessor
time as mutually agreed.

iv. Additional features include: On-the-spot (day-of, onsite) registration (to be
added post-launch); pre-vaccination checklist completed by registrant;
ability for authorized individuals to register on behalf of other individuals
(e.g., minors or those under guardianship)

At the direction of DPH, collect a list of Public Users not yet eligible for the
Vaccine Program, and send reminder texts or emails to said Public Users when
based on the information provided by the Public User they may be eligible to sign
up for their first appointment, subject to appropriate individual consent to receive
communications. Such reminder texts, emails, and the consent notice (collectively
“Communications with the Public”), shall be drafted by the Contractor, to be
reviewed and approved by DPH prior to the Communications with the Public being
used as part of the VDT Platform Services. Such Communications with the Public
will be sent to individuals at a frequency to be determined by DPH.
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3. Collect and record the Public User’s consent to the applicable ICF. ICF will be

designated by DPH and apply to all Vaccination Sites within the Vaccine
Program, at the direction of DPH.

. Provide the following Vaccination Site services: (a) register Vaccination Sites,

Commonwealth Sites, or related organizations, including but not limited to the
site address and point of contact, (b) permit individuals to schedule, reschedule,
and cancel vaccination appointments with such sites via a web-based interface
based on availability as reported by the site, (¢) record the administration of the
vaccine to an individual, including, but not limited to the date and location the
vaccine was administered and in accordance with Massachusetts Covid Vaccine
Program (MCVP) (as provided by DPH to Contractor) and in accordance with
105 CMR 222 and other applicable law (d) deliver within twenty-four (24) hours,
or as otherwise may be required by applicable law, required individual
vaccination information to MIIS in a manner that is materially compliant with the
MIIS HL7 Transfer Specifications, Version 20.3, dated October 19, 2020.

1. Registered Public Users will receive reminders of their upcoming
appointments by SMS and/or email.

. VDT Platform Services will include the following functionalities for both, first

and second doses, of a given vaccine:

1. Sites will be able to accomplish the following by emailing a support
request form to Contractor beginning on as of the Effective Date prior to
the availability of a self-service interface in accordance with the
following: Contractor must accommodate all material support requests
within 1 hour of request submission during site’s operating hours and
within 4 hours of request submission during non-operating hours. Non-
material requests (e.g., creating schedules weeks in advance that will not
be public-facing within the following 48 hours) will be completed within
a reasonable timeframe. Sites will be able to accomplish the following via
a self-service interface (at such dates as set forth in Appendix P):

1. Ability to set variable schedule times, appointment windows, and
capacity per window (subject to each site providing accurate
information about their capacity and scheduling).

2. Ability to create blocks of reserved appointment capacity for
specific use cases, such as priority populations, phone-based
registration.

3. Ability to provision and permission Official Users for different
Entitlements in their Vaccination Site, such process to take no
longer than five minutes.

ii. Inventory tracking software to manage daily total vaccines available,
administered, and wasted, by manufacturer, batch, lot, expiration date and



C:2677

dose.

iii.  Ability to record the vaccine was administered with individual check-out
functionality to be added if needed post-launch, as directed by DPH.

iv. Contractor will implement two-factor authorization or comparable
additional security measures for all Official User ‘Management Accounts’
and permissioning (or equivalent Entitlement) within the VDT Platform
Services by April 2,2021.

6. Provide digital proof, in a digital form to be agreed to by the parties, of

immunization to Public Users who receive a vaccine dose through the Vaccine
Program. Contractor shall develop functionality within the VDT Platform
Services within 60 days of the Effective Date to allow Public Users to access and
print, download or otherwise export the digital proof of such Public User’s
vaccination on their own. Within two (2) months prior to the expiration of this
Contract, or commencing immediately upon notice of termination of this
Contract, or any amendments under this Contract, Contractor will provide to
DPH, orits designee, such termination assistance services as DPH deems required
to facilitate orderly migration and transfer of all data related to the digital proof
of immunization. All such services reasonably requested by DPH in writing shall
be performed by Contractor.

. Provide the following reports to DPH and, with direction from DPH, Vaccination

Sites and Commonwealth Sites (as applicable) with permissions appropriate to
their Official Users:

1. Real-time dashboard of key metrics of the Vaccine Program using PII
provided by Users and other data provided by Vaccination Sites to
Contractor via the VDT Platform Services, such as:

1. Number of appointments scheduled, total and by day and by hour,
broken out by Vaccination Sites and Commonwealth Sites (as
applicable)

2. Number of appointments missed (no-shows), total and by day, by
individual Vaccination Sites and Commonwealth Sites (as
applicable)

3. Number of vaccine doses administered by manufacturer and
dosage, total and by day, by dose type (first, second) by individual
Vaccination Sites and Commonwealth Sites (as applicable)

4. Demographic breakdowns of vaccinated population, by ethnicity,
age, and zip code by individual Vaccination Sites and
Commonwealth Sites (as applicable)

ii. All reports to supportdata extraction via dashboard or automated daily
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8.

10.

1.

12.

data feeds to be provided to DPH on a daily basis via a method to be
determined by the parties in writing.

Collect and transmit insurance information provided by Public Users and Official
Users to DPH’s single designated third-party billing service by an automated
daily feed, oras otherwise directed by DPH. If DPH requires additional data feeds
to be set up for other billing services, such work shall be considered as VDT
Configuration Services in accordance with Section II.C and subject to the fees
for the VDT Data Feed Services set forth in Section I'V.

Collect, evaluate, and respond to requests from Public Users for a copy of their
information held within the VDT Platform Services. Such requests shall be made
on a written authorization form developed by Contractor, the elements of which
shall comply with the requirements set forth in 45 CFR § 164.508. Such requests
shall be evaluated and responded to as though made pursuantto 45 CFR §
164.524. Contractor shallkeep alogof all such requests and its responses thereto.
Contractor shall provide such log to DPH upon DPH’s request.

Collect, evaluate, and respond to requests from Public Users for a copy of the
audit trail associated with their information held within the VDT Platform
Services. Such requests shall be made on a written authorization form developed
by Contractor, the elements of which shall comply with the requirements set forth
in 45 CFR § 164.508. Contractor shall keep a log of all such requests and its
responses thereto. Contractor shall provide such logto DPH upon DPH’srequest.

Contractor shall allow, and hereby grants DPH (for itself and EOHHS),
permission to obtain and make available data and information regarding vaccine
appointment availability contained within the VDT Platform Services
(“Vaccine Provider Data”) to certain user “front end” interfaces and related
technology platforms used to check the availability of appointments to receive
COVID-19 vaccines in the Commonwealth, including, without limitation the
COVID-19 Project Beacon Scraper Platform and such other platforms or tools as
may be mutually agreed by the parties in writing (including email). Custom
integrations or API creation for these “front end” interfaces and related
technology platforms will be charged additionally as VDT Configuration Services
in accordance with Section I1.C.

Contractor shall not be liable for breach of this Contract or otherwise liable for
any failure of the VDT Platform Services to function as described herein to the
extentsuch failure is caused by DPH or any Official User’s failure to use the VDT
Platform Services in accordance with Contractor’s instructions as set forth in the
applicable terms of this Contract. To the extent DPH or any Official Users are
required to agree to any ‘click’ terms of use or privacy policies that are in conflict
with the terms of this Contract, the terms of this Contract shall supersede and
govern. DPH shall not be responsible for any Public User’s use of the VDT
Platform Services. Use of the VDT Platform Services by Public Users will be
governed by the Contractor’s terms of use and privacy policy accepted or



otherwise acknowledged by the Public Users, provided thatto the extentany such
Public User Terms are inconsistent with Contractor’s obligations under this
Contract, the obligations as set forth in this Contract shall apply to such Public
Users (“Public User Terms”). DPH shall not be a party to the Public User Terms
and nothing in the Public User Terms shall contravene any applicable law.

13. Support the following audit capabilities: with respect to User access logs,
maintain such logs for at least six (6) years and the capability should be,
minimally, sufficient for compliance with 45 CFR 164.312(b), and enable DPH
access and searchability to such logs. Upon termination of the Contract, additional
terms to be agreed upon between the parties shall be consistent with Section
VI1.2.B of Exhibit BAA.

14. An unlimited number of Users shall be allowed to use the VDT Platform Services
and Users will be provisioned with accounts and usage privileges according to
their role and respective Entitlements:

1. Official Users will be able to use the VDT Platform Services for all of the
functionalities described herein according to their role as described in
Appendix E for “discrete userroles” functionality and, including, without
limitation vaccine clinic administration, subject to the Entitlements
applicable for any such Official User.

1. The VDT Platform Services shall include the ability to provision
and segregate Official Users by individual and multiple categories
and utilizing various attributes, includingbutnotlimited role, title,
position, function, organization, Vaccination Site, and
Commonwealth Site, to manage and administer read-only,
administrator, and ‘super-user’ user-based credentials for each
category (the “Entitlements”). Initial Official User Entitlements
are set forth in Appendix E.

ii. Public Users will be able to perform the following functions on the VDT
Platform Services: Register for vaccination, schedule first and second
dose appointment, access digital proof of immunization, and reach
technical and customer support.

15.The VDT Platform Services shall comply with the requirements of Appendices
E,LLF, PandS.

16. The VDT Platform Services shall be available as set forth in the followingservice
level agreement (“SLA”):

Service Level Agreement

1. Definitions. For purposes of this Service Level Agreement, the following terms shall
have the following meanings:
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a. “Downtime" means any period, greater than ten minutes, within the Scheduled Available
Time during which DPH is unable to access or use Services because of an Error, excluding any
such period that occurs during any Scheduled Downtime or due to events beyond Contractor’s
reasonable control, including without limitation: (a) civil commotion, riot, terrorism, invasion, war
or preparation for war; (b) fire, explosion, storm, flood, earthquake, subsidence, or other natural
physical disaster; (c) unavailability of the use of railways, shipping, aircraft, motor transport, or
any other means of public or private transport; or (d) public unavailability of internet connectivity
to end users (“Force Majeure Event”). Contractor mustgive DPH notice as soon as possible upon
the commencement and conclusion of a Force Majeure Event. Notwithstanding the foregoing or
anything to the contrary set forth in this Contract, a Force Majeure Even shall not excuse, delay or
suspend Contractor’s obligations to invoke and follow a business continuity plan or any other
business continuity or Disaster Recovery obligations in a timely fashion.”.

If unavailability occurs due to events beyond Contractor’s reasonable control, Contractor shall
take commercially reasonable efforts to minimize such unavailability and address it to the extent
possible without interruptions to the Services.

b.  “Error(s)” means the material failure of the Services to work as designed and/or conform to
their agreed-upon functional specifications pursuant to the Contract or as otherwise agreed to by
the parties, as reported or documented in writing (or electronically).

c. “Scheduled Available Time” means 24 hours a day, 7 days a week.

d.  “Scheduled Downtime” means the time period identified by Contractor in which it intends
to perform any planned upgrades and/or maintenance on its Services or related systems and any
overrun beyond the planned completion time. Contractor shall plan Scheduled Downtime to only
take place between 8:00 p.m. and 9:00 a.m. prevailing eastern time unless there is a technical
necessity to conduct Scheduled Downtime in other times after exhausting alternative options.
Such Scheduled Downtime shall not exceed 2.5 hours per calendar month.

e. “Services” means the VDT Platform Services, if any, to be provided by Contractor as
contemplated under this Contract.

f. "Uptime Percentage" means the total number of minutes of Scheduled Available Time for
a calendar month minus the number of minutes of Downtime suffered in such calendar month,
divided by the total number of minutes of Scheduled Available Time in such calendar month.

2. Scheduled Downtime and Guaranteed Uptime Percentage. Contractor will provide
at least one (1) week of notice to DPH’s designated contact for such notice before implementing
any Scheduled Downtime.

The Uptime Percentage shall be 99.50% or greater. In the event that Contractor fails to meet the
99.50% Uptime Percentage Service Level Agreement (SLA) in any calendar month during the
Term, DPH’s remedies shall be as follows:
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Uptime Service Level Credit (% of Monthly Pro-
Percentage Rated Amount of the VDT Platform Service
Annual Fee)

99.50% and No Credit
above

Between 99% 5%

and 99.49%

between 98% and 10%
98.99%

between 97% and 20%
97.99%

Less than 97% 35%

If DPH has a good faith belief that uptime percentages have not been met, Contractor shall within
a commercially reasonable time provide reasonably required reports to DPH, via email or as
otherwise agreed to by the parties, of its Uptime Percentage for such period of time.

17.Contractor will provide technical support for the VDT Platform Services
according to the following terms:

Technical Support Terms

Overview: The VDT Platform Services technical support services described herein are provided
by Contractor to DPH.

1. VDT Platform Services technical support services consist of the following:

1.1 Error Corrections. Contractor shall use commercially reasonable efforts to correct and/or
provide awork-around forany errorreported by DPH in the VDT Platform Services in accordance
with the priority level reasonably assigned to such error by DPH.

1.2 VDT Platform Services and Documentation Updates. Contractor shall provide to DPH any
generally released bug fixes, maintenance releases and updates of the VDT Platform Services
(collectively, “Updates”). Updates do not include products or options that are designated by
Contractor as new products or options or functionalities for which Contractor charges a separate
fee and which is not a component of the VDT Platform Services set forth herein.

1.3 Support Requests and Named Support Contacts. DPH may initiate support requests by
vaccine@color.com and by contacting Contractor’s team of account leads, including Mary Mei,
by email or over the phone.
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1.4 Additional Support. In addition to the above, DPH shall receive support from the Product
Manager at Contractor, and Contractor shall provide assistance for Priority I errors, as reasonably
determined by Contractor, 24x7, 365 days per year. However, DPH shall have the right to
reasonably re-classify the priority of any misclassified error. Handling of non-Priority I errors will
take place during 8AM to 6PM PT (11AM to 9PM ET).

2. Priority Levels of Errors and Responses

In the performance of technical support services, Contractor will apply the following priority
ratings:

2.1 Priority I Errors.

A “Priority I Error” means a VDT Platform Services program error which both (i) prevents some
critical functionor process from substantiallymeeting the specifications and (ii) seriously degrades
the overall performance of such function or process such that no useful work can be done and/or
some primary major function of the VDT Platform Services is disabled. Priority I Errors shall
receive an initial response within four (4) hours (during standard support hours referenced above),
of the case being submitted to Contractor. In addressinga Priority I Error, Contractor shall use
commercially reasonable efforts to develop suitable workaround, patch, or other temporary
correction to restore operation as soon as possible. Contractor efforts to resolve a Priority 1 Error
will include the following: (1) assigning one or more engineers on a dedicated basis to develop
suitable workaround, patch, or other temporary correction; (2) notifying senior Contractor
management that such Priority 1 Error has been reported; (3) providing DPH with periodic reports
on the status of corrections; and (4) providing a final solution to DPH as soon as it is available.

2.2 Priority II Errors.

A “Priority II Error” means a VDT Platform Services program error which both (i) degrades some
critical function or process from substantially meeting the specification and (ii) degrades the
overall performance of such function or process such that useful work is hindered and/or some
major function of the VDT Platform Services is not operating as expected but can be worked-
around. Priority II Errors shall receive an initial response within eight (8) hours (during standard
support hours referenced above). Contractor shall use commercially reasonable efforts to provide
a workaround, patch, or other temporary correction as soon as possible.

2.3 Priority II1 Errors.

A “Priority IIT Error” means a VDT Platform Services program error which both (i) prevents some
non-essential function or process from substantially meeting the Documentation and (ii)
significantly degrades the overall performance of the VDT Platform Services. Priority III Errors
shall receive an initial response within twelve (12) hours (during standard Support hours
referenced above). Contractor shall use commercially reasonable efforts to provide a workaround,
patch, or other temporary correction as soon as possible.

2.4 Priority IV Errors.
A “Priority IV Error” means a VDT Platform Services program error which prevents some
function or process fromsubstantially meetingthe specifications butdoes notsignificantly degrade
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the overall performance of the VDT Platform Services. Priority IV Errors shall receive an initial
response within sixteen (16) hours (during standard support hours referenced above). Contractor
shall use all reasonable efforts to include a workaround, patch, or other temporary correction in
the next VDT Platform Services update.

3 DPH Cooperation.

Contractor’s obligation to provide technical support services is conditioned upon the following:
(1) DPH’s commercially reasonable effort to resolve the problem after communication with
Contractor; and (i) DPH’s commercially reasonable cooperation with Contractor to resolve the
Error, including without limitation provision to Contractor of sufficient information and
cooperation to identify (and, to extent necessary, to correct the problem), and remote access as
further discussed in these policies.

4. Technical Support Conditions.

4.1 Support Issues Not Attributable to Contractor. Contractor is not obligated to provide
Technical support services for problems related to: (i) unauthorized modifications and/or
alterations of the VDT Platform Services, (ii) improper installation of the VDT Platform Services
by non-Contractor personnel, use of the VDT Platform Services on a platform or hardware
configuration other than those specified in the Documentation or in a manner not specified in the
Documentation, or (iii) problems caused by the DPH’s negligence, hardware malfunction, or third-
party VDT Platform Services.

B. VDT Support Services. Contractor shall provide the following additional VDT
Services in support of DPH and the Users (the “VDT Support Services”):

1. VDT Call Center Services:

(a) Public Users and Individual Support. Atthe direction of DPH, provide phone and
email-based customer support for Public Users and individuals seeking and receiving
vaccinations 7 days per week, 9AM to 6PM ET, and respond to Public User and individual
requests within a reasonable turnaround time based on the nature and complexity of the customer
request, in support of technical assistance and troubleshooting for Public Users and individuals
while using the VDT Platform Services. VDT Call Center Services for Public Users and
individuals will be provided via triage from other DPH, EOHHS, or Vaccination Site call center
services.

(b) Official Users Support. VDT Call Center Services for Official Users shall include
phone and email-based administrator and technical support for Official Users for all
Entitlements, including without limitation, for all Official Users operating the VDT Platform
Services and requiring technical assistance, training, and troubleshooting, 7 days per week,
7:30AM to 6PM ET, and respond to requests within one (1) hour if technical issue prevents an
Official User from completing vaccine administration, within 24 hours if an urgent request, and
with reasonable turnaround time based on the nature and complexity of the request otherwise.
Contractor will make reasonable commercial efforts to report and escalate any technical issues
and troubleshooting for an Official User that are preventing vaccine administration from
occurring that cannot be resolved within the same business day.
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Additionally, Contractor shall provide support services to Official Users that are ‘site
operators’ (or the equivalent Entitlement), including:

i. Email- and phone-based technical troubleshooting

ii. Reasonable training support for site operators and staff (not to exceed 3
hours / week after launch)

2. VDT On-Site Support Services. Asrequested by DPH, provide training of Vaccination Site,
Commonwealth Site, or related organization, staff or provide in-person consulting or support
services on site in a commercially reasonable, professional, and workmanlike manner.

3. DPH understands and agrees that: (i) Contractor does not practice medicine, provide medical
treatment, or medical advice, and is not providing any medical services pursuant to this Contract,
and (i1) and any information or advice regarding the vaccine provided by Contractor’s support staff
shall be limited to only that complete, accurate information provided by DPH to Contractor for
purposes of forwarding to Public Users.

C. VDT Configuration Services. If DPH requests any configuration of the VDT Services
(exceptasalready contemplated by Appendix P), Contractor will consider such requests in good
faith and the parties shall mutually agree in writing on any configuration work to be performed
via an amendment to this Contract or a separate Contract under terms as mutually agreed by the
parties.

D. VDT Data Feeds Services. Provision of custom data feeds to other DPH-designated
entities as directed by DPH and subject to applicable data privacy law (e.g. HIPAA) upon mutual
written agreement of the parties (including email), as well as integration with DPH third party
billing services.

E. Miscellaneous.

1. As requested by DPH and with reasonable notice, participate in meetings with DPH at
which DPH and Contractor may discuss the services rendered under this Contract,
Contractor’s performance of the terms of this Contract, or any other item related to the
Contract.

2. Comply with all state and federal laws and regulations applicable to the privacy and
security of personal and other confidential information related requirements, including a
HIPAA-compliant electronic recordkeeping system.

3. Allreportsrequired under this Section Il shall be sent via secure HIPA A-compliant email
to an individual designated by DPH or access can be provided to a secure database
providing the information contained in the required reports, as agreed to by the parties in
writing.

4. Contractor’s provision of the VDT Services shall comply with all data privacy and
security provisions pursuant to this Contract, including as set forth in Exhibit BAA
(Business Associate and Confidentiality Agreement).
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5. Anyauditorinspection of records conducted under this Contractshall limitthe disclosure
of PHI to the “minimum necessary” as reasonably determined by DPH for the audit or
inspection, as contemplated under HIPAA, and such audit or inspection shall be
conducted during normal business hours without unreasonable disruption to Contractor’s
business operations, except in the event of a problem where the severity of such problem
required such response be immediate and may be required outside of Contractor’s normal
business operations.

SECTION III. DPH RESPONSIBILITIES

DPH shall:

1. Provide general assistance to Contractor in working with the Vaccination Sites,
Commonwealth Sites, or organizations to understand product and support needs of
Vaccination Sites and to prioritize requests regarding any changes or additional features to
the VDT Platform Services from Vaccination Sites as well as verify Official User ‘Site
Administrators’ (or similar Entitlement category for the highest Official User Entitlement
at each Vaccination Site or Commonwealth Site, as applicable);

2. Provide complete, accurate forms of ICFs, HIPAA authorizations, and any other
information or disclosures (e.g. vaccine information) to be hosted on Contractor’s VDT
Platform Services;

3. Meet with Contractor to discuss the services rendered under this Contract, Contractor’s
performance of the terms of this Contract, or any other item related to the Contract, as
determined necessary or advisable by DPH; and

4. Pay Contractor in accordance with Section I'V for the VDT Services performed.

SECTIONIV. PAYMENT

1. DPH shall pay Contractor in accordance with DPH’s bill paying policy. (Commonwealth
of Massachusetts, Office of the Comptroller, Bill Paying Policy and General Payment
Policies, last revised May 19, 2011).

2. Subjectto all terms and conditions of the Contract, the total amount paid by DPH for the
VDT Services will be the sum of the fees for the VDT Platform Services, VDT On-Site
Support Services, VDT Call Center Services, VDT Configuration Services and VDT Data
Feeds Services, as described below:

For VDT Platform Services (including, without
limitation, the functionalities set forth in

VDT Platform ! '
Services Annual Appendix P):
fee During the Initial Term: $320,000 annually

(based on Term year), invoiced following the
Effective Date and payable in accordance with

13
C:2677



C:2677

Section 2 (Payments and Compensation) of
Commonwealth Terms and Conditions for
Information Technology Contracts.

During any Renewal Term: as set out in Section
V.1 below, invoiced following the applicable
anniversary of the Effective Date.

Translation fees will be passed through at cost +
20% administration fee for such translation work
as mutually agreed in writing by the parties.

VDT On-Site
Support Services

$1,200/ day, consisting of 10 hours including
travel time, rate per Contractor ‘Site Operations
individual’ onsite to support training events and
troubleshooting with Vaccine Sites or
Commonwealth Sites, as applicable. DPH will
request VDT On-Site Support Services with 72
hours’ notice.

VDT Call Center
Services

Call Center Support for Official Users, Public
Users, and Individuals: $24,000 one-time service
initiation cost (for training, creating program
materials, FAQ lists, support scripts), invoiced
following Month 1

Month 1: Pass-through costs of $72/hour of
support team time (based % of total call/email
volume at Contractor’s support center), invoiced
each calendar month in arrears (pro-rated based
on calendar month)

Contractor to provide monthly report including,
at minimum, the following metrics: total number
of calls during calendar month, the number of
calls per day within the calendar month, %
Massachusetts calls, % time spent on technical
inquiries, % time spent on non-technical
inquiries.

After Month 1: Both parties mutually agree that
there will be a written agreement, that will be
incorporated by reference and become a part of
this Contract upon finalization, that will include
a reasonable fixed monthly fee by call/email
volume tier, invoiced each calendar month in
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arrears (pro rated based on calendar month).

VDT . A blended rate of $130 per hour of VDT
Configuration . . . .
. Configuration Services provided
Services

$18,000 per integration of data feed or third-
party billing service (as applicable) + $500 per
month per integration maintenance fee

VDT Data Feed | note: Contractoriswaiving data feed cost (integration
Services and monthly maintenance fees) forinsurance billing
integration with DPH's first designated third party
billing service, unless such integration requires
additional configuration or updates as may be mutually
agreed by the parties.

3. Invoices shall include, at a minimum, the following information, as well as such other
information as reasonably requested by DPH to comply with its invoicing and auditing
requirements: date, dates of service and related service type, accurately setting forth the
number of hours of VDT Call Center Services and VDT Configuration Services performed
by appropriately qualified personnel and related metrics (set forth in this Section IV),
Contractor’s name, encumbrance number and invoice amount. Contractor will use best
efforts and work cooperatively to submit its invoices for payment in the requested format.

4. The total Not-to-Exceed amount for the VDT Services for the Term shall be: $1,250,000.

5. Payments made by DPH in the correct amounts on invoices that conform to the
requirements of this Contract shall be considered payment in full for Services.

6. Paymentwill be made in accordance with this Contract, including the Standard Contract
Form and the Commonwealth Terms and Conditions, and other applicable Commonwealth
payment terms.

7. Paymentis contingent on Contractor’s compliance with all conditions and requirements of
the Contract. In cases where DPH deems Contractor has not complied with all such
conditions and requirements, DPH shall provide written notice of such noncompliance and
may provide, at its sole discretion, an opportunity for Contractor to cure or end such
noncompliance.

SECTION V. OTHER CONTRACTUAL TERMS

1. The initial term of this Contract is from the Effective Date and shall expire February 17,
2022. The parties may extend this Contract in writing until February 17, 2024, in any
increment one month or longer, in each party’s sole discretion by written amendment of
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this Contract (collectively, with the initial term, the “Term”).

The entire agreement between the parties consists of the following documents in the
following order of precedence: (1) The Commonwealth Terms and Conditions for
Information Technology Contracts; (2) the Commonwealth Standard Contract Form; and
(3) this Contract any attachments, appendices and exhibits hereto (collectively, the
“Contract”). There are no additional promises or terms other than as contained in this
Contract.

. The parties agree to negotiate in good faith to cure any omissions, ambiguities, or manifest

errors herein. Upon mutual agreement, or if such amendment is necessary to comply with
applicable laws, the parties may amend this Contract where such amendment does not
violate state or federal statutory, regulatory provisions, provided that such amendment is
in writing, signed by both parties, and attached hereto.

Notices to the parties as to any matter hereunder will be sufficient if given in writing to the
following addresses (or successors as designated by the parties):

To DPH:

Tami Segal

MassHealth

Executive Office of Health and Human Services
One Ashburton Place, 11t Floor

Boston, MA 02116

tami.segal(@state.ma.us

and

Ceci Dunn

Deputy Director

Bureau of Infectious Disease and Laboratory Sciences
Massachusetts Department of Public Health

305 South Street

Boston, MA 02130

Ceci.Dunn@Mass.Gov

With a copy to:

Elizabeth Scurria Morgan

Acting General Counsel

Massachusetts Department of Public Health
250 Washington Street

Boston, MA 02108

elizabeth.scurriamorgan@mass.gov
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To Contractor:

Caroline Savello

Color Health, Inc.

831 Mitten Rd, Suite 100
Burlingame, CA 94010
caroline@color.com

With a copy to:
Legal-notices@color.com

If any clause or provision of this Contract is in conflict with any state or federal law or
regulation, that clause or provision shall be null and void and any such invalidity shall not
affect the validity of the remainder of this Contract.

Contractor is fully responsible for the performance of its subcontractors. Subcontracts will
not relieve or discharge Contractor from any duty, obligation, responsibility or liability
arising under this Contract. All subcontracts and other agreements or arrangements for
reimbursement will be in writing and will contain terms consistent with all terms and
conditions of the Contract. The use of subcontractors shall not cause any additional
administrative burden on DPH as a result of the use of multiple entities.

DPH shall have the option, at its sole discretion to modify, increase, reduce or terminate
any activity related to this Contract whenever, in the judgment of DPH, the goals of the
project have been modified or altered in a way that necessitates such changes. In the event
thatthe scope of work or portionthereof mustbe changed, DPH shall provide written notice
of such action to Contractor and the parties shall negotiate in good faith to implement any
such changes proposed by DPH.

DPH additionally reserves the right, at its sole discretion, to amend the Contract to
implement state or federal statutory or regulatory requirements, judicial orders, settlement
agreements, or any state or federal initiatives or changes affecting DPH or the Contract.
DPH shall provide written notice of such actionto Contractor and the parties shallnegotiate
in good faith to implement any such changes proposed by DPH.

Either party may terminate this Contract for material breach, provided that prior to
terminating this Contract, the terminating party shall provide the breaching party a
reasonably detailed written notice of the breach and a reasonable opportunity, which shall
be at least thirty (30) days from the date of the breaching party’s receipt of such written
notice or such longer time period as may be mutually agreed in writing, to cure or end such
breach. In the event the breach is cured or ended prior to the end of such period, the
terminating party’s termination rights shall cease.

If the use of the VDT Platform Services hereunder has become (either by filing a claim or
by receipt of a demand letter setting out an allegation of infringement in reasonable detail,
in either case a “Claim Notice”), or in Contractor’s opinion is imminently likely to
become, the subject of any claim of intellectual property infringement, Contractor must
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promptly notify DPH and, at Contractor’s sole discretion and expense and after consulting
in good faith with DPH, either:

(a) defend (subject to the procedure set forth in (d) below) and hold harmless DPH, and in
the event a court of competent jurisdiction issues a final, non-appealable order finding
infringement, indemnify DPH against such claim of infringement and any liability, loss,
damage, costand expense thereby (includingreasonable attorneys’ fees) resulting from the
claim. Contractor shall not have the right to settle or compromise any claim without the
prior written consentof DPH, which consentshallnotbe unreasonably withheld or delayed.
The parties shall reasonably cooperate in the investigation and defense of any action
covered by this indemnification, and to the extent DPH has elected not to control the
proceedings pursuant to sub-section (d) below, DPH shall be entitled to participate in any
defense or settlement (including with its own counsel at its own expense); or,

(b) alternatively, Contractor may, at its sole discretion after consulting in good faith with
DPH, (i) procure for DPH the right to continue using the VDT Platform Services as set
forth hereunder; (ii) replace or modify the VDT Platform Services to make it non-infringing
so long asthe VDT Platform Services has atleast equivalent functionality; or (iii) substitute
an equivalent for the VDT Platform Services. If options (i)—(iii) are not reasonably
practicable, as reasonably determined by the parties in good faith, Contractor may
terminate this Contract upon written notice to DPH. For the avoidance of doubt, DPH
retains all rights to pursue any and all legal or equitable remedies as set forth in the
Commonwealth Terms and Conditions for Information Technology Contracts; provided
that:

(c) Contractor shall have no obligations under (a) or (b) with respect to a claim of
infringement to the extent that resulting from: (i) DPH’s breach of this Contract, but only
to the extent the third-party infringement that is at issue in such claim would not have
occurred or have existed but for such breach; or (ii) the combination of the VDT Platform
Services and other third party software or intellectual property, in each case not provided
by Contractor, but only to the extent the infringement that is at issue in such claim would
not have occurred or have existed but for such combination.

(d) In the event that DPH receives a Claim Notice, DPH shall promptly provide Contractor
with a copy of the Claim Notice and DPH shall have the right, but not the obligation, to
elect to control the defense or response to such allegation, and subject to the last two
sentences of sub-section (a) above.

Contractor shall obtain prior approval from DPH before Contractor or any of its officers,
agents, employees or subcontractors respond to any media inquiry, make any public
comment or issue other public communication regarding any aspect of this Contract.
Further, Contractor shall not (a) issue or authorize the issuance, display, distribution or
publication of any news story, publicity release, interview, promotional or marketing
material, public announcement, testimonial, advertising or other marketing materials or
collateral (collectively, “Collateral”) relating to (i) this Contract or (ii) the services
provided hereunder and/or (b) use the name or marks of, refer to, or identify the
Commonwealth, DPH or any of its agencies in any Collateral without the prior written
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approval of DPH (which approval DPH may withhold in its sole discretion), exceptno such
written approval is required to the extent any such disclosure is required by law. DPH may
withdraw such consent at any time.

Contractor is responsible for the professional quality, technical accuracy, and timely
completion and delivery of all responsibilities performed by Contractor under this
Contract. Contractor shall, without additional compensation, correct or revise any errors,
omissions, or other deficiencies in its performance of its responsibilities, including but not
limited to, correcting any defects and Priority Level 1 - 3 incidents to the VDT Platform
Services.

Prohibited Activities and Conflict of Interest.

a. Contractor certifies and agrees that neither it nor any of its owners, employees,
affiliates, Subcontractors, consultants, agents and those who have a contract with
Contractor shall:

i.  Have any interest that will conflict with the performance of services under this
Contract or that may be otherwise anti-competitive, as determined by DPH, for
the duration of the Contract; and

ii.  Have been excluded from participation in any program under Titles XVIII,
XIX, or XXI of the Social Security Act or debarred by any federal agency, or
subject to a civil money penalty under the Social Security Act.

Contractor shall disclose any financial, legal or ethical conflict of interest, whether
potential oractual, to DPH prior to commencingthe duties set forth herein, and where such
conflicts are unforeseeable, it shall disclose immediately as any such conflict arises. A
conflict shall include any relationship or action, past, present or future, that would lead a
prudent person to make a disclosure under this paragraph. Contractor shall demonstrate to
the satisfaction of DPH that Contractor’s compliance with this Section of the Contract.

Representations and Warranties.

a. Mutual. Each party represents and warrants that: (i) it has full power to enter into
this Contract and to grant to the other party the rights granted to such other party
under this Contract, (i1) it has obtained all necessary approvals to enter into and
execute the Contract, and (iii) this Contractis its legal, valid and binding obligation,
enforceable against it in accordance with the terms and conditions hereof.

b. Contractor. Contractor represents and warrants that, to the best of its knowledge
and belief, the VDT Platform Services will not infringe upon, violate or
misappropriate any U.S. patent, copyright, trade secret, trademark, or other U.S.
intellectual property right or interest of any third party.

c. DPH. DPH represents and warrants that, to the best of its knowledge and belief,

any provided-content (such as the ICF, intake questionnaire, and any information
about vaccines) will be complete and accurate in all respects, comply with
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applicable law, will not infringe upon, violate or misappropriate any U.S. patent,
copyright, trade secret, trademark, or other U.S. intellectual property right or
interest of any third party.

d. Disclaimer. Exceptasprovided in this contract, neither party makes any warranties
(express, implied, statutory, or otherwise, including implied warranties of
merchantability, fitness for a particular purpose or noninfringement of third party
intellectual property rights) with respectto the subject matter hereof, and each party
expressly disclaims such additional warranties. Contractor shall have no
indemnification or other liability for any claims arisingoutof orrelated to: (i) DPH’
negligence or willful acts, (ii) DPH-provided content such as the ICF, the intake
questionnaire, (iil) any customization of the VDT Services in conformance with
DPH’ design, instructions, or specifications.

Feedback. During the course of this Contract, DPH agrees to use reasonable efforts to
provide and Contractor may solicit DPH’s input regarding Contractor’s software, services,
business, or technology plans provided to DPH under this Contract, including, without
limitation, comments or suggestions regarding the possible creation, modification,
correction, improvement or enhancement of Contractor’s software, products and/or
services, or input in connection with Contractor’s development direction of the same (such
DPH input, excluding any DPH confidential information, DPH property or any data or
other information provided to or received by Contractor from or on behalf of DPH in
furtherance of the services provided under this Contract, the “Feedback”). DPH
acknowledges and agrees that any Contractor information disclosed by Contractor during
discussions related to Feedback shall be considered Contractor confidential information
and shallbe protected from disclosure in accordance with the terms of the Contract. Subject
to the obligations set forth in this Contract, Contractor may, on a non-exclusive basis,
utilize the Feedback in any manner Contractor chooses and may display, perform, copy,
make, have made, use, sell, and otherwise dispose of Contractor’s products or services
embodying the Feedback in any manner without restriction or remuneration of any kind
with respectto DPH and/or its representatives. DPH acknowledges that the information
related to software or Contractor, products, services, business or technology plans,
disclosed to it under this Contract in connection with this Section V, Article 15, is only
intended as possible strategies, developments, and functionalities of Contractor products
or services and is not intended to be binding upon Contractor to any particular course of
business, product strategy, and/or development. Except as set forth in this Section V,
Article 15, nothing in this Contract shall be construed to transfer ownership of or a grant
of license to any intellectual property or other rights to the intellectual property or
technology of DPH, the Users or Contractor.

[# END OF TERMS #]
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Appendix E — Entitlements / VDT Platform Services Official User Roles

VDT Platform Services Access

DPH Administrator

Commonwealth Site
Administrator or
Vaccination Site

Administrator

data for A/l Sites

View aggregate vaccination operations and site

Yes

No

data for Provisioned Site(s)

View aggregate vaccination operations and site

Yes

Yes

Sites

View individual Public User information for All

Yes

No

View individual Public User information for
Provisioned Site(s) only

Yes

Yes

Site Administration Tool “Intake App” in VDT Platform Services

Site
Administrator

Site

Vaccinator

Site Patient
Intake
“Staff”

Site
Inventory
Management

Site
Scheduler

Provision other users,

.. Yes
manage permissions

No

No

No No

Extract/download Public
User names, appointment
time, vaccination date, Yes

and/or contact info in
CSV files (Pending)

Yes No

View list of Public Users
with upcoming
appointments and/or
Public Users who have
had a vaccine
administered at the site

Yes

Yes

Yes

Yes No

Check in Public Users &
Update Info

Yes

Yes

Record a vaccine

- . No
administration

Yes

No

No No

Set up, change, or cancel a

clinic schedule e

Yes No

Set vaccine inventory
detail for site
(manufacturer, batch, lot,
expiration date)

Yes

No

No

No Yes

C:2677
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The nature and scope of the Entitlements for Official Users may be updated from time to time by mutual
agreement of the parties writing (including email), including any permissions or limitations included
therein or updates thereto.

# END OF APPENDIXE #
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Appendix I — Commonwealth Sites

Commonwealth Sites to be included as of Effective Date:

LabCorp
CIC Health

Additional Commonwealth Sites may be included by written instruction by DPH with
confirmation by Contractor (where such writing may be via email or such other format outside

of an amendment, as mutually agreed).

# END OF APPENDIX [ #

C:2677
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Appendix F — Data Fields

Required software fields for reporting purposes as of the Effective Date.

Field requirements are subject to change. DPH will notify Contractor when additional fields are

required.

1. MIIS Data Fields

Patient Information

Patient ID

Birthday

First and last name (MI optional)
Sex

Protection indicator (whether patient records can be accessed by other providers)

Race

Ethnicity
Address
Phone number

Order Information

Orderid

Entered by

Entering organization
Ordering provider

Vaccine Administration Information

Date/time start of vaccine administration
Administration code (type of vaccine)
Amount of vaccine (mL)
Name of Administering provider
Title of Administering provider (3/1)
Administered location
Substance lot number
Substance expiration date
Substance manufacturer
Completion status (partial or complete)
Action code

o Add, update or delete record
Method used to give vaccination
Body site of vaccination

Additional Information

C:2677

Vaccine funding source

Vaccine eligibility category
VIS statement published at
VIS statement presented at
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I1. 105 CMR 222-

Data for each Public User receiving a vaccine reported through the VDT Platform

Services shall include at a minimum:

(1) For both current and historical immunizations, the full first and last name and date of
birth of the Public User, immunization type, and date of immunization administration;
(2) For current immunizations, VFC status, Public User's current home address,
immunization manufacturer and lot number, name, address, and title of the person
administering the immunization, edition date printed on the appropriate VIS, and date the
VIS was given to the Public User or the Public User's parents/legal representative (if
younger than 18 years old); and

(3) Any other information as determined by DPH.

111. Order of the Commissioner of Public Health Regarding Reporting to the

Massachusetts Immunization Information System

All vaccine providers administering a dose of COVID-19 vaccine in the Commonwealth
must report such administration to the MIIS within 24 hours of administration. Said
report shall include, as a minimum, the data fields already required by the Massachusetts
COVID-19 Vaccine Program (MCVP) and 105 CMR 222.100(D). Additionally, Covid-
19 vaccine providers shall also make every reasonable effort to collect complete
demographic information including race and ethnicity and shall include this information
in the provider’s report.

IV. COVID Vaccine Reimbursement Required Service and Billing Data File Requirements

Below is summary of data fields required for billing COVID-19 vaccine administration
for the Vaccine Program. Refer specific Billing Data Field Template for specific data
field order, values and format.

Templa.te Fleld Data Priority Description or Comments
Description

Account ID Required Unique third party billing services provider (TPBSP) Billing System
Account# for Provider; To be entered in VDT Platfomm Services by
TPBSP administrator; [f using VDT Platform Services alternative,
TPBSP will provide value.

PatientFirst Name Required Patient Personal Information captured in registration.

Patient Middle Initial Optional Patient Personal Information captured in registration.

PatientLast Name Required Patient Personal Information captured in registration.

Patient Gender Required Patient Personal Information captured in registration.

Patient Address 1 Required Patient Personal Information captured in registration.

Patient Address 2 Optional Patient Personal Information captured in registration.

City Required Patient Personal Information captured in registration.

State Required Patient Personal Information captured in registration.

Zip Required Patient Personal Information captured in registration.

Patient DOB Required Patient Personal Information captured in registration.

Health Insurance Name | Required Patient Personal Information captured in registration. Desired Field is
PayerID forinsurance carrier; TPBSP will provide insurance name to
payerID cross walk; Alternatively, Patient’s Health Insurance Plan
Name will be required.

C:2677
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Primary Insurance Required Patient Personal Information captured in registration.
Member ID
Patient Relationship to Required Enter 18 for Self, 19 for Child, 01 for Spouse, and G8 for Other
Subscriber
Subscriber Address Contingent on Leave Blank if Patientis Self; Populate forall other scenarios.
Subscriber Address 2 Relationship to
Subscriber City Subscriber
Subscriber State
Subscriber Zip code
Secondary Insurance Required Patient Personal Information captured in registration. Desired Field is
Name PayerID forinsurance carrier; TPBSP will provide insurance name to
payerID cross walk; Alternatively, Patient’s Health Insurance Plan
Name will be required.
Secondary Insurance Required Patient Personal Information captured in registration.
Member ID
Patient Relationship to Required Enter 18 for Self, 19 for Child, 01 for Spouse, and G8 for Other
Subscriber
Subscriber Address Leave Blank if Leave Blank if Patientis Self; Populate forall other scenarios.
Subscriber Address 2 Patient is Self;
Subscriber City Populate forall
Subscriber State otherscenarios.
Subscriber Zip code
ICD Indicator Required Value always=2
ICD Code 1 Required Value for Vaccine Admin always =723
Service Description Required if CPT | Requires specific service descriptions provided by FDA. Services
or Admin Blank [ description to beprovidedby TPBSP.
Date of service Required FormatYYYY/MM/DD
CPTorAdmin Code Contingent on Values=913000r913010r0001A,0002A,0011A0r0012A,;
System Separate row for Vaccineand Admin codes per patientvaccinated is
Reporting required. If CPT Code and Admin Code cannot be provided foreach
Capability patienton two rows, follow Service Description Requirements and
leave this field blank.
ory Required Expected Value Always=1
Payer Type Required #H#

C:2677
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Appendix P — VDT Platform Services Product Roadmap

The below table represents estimated product release timeframes. Roadmap may be changed by
mutual agreement between DPH and Contractor in writing (including email or as set forth in a
mutually agreed upon project management documentation application).

Estimated Launch

Feature Date
Translations
Spanish language translation 2/18/2021
Portuguese language translation 3/1/2021
Simplified Chinese language translation 3/1/2021
Patient Experience / Registration
Health/vaccine history questions (CDC 11 Q's) 2/18/2021
Digital proof of vaccination - Simplified 2/18/2021
Private schedule links 2/19/2021
Minor Registration 2/25/2021
Register on behalf of Others 2/25/2021
On-the-spot registration 2/19/2021
Digital proof of vaccination - Updated (details TBC) 4/15/2021
Clinic Self-Service
Self-service schedule set-up: Add calendars, adjust appointment window & length 2/19/2021
Self-service schedule set-up: Remove / cancel appointments 2/26/2021
Simple lot management 2/22/2021
Self-service account provisioning (organizations provision their own staff and assign
roles; provisioning complete within minutes) 2/26/2021
Discrete user roles available for site administration, scheduling, vaccination, intake,
and inventory management 21262021
Advanced lot management 3/1/2021
New vaccine manufacturer readiness (e.g., J&J) 3/1/2021
Insurance Billing
Commonwealth Medicine Billing Integration 3/1/2021
Security
MFA/2FA for site staff & admin accounts “Official Users” 4/2/2021
Audit logs for intake tool users, including searches 3/15/2021
State Reporting
MIIS Integration 2/22/2021
Dashboards / Analytics
Daily reports for state and sites 2/18/2021
Real-time dashboards 3/1/2021
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Under Evaluation

API integration with Project Beacon for mass.gov webpage
Insurance info adjustment/updates by onsite staff
Search for a patient functionality

‘Smart’ second dose scheduling

# END OF APPENDIX P #

C:2677

To be agreed by the
parties

To be agreed by the
parties

To be agreed by the
parties

To be agreed by the
parties
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Appendix S — System Security

As part of the VDT Platform Services, Contractor will be required to use Commonwealth data and
IT resources in order to fulfill part of its specified tasks. For purposes of this Appendix S,
“Commonwealth Data” shall mean data provided to Contractor by DPH and/or Users under this
Contract, to the extent it is stored on the VDT Platform Services, Contractor’s premises or is
otherwise stored on Contractor’s information systems. In connection with such Data, Contractor
will implement commercially reasonable safeguards necessary to:

. Prevent unauthorized access to Commonwealth Data from any public or private
network;

. Prevent unauthorized physical access to any information technology resources
storing, using or accessing Commonwealth Data and

. Preventinterception and manipulation of Commonwealth Data during transmission
to and from any servers.

Contractor will notify DPH as soon as practicable, but in any event within 24 hours, if any
Commonwealth Data is Breached (as defined in 45 CFR § 164.402, whether or not such data
constitutes PII or PHI) or to the extent any Commonwealth Data is used, accessed or stored in
violation of the terms of this Contract.

# END OF APPENDIX S #
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L.

II.

Exhibit BAA

Business Associate and Confidentiality Agreement

GENERAL PROVISIONS

The Massachusetts Department of Public Health (Department) is, among its duties, responsible for
taking cognizance of the interests of life, health, comfort and convenience among the citizens of the
Commonwealth and may distribute immunological, diagnostic and therapeutic agents within the
Commonwealth, M.G.L. ¢. 111 §5, and is an Emergency Response Stakeholder pursuant to the
December 2020 Letters of Authorization issued by the US Food and Drug Administration to
ModernaTX, Inc. and Pfizer-BioNTech in response to those entities’ requests for Emergency Use
Authorization of their COVID-19 vaccines.

This Business Associate and Confidentiality Agreement (Agreement) is intended to protect the privacy
and security of all Personal Data, including Protected Health Information, that the Vendor may receive
from, host, transmit, create and/or otherwise access on behalf of a Commonwealth Site in the
performance of its obligations to the Department, and to ensure that the Commonwealth Sites comply
with the requirements of the Health Insurance Portability and Accountability Act of 1996 (HIPAA), the
HIPAA Privacy and Security Rules, 45 C.F.R. Parts 160 and 164, and the HITECH Act; the Fair
Information Practices Act (FIPA), M.G.L. ¢. 66A; and M.G.L. c. 93H.

DEFINITIONS FOR USE IN THIS SECTION

All terms used, but not otherwise defined herein shall be construed in a manner consistent with the HIPAA
Privacy and Security Rules, The Fair Information Practices Act, and other applicable state or federal privacy
or confidentiality laws.

“Breach” means the acquisition, access, use, or disclosure of protected health information in a manner
not permitted under HIPAA or M.G.L. c. 93 H which compromises the security or privacy of the PHI.

“Business Associate” means a person or entity, who, on behalf of a HIPAA covered entity, and other
than in the capacity of a workforce member, performs or assists in the performance of a function or
activity that involves the use or disclosure of protected health information; or provides legal, actuarial,
accounting, consulting, data aggregation, management, administrative, accreditation or financial
services, where the provision of the service involves the use or disclosure of protected health
information.

“Commonwealth Site” is as defined in the Contract.
“Contract” means the underlying Contract entered into in connection with this Agreement.
“Data Subject” means an individual to whom Personal Data or Protected Health Information refers.

“Electronic Media” means:

e Electronic storage media including memory devices in computers (hard drives) and any
removable/transportable digital memory medium, such as magnetic tape or disk, optical disk,
or digital memory card; or

e Transmission media used to exchange information already in electronic storage media.
Transmission media include, for example, the internet (wide-open), extranet (using internet
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technology to link a business with information accessible only to collaborating parties), leased
lines, dial-up lines, private networks, and the physical movement of removable/transportable
electronic storage media. Faxes sent directly from one fax machine to another, person-to-
person telephone calls, video teleconferencing, and messages left on voice-mail are not
considered transmission media. However, any faxes sent from a computer, including those
made by a fax-back system, are considered transmission media.

“Electronic Protected Health Information” (EPHI) means PHI that is created, accessed, stored, or
transmitted by electronic media.

“The Health Insurance Portability and Accountability Act” (HIPAA) means Public Law 104-191.

“The HITECH Act” means Title XIII of the American Recovery and Reinvestment Act of 2009,
specifically the provisions of Subtitle D — Privacy, which shall hereinafter be included under references
to HIPAA.

“Personal Data” (PD) means any information in any medium concerning an individual, which because
of name, identifying number, mark or description can be associated with a particular individual.
Protected Health Information and Electronic Protected Health Information as defined herein, constitute
subsets of Personal Data.

“Privacy Rule” means the privacy regulations set forth in 45 C.F.R. Parts 160 and 164 and as amended.

“Protected Health Information” (PHI) means information in any form or medium that relates to the
past, present or future, physical or mental condition of an individual; the provision of health care to an
individual; or the past, present or future payment for the provision of health care to an individual; and
that identifies the individual or with respect to which there is a reasonable basis to believe can be used
to identify the individual, that the Vendor receives, creates or uses under the Agreement. The terms
“Protected Health Information” and “PHI” apply to the original data and to any data derived or extracted
from the original data. PHI includes EPHI and is a subset of Personal Data.

“Required By Law” means a mandate contained in law that compels an entity to make a use or
disclosure of protected health information and that is enforceable in a court of law.

“Secretary” means the Secretary for the Office of Health and Human Services or his designee.

“Security Rule” means the Security standards for the protection of EPHI as set forth at 45 C.F.R. Parts
160, 162 and 164 and as amended.

“Security Incident” means the attempted or successful unauthorized access, use, disclosure,

modification, or destruction of information or interference with system operations in an information
system.

II1. OBLIGATIONS OF THE VENDOR

Section 1. Compliance with State and Federal Law. The Vendor acknowledges that in the
performance of its obligations, it may receive PHI.! The Vendor acknowledges that by accepting the

! Hereinafter this Agreement shall use the reference “PHI” to conform to the terms of the HIPAA Privacy
Rule. However, to the extent that Vendor holds any PD, as defined by M.G.L. c. 66A, which does not
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PHI it becomes a “holder” within the meaning of M.G.L. c. 66A and will comply with the requirements
of that law in addition to HIPAA and all other applicable state or federal laws governing the privacy or
security of any PHI subject to this Agreement.

Section 2. Ownership of PHI. The Vendor shall at all times recognize the Department and the
Commonwealth Sites as sole owners of the PHI. Subject to applicable law, the Department shall at all
times have complete control over the access, use, disclosure and disposition of the PHI including, if
relevant, editorial control over the output.

Section 3. Agreements by Third Parties. The Vendor shall not engage a subcontractor or agent that
will receive PHI originating from the Commonwealth Sites or create or receive PHI on behalf of
Commonwealth Sites without prior authorization from the Department. If the Department authorizes
the Vendor in advance to engage such a subcontractor or an agent, the Vendor shall obtain and maintain
a written agreement with each agent or subcontractor. As of the Effective Date of the Contract, the
parties agree that the following are authorized as subcontractors or agents to provide portions of the
VDT Services: Amazon AWS (Amazon) and Google’s cloud storage technology (Google) and that
such subcontractors or agents sites are HIPAA-compliant. The agreement shall provide that such agent
or subcontractor agrees to be bound by the same restrictions, terms and conditions that apply to the
Vendor pursuant to this Agreement withrespect to such PHI, including but not limited to implementing
reasonable and appropriate safeguards to protect the information; provided, however, notwithstanding
the foregoing, Amazon and Google shall be bound by a HIPAA compliant Business Associate
Agreement. All provisions of the Agreement apply to all such PHI, whether in the possession of the
Vendor or any agent or subcontractor. The Vendor is responsible for ensuring each agent’s and
subcontractor’s compliance with all applicable provisions of the Agreement. Uponrequest, the Vendor
shall provide the Department with a copy of the written terms between the Vendor and the subcontractor
or agent.

Section 4. Compliance with Use and Disclosure Provisions. Vendor agrees to comply with the use
and disclosure provisions of HIPAA as established in 45 CFR §164.502(e)(2) and the requirements of
§164.504(e) shall apply to Vendor in the same way they apply to the Commonwealth Sites.

Section 5. Security: Appropriate Safeguards. 45 CFR §§164.308, 164.310, 164.312 and 164.316
shall apply to the Vendor. Vendor agrees to implement administrative, physical and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of the
PHI. Such safeguards shall meet, at a minimum, the standards as set forth in the Privacy and Security
Rules. Appropriate safeguards shall include, at a minimum:

e Protecting the physical and electronic security of the PHI, including any data created, accessed,
stored, or transmitted by electronic media.

e Taking steps to prevent unauthorized access to the PHI, including preventing unauthorized
access through the use of individual Public User and Official User accounts which are password
protected and can also be audited for compliance with the Entitlements set under this
Agreement.

e Providing appropriate training in the privacy and security policies and procedures applicable
to PHI for each of its employees, agents, or subcontractors who will have access to the
Commonwealth Sites PHI as set forth in applicable laws and regulations.

constitute PHI, the PD shall also be covered under all the terms of this Agreement that refer to PHI. For
the avoidance of doubt, these terms are limited to PD, including PHI, received or created by Vendor
pursuant to its obligations in the Contract.
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e Requiring each of its employees, agents, or subcontractors having any involvement with the
PHI to comply with applicable laws and regulations relating to confidentiality and privacy of
the PHI as well as the security of EPHI.

e Unless otherwise authorized in writing, all copies of any Commonwealth Site data stored on
electronic storage media, including thumb drives, controlled by the Vendor, must be destroyed
upon termination of the Agreement. Data must be destroyed so that it cannot be recovered
from the electronic storage media. Acceptable methods include the use of file wiping software
implementing at a minimum Do0D.5200.28-STD (7) disk wiping, and the degaussing of backup
tapes. Electronic storage media such as floppy disks, CDs, and DVDs used to store data must
be made unusable by physical destruction.

e Upon request, the Vendor will furnish the Department with a description of the steps it has
taken to prevent use or disclosure of the PHI not authorized by this Agreement and agrees to
allow authorized representatives of the Department access to premises where the PHI is kept
for the purpose of inspecting security (physical and electronic) arrangements.

Section 6. Non-Secure Transmissions Prohibited. The Vendor agrees that it will not transmit the
PHI over any unsecured network without the prior written permission of the designated representative
of the Department accessing the Vendor services under this Agreement. The Vendor is expected to
comply with NIST standard FIPS 140-2 when transmitting PHI over the Internet.

Section 7. Reporting of Breach or Security Incident. The Vendor shall notify the designated
representative for the Department both orally and in writing within five days following the discovery
of any Breach of PHI, including but not limited to any unauthorized use or disclosure of unsecured PHI
or any security incident compromising or reasonably likely compromising any PHI.

Section 8. Responsibility for Breach Notification. The Vendor shall pay the full cost of Breach
notification for any notification required under HIPAA or M.G.L. c. 93 A, for any Breach for which
Vendor, its agents or employees is responsible or any Breach that occurred through its information
system(s), whether the notice is given by the Department, a Commonwealth Site, or the Vendor.

Section 9. Mitigation. The Vendor shall mitigate, to the extent practicable, any harmful effect that is
known to the Vendor of its use or disclosure of PHI in violation of this Agreement or any security
breach. The Vendor shall in consultation with the Department take measures that the Department deems
appropriate to recover the PHI and prevent a future breach of the confidentiality and security of the
PHI. The Vendor shall report to the Department the results of all mitigation actions taken. Nothing in
this Section will be deemed to waive any of the Department’s or a Commonwealth Site’s legal rights
or remedies that arise from the Vendor’s unauthorized use or disclosure of the PHI or security breach.

Section 10. Red Flags Rule. Where applicable (i.e. where Vendor, in performing its obligations under
the Contract, is acting as a “creditor” (as defined by the federal Red Flags Rule), and at the direction of
the Department, Vendor shall implement and maintain appropriate identity theft management programs
in compliance with the federal Red Flags Rule.

Section 11. Notice of Request for Data. The Vendor agrees to notify the Department within five (5)
days of the Vendor’s receipt of any legal request, court order, or subpoena for PHI. To the extent that
the Department decides to assume responsibility for challenging the validity of such requests, the
Vendor agrees to cooperate fully with the Department in such challenge.

Section 12. Access to PHI. The Vendor shall provide the Department with access to or copies of any
PHI, which it maintains as shall be necessary to meet its obligation under 45 C.F.R. § 164.524 and
M.G.L. c. 66A. Such access or copies shall be provided within five (5) days of a request.
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Section 13. Availability of PHI for Amendment. The Vendor shall make any amendment(s) to PHI
that it received from or created or received on behalf of the Commonwealth Sites that the Department
directs, in order for the Commonwealth Sites to meet obligationsunder 45 C.F.R. § 164.526 and M.G.L.
c. 66A. All such amendments shall be made within ten (10) days of receipt of the request from the
Department.

Section 14. Accounting of Disclosures. The Vendor shall document PHI disclosures and required
information related to such disclosures, as is necessary for the Commonwealth Sites to respond to an
individual’s request for accounting of disclosures of PHI under 45 C.F.R. § 164.528 and M.G.L. c. 66A
and for the Vendor to perform its obligations under the Contract, including but not limited to Section
II.A. The Vendor agrees to provide to the Department, within ten (10) days of the request, an accounting
of disclosures of PHI. At a minimum, the Vendor will provide the following information: (i) the date
of the disclosure, (ii) the name of the entity or person who received the PHI, and if known, the address
of such entity or person, (iii) a brief description of the PHI disclosed, and (iv) a brief statement of the
purpose of such disclosure which includes an explanation of the basis for such disclosure. The Vendor
agrees to implement an appropriate record keeping process to enable it to comply with the requirements
of this Section and to provide upon the Department’s request documentation of its method of tracking
disclosures and a list of all accountings of disclosures provided under this Section.

Section 15. Access by Secretary to Records. The Vendor shall make available to the Department or
the Secretary its internal practices, books, and records including policies and procedures relating to the
use and disclosure of the PHI received from the Commonwealth Sites, or created or received by the
Vendor on behalf of the Commonwealth Sites as well as policies and procedures relating to the
confidentiality and security of the data. The Department or the Secretary shall determine the time and
manner for making such material available for purposes of the Secretary determining the
Commonwealth Sites’ compliance with the Privacy and Security Rules.

Section 16. Prohibition on the Sale of PHI or Electronic Health Records. The Vendor shall comply
with 45 CFR § 164.502(a)(5), which relates to the prohibition on the sale of electronic health records
and PHI.

Iv. PERMITTED USES AND DISCLOSURES BY THE VENDOR

Section 1. Uses and Disclosures of PHI. The Vendor agrees to use or disclose PHI that it receives
from and/or creates or receives on behalf of the Commonwealth Sites only as specified in this
Section IV or as required by law.

A. To Perform its Obligations. The Vendor may use or disclose PHI, or create PHI on behalf of
the Commonwealth Sites, as is necessary for the Vendor to administer or perform the functions,
activities and services that are required to satisfy its obligations. This shall include providing the
Secretary and the Department with full access to such PHI for purposes of auditing the performance
of the Vendor as the Department determines is otherwise necessary. Operations shall include
reporting to the Commonwealth Sites to fulfill state or federal reporting requirements.

B. For Research or Publication. The Vendor agrees that it shall not conduct any research utilizing
the PHI received from the Commonwealth Sites. Further the Vendor agrees that it shall not utilize
the PHI for any publication without the written approval of the Department for the specific
publication.
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C. For Management and Administration. The Vendor may use PHI that it receives from and/or
creates or receives on behalf of the Commonwealth Sites for the proper management and
administration of the Vendor as provided for by 45 C.F.R. § 164.504(e)(1), (3) and (4), provided
that such use complies with the requirements of the Contract, this Business Associate Agreement,
and all other applicable state or federal privacy or confidentiality laws, including but not limited to
internal quality assessment and improvement activities, payment activities to the extent required
by the Contract or otherwise requested by DPH.

Section 2. Minimum Necessary. The Vendor agrees to take reasonable steps to limit the amount of
PHI used and/or disclosed pursuant to Section 1 above to the minimum necessary to achieve the purpose
of the use and disclosure.

OBLIGATIONS OF THE COMMONWEALTH

Section 1. Notice of Privacy Practices. The Department shall notify the Vendor of any limitation(s)
in the Commonwealth Sites notices of privacy practices in accordance with 45 C.F.R. § 164.520, to the
extent that such limitation may affect the Vendor’s use or disclosure of PHI.

Section 2. Revocation of Permission to Use PHI. The Department shall notify the Vendor of any
changes in, or revocation of, permission by an individual to use or disclose PHI, to the extent that such
changes may affect the Vendor’s use or disclosure of PHI.

Section 3. Restriction to Use or Disclose PHI. The Department shall notify the Vendor of any
restriction to the use or disclosure of PHI that a Commonwealth Site has agreed to in accordance with
45 C.F.R. § 164.522, to the extent that such changes may affect the Vendor’s use or disclosure of PHL

Section 4. Notice of Changes and Restrictions. The Department shall notify Vendor of any changes
in, or revocation of, permission by an individual to use or disclose PHI, to the extent such changes
affect Vendor’s permitted or required uses and disclosures. Such notification shall include any
restriction that a Commonwealth Site has agreed to in accordance with 45 CFR § 164.522. If Vendor
receives a request to restrict the disclosure of PHI directly from an Individual, Vendor shall notify the
Department of such request and the Department shall be responsible for making the determination, in
accordance with the Privacy Rule, as to whether Vendor shall comply with the Individual's request.

TERMINATION OR COMPLETION

Section 1. Notification to Secretary. In the event that the Department determines, in its sole
discretion, that the Vendor has materially breached any of its obligations regarding PHI, the Vendor
hereby acknowledges that the Department will have the right to report this breach to the Secretary,
notwithstanding any other provisions of this Agreement to the contrary.

Section 2. Effect of Termination or Completion.

A. The Vendor agrees that within 14 days of the termination or completion of its obligation to the
Department, it will return or destroy, at the Department’s direction and according to standards
approved by the Department, any and all PHI that it maintains in any form, including PHI that
is in the possession of its subcontractors or agents and will retain no copies of the PHI.

B. Notwithstanding the foregoing, to the extent that the Department agrees that if it is not feasible
to return or destroy such PHI, all protections pertaining to any PHI covered by this Agreement
shall remain in force and the Vendor will limit further uses and disclosures of such PHI to those

purposes that make the return or destruction infeasible, for so long as the Vendor maintains
such PHI.
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Section 3. Transition Assistance. Following the termination of its obligation for any reason, the
Vendor agrees to provide transition services for the benefit of the Department, including but not limited
to the transfer of PHI and other data held by the Vendor.

VII. MISCELLANEOUS PROVISIONS

Section 1. Regulatory References. A reference in this Agreement to a section of the Privacy or
Security Rule means the section as in effect or as amended.

Section 2. Survival. The obligations of the Vendor under Part VI of this Agreement shall survive the
termination of this Agreement.

Section 3. Amendment. The Vendor and the Department agree to negotiate to amend the Business
Associate Agreement to the extent necessary to allow either party to comply with amendments to the
Privacy or Security Rules or the Standards for Electronic Transactions.

Section 4. Remedies. Nothing in this Agreement shall be construed to waive or limit any of the
Commonwealth Sites’ legal rights or remedies that may arise from the Vendor’s unauthorized use or
disclosure of PHI or security breach. The Department’s exercise or non-exercise of any authority under
the Agreement including, for example, any rights of inspection or approval of privacy or security
practices or approval of subcontractors, shall not relieve the Vendor of any obligations as set forth
herein nor be construed as a waiver of any of the Vendor’s obligations, or as an acceptance of any
unsatisfactory practices, or privacy or security failures by the Vendor.

Section 5. Interpretation. Any ambiguity in this Agreement shall be resolved to permit the
Commonwealth Sites to comply with HIPAA’s Privacy or Security Rules, M.G.L. c. 66A, M.G.L. c.
93 H, and any other law pertaining to the privacy or security of PHI.
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