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January 4, 2019

Client name
Client address

Dear Client:

Our office was made aware of an incident involving your personal information. A package containing your document
was mailed to client’s name old address as the new address was not updated with the advisor. The personal information
on the document included your name, address, account nuraber and Social Security Number. Due to the sensitive
nature of this information, I wanted to notify you of this incident.

We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service
associates to use extra caution when verifying callers and to confirm the signature on written requests related to your

accounts.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit
monitoring program for one year at no expense to yon. This program is administered by EZ Shield, Inc. The
services include resolution assistance by certified fraud experts, Internet Monitoring which will alert you if your
information is being traded on the dark web, and credit monitoring to keep you informed of changes to your
information within the Experian credit bureas. To obtain these services, please go to
hitps:/myidentitv.czshield.com/protecion.and insert code: XXXXX

None of us like to hear about incidents involving our personal information. And in situations like this, taking a few
pradent steps can further protect you against the potential misuse of your information. That’s why we recommend
the following actions:

¢ Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:

P.0.Box 740241 - P.O.Box 9554 2 Baldwin Place

Atlanta, GA ~ ~ ;- Allen, TX 75013 P.0. Box 1000
30374 o . (888)397-3742 . Chester, PA
(800) 525-6285 experimcom - 19022 .
equifax.co_m Ui {(800)680-7289
oD raisunion.com

»  Thoroughly review your account statoments and transaction confirmations.
-»  Closely monitot all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there
is no unauthorized activity.
» Review any solicitations you receive in the near future.




» Be vigilant if you receive a call from someone who claims to represent Ameriprise Finaneial. If you have any
doubts about the caller, hang up and call your advisor to verify the validity of the call.
6 Read the enclosed educational brochure which provides resources and measures to help protect against
identity theft.
o Additional information is avaitable on ameriprise.com/privacy-security-fraud/
« The Federal Trade Commission also has many resources available to help protect against identity theft.
Contact them at:

600 Pennsylvania Avenue, NW
Washington, DC 20580
(877 438-4338
identitytheft.gov

e If'you notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service at (800)
862-7919 immediately. We are here to help.

If you have any questions, please do not hesitate to contact Arthur Meconi at 603.232.8266, Please accept my
sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,

Pankhuri Bajpai
Sr. Associate- Privacy Office
Ameriprise Financial, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure

© 2018 Ameriprise Financial, Inc. Al rights reserved

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

kidi 144 ]




Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, plcase be aware that placing a security freeze on your credit repost rmay delay, interfere
with, or prevent the timely approval of any requests you make for new loans, credit mortgages, employmert,
housing or other services.

If you have been a victim of identity theft, and you provide the credit reporting agency with a valid police report, it
cannot charge you to place, lift or remave a security freeze, In all other cases, a credit reporting agency may charge
you up to $5.00 each to place, temporarily [ifi, or permanently remove a security freeze.

To place a security freeze on your credit report, you must send a written request to each of the three major consumer
repotting agencies: Equifax (wwwigquificeom); Experian (Www:.ex perian.con); and TransUnion
(wwwiransunion.com) by regular, certified or overnight mail at the addresses below:

'P.0, Box 105788 | P.O. Box 9554 PO, Box 2000
Atlanta, GA 30348 . Allen, TX 75013 © | Chester, PA 19022:2000

‘www, freeze equifax. | wwwexperiancom/fieeze | wyew.froeze.fransunion.com
(R00) 685-1111 - - | (888)397-3742 . | (888) 909-8872

In order to request a security freeze, you will need to provide the following information; *
1. Your full name (including middle initial as well as Jr., Sr., II, 1IL, etc.);
2. Social Security Number;
3. Date of birth;
4. Ifyou have moved in the past five (5) years, provide the addresses where you have Tived over the prior five
YORrs;
Proof of current address such as a current utility bili or telephone bill;
A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.)
7. 1f you are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft;
8. If you are not a victim of identity theft, include payment by check, money arder, or credit card (Visa,
MasterCard, American Express or Discover only). Do not send cash through the mail.

o -

The credit reporting agencies have three (3) business days afier receiving your request to place a security freeze on
your credit report. The credit bureaus must also send writtert confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password, or both that can be used by you to
awthorize the removal or lifting of the security freeze,

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting agencies by mail and inciude proper identification (name, address,
and social security number) and the PIN number or password provided to you when you placed the security freeze
as well as the identities of those entities or individuals you would like to receive your credit report or the specific
period of time you want the credit report available. The credit reporting agencies have three (3) business days afier
receiving your request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and social security number) and the PIN number or password provided
to you when you placed the security freeze. The credit bureaus have three {3) business days after receiving your
request to remove the security freeze.
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