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<<Addrasgis>
<<Addressgd>>
<< City>>, <<Glatary << Zip>>

Dear «<FirstName=» «<lastName>>»,

We are writing to tell you about a data security incident that may have exposed some of your personal information.
We take the privacy and confidentfality of your information very seriousty. For this reason, we are contacting you -
directly to exptlain the circumstances of the incident.

What happened?

On December 27, 2018, we discovered an unauthorized third party gained access to the systems at our Lake Pulmonary
Critical Care, now known as AdventHealth Medical Group Pulmonary & Sleep Medicine at Tavares, beginning in
August 2017. We immaediately took steps to secure our systems and began an investigation into this incident.

What information was involved?

The information involved may have included your name, Social Security number, gender, race, address, email, phone
number, date of birth, health insurance information, height, weight, and medical history.

What we are doing:
AdventHealth is implementing improved processes o enhance auditing and system safeguards.

Additionally, to help relieve concerns and restore confidence following this incident, we have secured the services of
Kroll to provide identity monitoring at no cost to you for one year. Kroll is a global leader in risk mitigation and response,
and their tearn has extensive experience helping people who have sustained an unintentional exposure of confidential
data. Your identity monitoring services include Credit Monitoring, Fraud Consultation, and ldentity Theit Restoration.
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You have untit April 25, 2019 fo activat
‘Membership Number; <<Mamber 15> . '

To receive credit services by.mail instead of online, please call 1-866-472-8819. Additional information describing
your services is included with this letter,

What you can do.

Please review the enclosed “"Additional Steps You Can Take” section included with this letter. This section describes
additional steps you can take to help protect yourself. We also recommend you review the Explanation of Benefits
you receive from your health insurer. If you see services you did not receive, please contact the health insurer
immediately.
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For more information.

Protecting your information is important to us, and we regret any concerns this incident may cause you. If you
have questions, please call 1-866-472-8819, Monday through Friday from 9:00 a.m. to 6:30 p.m. Eastern Time.
Your membership number is focated in the box above. Please have this number ready when you call.

Sincerely,

Elizabeth Skinner
Regional Corporate Responsibility Officer
AdventHealth

ADDITIONAL STEPS YOU CAN TAKE

We remind you it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing your account
statements and free credit reports for any unauthorized activity. You may obtain a copy of your credit report, free of
charge, once every 12 months from each of the three nationwide credit reporting companies. To order your annual
free credit report, please visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for
the three nationwide credit reporting companies is as follows: '

* FEquifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
s Experian, PO Box 2002, Allen, TX 75013, www.expetian.com, 1-888-397-3742
* TransUnion, PO Box 2000, Chester, PA 18016, www.transunion.com, 1-800-916-8800

if you believe you are the victim of identity theft or have reason to believe your personal information has been misused,
you should immediately contact the Federal Trade Commission and/or the Attorney General's office in your state.
You can obtain information from these sources about steps an individual can take to avoid identity theft as well as
information about fraud alerts and security freezes. You should also contact your local law enforcement authorities
and file a police report. Obtain a copy of the police raport in case you are asked to provide copies to creditors to
correct your records. Contact information for the Federal Trads Commission is as follows:

* Federal Trade Commission, Consumer Response Centre, 600 Pennsylvania Avenue NW, Washington, DC
20580, 1-877-IDTHEFT {438-4338), www.ftc.gov/idtheft

If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhode Island, you may
contact and obtain information from your state attomey general at;

» Connecticut Attorney General’s Office, 55 Eim Street, Hartford, CT 06106, 1-860-808-5318, www.cf.govlag

» Maryland Attorney General’s Office, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 / 1-410-576-6300,
www.oag.state.md.us

* Office of the Massachusetts Atforney General, One Ashburton Place, Boston, MA 02108, 1-617-727-8400,
www.mass.gov/ago/contact-us.htral

s North Carolina Attorney General’'s Office, 9001 Mail Service Centre, Raleigh, NC 27699, 1-918-716-6400 /
1-877-566-7226, www.hcdoj.gov

* Rhode Istand Attorney General's Office, 150 South Main Street, Providence, RI 02903, 1-401-274-4400,
www.riag.ri.gov

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetis or Rhode Istand
law, you have the right to file and obtain a copy of a police report. You also have the right to request a security freeze.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that.you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud
alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit report

if you have already been a victim of identity theft with the appropriate documentary proof, An extended fraud alert
stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting any of the
three national credit reporting agencies.

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting agencies place
“fraud alerts” in your file to let potential creditors and others know that you may be a victim of identity theft, as described
below, You also have a right to place a security freeze on your credit report, as described below,




Credit Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit file, free of
charge, so that no new credit can be opened in yaur name without the use of a PIN that is issued to you when you
initiate a freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a security freeze, potential creditors and other third parties will not be able 1o get
access to your credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay your
ability to obtain credit.

There is no fee to place or lift a secutity freeze. Uniike a fraud alert, you must separately place a security freeze on
your credit file at each credit reporting company. For information and instructions to place a security freeze, contact
each of the credit reporting agencies at the addresses below:

s Experian Security Freeze, PO Box 9554, Allen, TX 75613, www.experian.com
» TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
* FEquifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com

To request a security freeze, you will need to provide the following information:

. Your full name (including middle initial as well as Jr., Sr., i, lli, etc)

. Social Security number

. Date of birth

. If you have moved in the past five years, provide the addresses where you have lived over the prior five years
. Proof of current address such as a current utility bill or telephone bifl
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. Alegible photocopy of a governiment issued identification card {state driver’s license or 1D card, military
identification, etc))

7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft

The credit reporting agencies have one business day after receiving your request by toli-free telephone or secure
electronic means, or three business days after receiving your request by mail, to place a security freeze on your
credit report. The credit bureaus must also send writien confirmation to you within five business days and provide
you with a unigue personal identification humber (“PIN”) or password or both that can be used by you to authorize
the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, or to lift a security
freeze for a specified period of time, you must submit a request through a toll-free telephone number, a secure electronic
means maintained by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail to
the credit reporting agencies and include proper identification (name, address, and Social Security number} and the PIN
or password provided to you when you placed the security freeze as well as the identity of those entities or individuals
you would like 1o receive your credit report or the specific period of time you want the credit report availabie. The credit
reporting agencies have one business day after recelving your request by foll-free telephone or secure electronic means,
or three business days after receiving your request by mail, 1o lift the security freeze for those identified entities or for the
specified period of thme.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure electronic
means maintained by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail
to each of the three credit bureaus and include proper identification (name, address, and Social Security number)
and the PIN number or password provided to you when you placed the security freeze. The credit bureaus have one
business day after receiving your reguest by toli-free telephone or secure electronic means, or three business days
after receiving your request by mail, to remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the
accuracy, fairess, and privacy of information in the files of consumer reporting agencies. The FTC has published alist of
the primary rights created by the FCRA (https:/www.consumet.fte.gov/articles/pdf-0096-fair-credit-reporting-act.pdf), and
that article refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s fist of FCRA rights includes:

¢ You have the right to receive a copy of your credit report. The copy of your report must contain all the information
*in your file at the time of your request.

» Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion — is required to provide
you with a free copy of your credit report, at your request, once every 12 months.




¢ You are also entitled to a free report if a company takes adverse action against you, like denying your application
for credit, insurance, or employment, and you ask for your report within 60 days of receiving notice of the action.
The notice will give you the name, address, and phone number of the credit reporting company. You are also =
entitled to one free report a year if you're unemployed and plan to look for a job within 60 days; if you are on
welfare; or if your report is inaccurate because of fraud, including identity theft.

* You have the right to ask for a credit score.
* You have the right o dispute incomplete or inaccurate information.
« Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.

= Consumer reporting agencies may not report outdated negative information.

* Access to your file is limited. You must give your consent for reports to be provided to employers.

» You may limit “prescreened” offers of credit and insurance you receive based on information in your credit report.
* You may seek damages from violators.

s |dentity theft victims and active duty military personnel have additional rights,

Kroll.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've been provided with access to the follgwing services' from Kroll:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied
for in your name. If you do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who can help
you determine if it's an indicator of identity theft.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to pratect your identity, explaining your rights and protections under the law, assistance with fraud
alerts, and interpreting how personal information is accessed and used, including investigating suspicious activity
that could be tied to an identily theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator wifl work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the o
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it. '

1 Kroll’s activation websila is only compatible with the current version or one version earlier of Internet Explorer, Chrome, Firefox, and Safari.
To receive credit services, you must be over the age of 18 and have established credit in the U.S,, have a Social Security number in your
name, and have a U.8. residential address associated with your credit file.



