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We are writing to notify you that dee—te—a-mineor-gn Janvary 17, 2013,
Seuthern Mass Credit Dnion was nuotified that a data seswrdsy breach involving

one of our third-party partners ocourred; resulting in wminimal-r- unauvthorized
disciozure of member information.acee: FrrPoE—persenat-—informetton—as

ebtaineds We—were netifisd-The disclosure occurred on or about December 28,
2018 as reported by the third-=party. es A0 khat—thisincident otcureed
on—ear-abetkt—i2A2018—Southern Mass Credit Union has confirmation that the
whH—m—E&Ee—e-é——t—a-ls-ml&@rdeﬁ%lss has been remediatedresclved by the third-
party ., —and-prosent

Flease be assured that the information cbtained was limited to your name,
address and member number. Aftesw omplote—tnveskhgatt we Scuthern Mass

SErga B

tavehas confirmed that at no time was any other identifiable information
obtained, accessed or disclesed.

Fo—pz w—one—step—fustheryIn following our internal security protocel
we will be chanclnc your member number to ensure further protection.-we-adse
HESH— T REeeuHs L, re-change your-member—sammirer— At your earliest convenience,
please call : Lo e G Fl - e SRR S B BD-gpeak-wi bR - Panbe-Travers S0 We can
begin that ;Jrocess.. We—will—need —you-& me—by—the—braneh-E BEadin—th

culd bhav

L ghontd contact wus.
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Under Massachusetts law, you have the right to file a police report and obtain
a copy of it. The law alsc allows you to place a security freeze on their
credit reports. A security freeze prohibits a credit reporting agency from
releasing any information from your credit report without writhten
authorization. However, please be aware that placing a security freeze on
your credit report may delay, interfere with, or prevent the timely approval
of any requests vyou make for new loans, credit mortgages, employment, housing
or other services. If you have been a victim of identity theft, and you provide
the credit reporting agency with a valid police report, they cannot charge you
to place 1lift or remove a security freeze. ‘In all other cases, a credit
reporting agency may charge you up to $5.00 each to place, temporarily 1lift,
or permanently remove a security freeze. To place a sacurity freeze on your
credit report, you must contact the following bureaus:

Equifax
Equifax.comjpersonal/credit—report~services
B00-685-1111

Experian

Experian.com/help

888-EXPERIAN {888-397-3742)

Transunion

TransUnion.com/credit-helip

888-909-8872

vou will need to supply your nome, address, date of birth, Social Security
number and other personal information. After receiving your freeze request:,
each credit bureau will provide you with & unique PIN (persocnal identification
nurber} or password. Keep the PIN or password in a safe place. You will need it
if you choose to 1ift the freeze.

The credit reporting agencies have three (3} business days after receiving
your request to place a security freeze on your credit report. The credit
bureaus must also send written confirmation to you within five (5) business
days.

If you have further guestions in regards to the security freeze, please visit
https://www.consumer.ftc.gov/articles/D4974credit—free29mfaqs#place

To obtain a free credit report, you can do so by calling 1-877-322-8228 ox by
accessing www.annualcreditreport.com for more details.






