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January 31, 2019

Dear |

Data Facts is writing to inform you of an incident that may affect the security of vour personal
information. Recently, Data Facts processed your background check on behalf of h

. While we have no evidence that your information was subject to actual or attempted
misuse, we are providing you with information on what you can do to protect yourself against
identity theft and fraud.

Data Fact takes the privacy and the security of your personal information very seriously. After
learning of this incident, we launched an investigation to determine whose information may be
impacted.

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months
at no cost to you. The following identity protection services start on the date of this notice and you
can use them at any time during the next 12 months. '

AllClear Identity Repair; This service is automatically available to you with no enrollment required.
If a problem arises, simply call 1-855-239-9532 and a dedicated investigator will help recover
financial losses, restore your credit and make sure your identity is returned to its proper condition.

AllCIear Fraud Alerts with Credit Monitoring: This service offers the ability to set, renew, and
remove 90-day fraud alerts on your credit file to help protect you from credit fraud. In addition, it
provides credit monitoring services, a once annual credit score and credit report, and a $1 million
identity theft insurance policy. For a child under 18 years old, AllClear ID ChildScan identifics acts
of fraud against children by searching thousands of public databases for use of your child’s
information. To enroll in this service, you will need to provide your personal information to
AliClear ID. You may sign up online at enroll.aliclearid.com or by phone by calling 1-855-239-
9532 using the following redemption code: .

We encourage you to remain vigilant for incidents of identity theft and fraud, to review your
account statements, and to monitor vour credit for suspicious activity. Under U.S. law you are
entitled to one free credit report annually from each of the three major credit reporting bureaus.
To order your free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-
8228. You may also contact the three major credit bureaus directly to request a free copy of your
credit report.

At no charge, you can also have these credit bureaus place a “fraud alert” on your file that alerts
creditors to take additional steps to verify your identity prior to granting credit in your name. Note,




however, that because it tells creditors to follow certain procedures to protect you, it may also
delay your ability to obtain credit while the agency verifies your identity. As soon as one credit
bureau confirms your fraud alert, the others are notified to place fraud alerts on your file. Should
you wish to place a fraud alert, or should you have any questions regarding your credit report,
please contact any one of the agencics listed below.

Equifax Experian TransUnion

P.0. Box 105069 P.O. Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
1-800-525-6285 1-888-397-3742 1-800-680-7289
www.equifax.com WWW.experian.com www.lransunion.com

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. If you are the victim of identity theft, you also have the right to file a police report and
obtain a copy of it.

Under Massachusetts law, consumers may place a security freeze on their credit reports. A security
freeze prohibits a credit reporting agency from releasing any information from a consumer’s credit
report without the consumer’s written authorization. However, please be advised that placing a
security freeze on your credit report may delay, interfere with, or prevent the timely approval of
any requests you make for new loans, credit mortgages, employment, housing, or other services.

If you have been the victim of identity theft, and you provide the credit reporting agency with a
valid police report, it cannot charge you to place, lift or remove a security freeze. In all other cases,
a credit reporting agency may charge you up to $5.00 each to place, temporarily lift, or
permanently remove a security freeze.

To place a sccurity freeze on your credit report, you must send a written request to each of the
three major consumer reporting agencies: Equifax (www.equifax.com), Experian
(www.experian.com), and TransUnion (www.transunion.com) by regular, certified or overnight
mail to the addresses below:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000

In order to request a security freeze, you will need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., 11, HI, etc.);
2. Social Security number; '
3. Date of birth;
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4. 1If you have moved in the past five (5) years, provide the addresses where you have lived
over the prior five years;

5. Proof of current address, such as a current utility bill or telephone bill;

6. A legible photocopy of a government-issued identification card (state driver’s license or
ID card, military identification, etc.);

7. If you are a victim of identity theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft;

8. If you are not a victim of identity theft include payment by check, money order, or credit
card (Visa, MasterCard, American Express or Discover only). Do not send cash through
the mail.

The credit reporting agencies have three (3) business days after receiving your request to place a
security freeze on your credit file report. The credit bureaus must also send written confirmation
to you within five (5) business days and provide you with a unique personal identification number
(PIN) or password, or both, that can be used by you to authorize the removal or lifting of the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must call or send a written request to the credit reporting agencies by mail and include
proper identification (name, address, and Social Security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report or the specific period of time
you want the credit report available. The credit reporting agencies have three (3) business days
after receiving your request to remove the security freeze.

To remove the security freeze, you must send a written request to each of the three credit bureaus
by mail and include proper identification (name, address, and Social Security number) and the
PIN number or password provided to you when you placed the security freeze. The credit bureaus
have three (3) business days after receiving your request to remove the security freeze.

You can also further educate yourself regarding identity theft, security freezes, and the steps you
can take to protect yourself, by contacting your state Attorney General or the Federal Trade
Commission. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW,
Washington, DC 20580; www.ftc.gov/idtheft; 1-877-ID-THEFT (877-438-4338); and TTY: 866-
653-4261. The Federal Trade Commission also encourages those who discover that their
information has been misused to file a complaint with them. You can also obtain further
information on how to file such a complaint by way of the contact information listed above.
Instances of known or suspected identity theft should also be reported to law enforcement.

We recognize that you may have questions that are not answered in this letter. We have established
a confidential, toll-free hotline to assist you with questions regarding this incident, the free services
we are making available, and steps you can take to protect yourself against identity theft and fraud.
The hotline is available at 1-855-239-9532 between 8:00 am and 8:00 pm CT, Monday through
Saturday, excluding major holidays.
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Again, Data Facts takes the privacy and security of the personal information in our care seriously.
We sincerely regret any inconvenience or concern this may cause you.

Sincerely,

:.i\\:“;"} \&‘L\_)\Qu .:;\L s ‘ﬂ‘;’j.

Daphne Large, CEO




Consumer Financial Protection Bureau

Remedying the Effects of Identity Theft Para informacion en espanol, visite
www.consumerfinance.gov/learnmore o escribe a la Consumer Financial Protection Bureau, 1700 G Street
N.W., Washington, DC 20552

You are receiving this information because you have notified a consumer reporting agency that you
believe that you are a victim of identity theft. Identity theft occurs when someone uses your name, Social
Security number, date of birth, or other identifying information, without authority, to commit fraud. For
example, someone may have committed identity theft by using your personal information to open a credit
card account or get a loan in  your name. For more information,  visit
www.consumerfinance.gov/learnmore or write to: Consumer Financial Protection Bureau, 1700 G Street
N.W., Washington, DC 20552.

The Fair Credit Reporting Act (FCRA) gives you specific rights when you are, or believe that you are, the
victim of identity theft. Here is a brief summary of the rights designed to help you recover from |dent|ty
theft.

1. You have the right to ask that nationwide consumer reporting agencies place "fraud alerts" in your
file to let potential creditors and others know that you may be a victim of identity theft. A fraud alert can
make it more difficult for someone to get credit in your name because it telis creditors to follow certain
procedures to protect you. it also may delay your ability to obtain credit. You may place a fraud alert in
your file by calling just one of the three nationwide consumer reporting agencies. As soon as that agency
processes your fraud alert, it will notify the other two, which then also must place fraud alerts in your file.

s Equifax: 1-800-685-1111; www.equifax.com

»  Experian; 1-888-397-3742; www.experian.com

» TransUnion: 1-800-888-4213; www.transunion.com

An initial fraud alert stays in your file for at least 90 days. An extended alert stays in your file for seven
years. To place either of these alerts, a consumer reporting agency will require you to provide appropriate
proof of your identity, which may include your Social Security number. If you ask for an extended alert,
you will have to provide an identity theft report. An identity theft report includes a copy of a report you
have filed with a federal, state, or local law enforcement agency, and additional information a consumer
reporting agency may require you to submit. For more detailed information about the identity theft
report, visit www.consumerfinance.gov/learnmore.

2. You have the right to free copies of the information in your file (your "file disclosure"}. An initial
fraud alert entitles you to a copy of all the information in your file at each of the three nationwide
agencies, and an extended alert entitles you to two free file disclosures in a 12-month petiod following
the placing of the alert. These additional disclosures may help you detect signs of fraud, for example,
whether fraudulent accounts have been opened in your name or whether someone has reported a change
in your address. Once a year, you also have the right to a free copy of the information in your file at any
consumer reporting agency, if you believe it has inaccurate information due to fraud, such as identity
theft. You also have the abhility to obtain additional free file disclosures under other provisions of the FCRA.
See: www.consumerfinance.gov/learnmore.

3. You have the right to obtain documents relating to fraudulent transactions made or accounts
opened using your personal information. A creditor or other business must give you copies of applications
and other business records relating to transactions and accounts that resulted from the theft of your




identity, if you ask for them in writing. A business may ask you for proof of your identity, a police report,
and an affidavit before giving you the documents. It may also specify an address for you to send your
request. Under certain circumstances, a business can refuse to provide you with these documents. See.
www.consumerfinance.gov/learnmore.

4, You have the right to obtain information from a debt collector. If you ask, a debt collector must
provide you with certain information about the debt you believe was incurred in your name by an identity
thief - like the name of the creditor and the amount of the debt.

5. if you believe information in your file results from identity theft, you have the right to ask that a
consumer reporting agency block that information from your file. An identity thief may run up bills in your
name and not pay them. Information about the unpaid bills may appear on your consumer report. Shouid
you decide to ask a consumer reporting agency to biock the reporting of this information, you must
identify the information to block, and provide the consumer reporting agency with proof of your identity
and a copy of your identity theft report. The consumer reporting agency can refuse or cancel your request
for a block if, for example, you don't provide the necessary documentation, or where the block results
from an error or a material misrepresentation of fact made by you. if the agency declines or rescinds the
black, it must notify you. Once a debt resulting from identity theft has been blocked, a person or business
with notice of the block may not seli, transfer, or place the debt for collection.

6. You also may prevent businesses from reporting information about you to consumer reporting
agencies if you believe the information is a result of identity theft. To do so, you must send your request
to the address specified by the business that reports the information to the consumer reporting agency.
The business will expect you to identify what information you do not want reported and to provide an
identity theft report. '

To learn more about identity theft and how to deal with its consequences, visit
www.consumerfinance.gov/learnmore, or write to the Consumer Financial Protection Bureau. You may
have additional rights under state law. For more information, contact your local consumer protection
agency or your state Attorney General.

In addition to the new rights and procedures to help consumers deal with the effects of identity theft, the
FCRA has many other important consumer protections. They are described in more detail at
www.consumerfinance.gov/learnmore.




