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CONCORD POLICE DEPARTMENT
216 WALDEN STREEY
2.0, BOK 518
GONCORD, MASSACHUSETTS 01742
oL (075) 3483400 « FAX: (B78) 3692420
ERAAIL: neonnoi@ioneordma.goy '

|V s3 7

JOSEPH F. O'CONNOR

ain npRvAGRIbGE CHIEF OF POLICE

february 7, 2019

{First Name]Last Name]
[Address 1]
[Address 2]

Activation Code: <<Activation Code>>

Dear [First Name]jl[Last Name}:

1 am writing to inform you of an incident that may have resulted in the disclosure of your name, address, date of birth,
driver’s license number and Social Security number. We take the security of your information very seriously and sincerely

apologize for any concern this incident may cause.

Under Massachusetts Law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law aiso allows consumers to place a security freeze on their credit reports. A security freeze prohibits a
credit reporting agency from releasing any information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment, housing or other services, As of
September 21, 2018, it is free to freeze and unfreeze your credit file.

To place a security freeze on your credit report, you must send a written request to each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian {www.experian.com}; and Trans Union (www.transunion.com}
by regular, certified or overnight mail to the addresses below (or to an updated address on the referenced websites):
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Equifax information Services LLC Experian Security Freeze TransUnion (FVAD)

£.0. Box 105788 P.0. Box 9554 £.0. Box 160

Atlanta, GA 30348-5788 Allen, TX 75013 Woodlyn, PA 19094

www.freeze.equifax.com www.experian.com/freeze www.transunion.com/credit-freeze
Phone: 1-800-525-6285 Phone: 1-888-397-3742 Phone: 1-888-909-8872 : '

In order to request a security freeze, you will need to provide the following information:
e Your full name {including middle initial as weli as Jr., Sr., 1, I, etc.};



* Social Security number;

e Date of birth;

« If you have moved in the past five (5) years, provide the addresses where you lived over the prior five years;

e Proof of current address such as a current utility bill or telephone bill;

e Alegible photocopy of a government issued identification card (state driver's license or 1D card military
identification, etc.});

« If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft.

The credit reporting agencies have three (3} business days after receiving you request to place a security freeze on your
credit report. The credit bureaus must also send written confirmation to you within five (5) business days and provide
you with a unique personal identification number (PIN) or password, or both that can be used by you to authorize the
removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call or
send a written request to the credit reporting agencies by mail and include proper identification (name, address, and
Social Security number} and the PIN number or password provided to you when you placed the security freeze as well as
the identities of those entities or individuals you would like to receive your credit report or the specific period of time
you want the credit report available. The credit reporting agencies have three (3) business days after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include
proper identification {name, address, and Social Security number) and the PIN number or password provided to you
when you piaced the security freeze, The credit bureaus have three {3) business days after receiving your request to
remove the security freeze.

At this time, there is no indication that your information has been misused. As a safeguard, we have arranged for you to
enroll, at no cost to yoy, in an online credit monitoring service (myTrueidentity) for one year by TransUnion Interactive,
a subsidiary of TransUnion,® one of the three nationwide credit reporting companies.

How to Enroll: You can sign up online or via U.S. mail delivery.

e Toenroll in this service, go to the myTrueldentity website at www.MyTrueldentity.com and, in the space
referenced as “Enter Activation Code,” enter the 12-letter Activation Code <<Inseit Unigue 12-letter Activation
Code>> and follow the three steps to receive your credit monitoring service online within minutes,

« If you do not have access to the Internet and wish to enroll in a similar offline, paper-based credit monitoring
service, via U.S. mail delivery, please call the TransUnion Fraud Response Services toll free hotline at 1-855-288-
5422. When prompted, enter the six-digit telephone passcode 637085 and follow the steps to enroll in the
offline credit monitoring service, add an initial fraud alert to your credit file, or to speak to a TransUnion .
representative if you believe you may be a victim of identity theft. '

You can sign up for the online or offline credit monitoring service anytime between now and May 31, 2019. Due to
privacy laws, we cannot register you directly. Please note that credit monitoring services might not be available for
individuals who do not have a credit file with TransUnion or an address in the United States (or its territories) and a valid
Social Security number. Enrofling in this service will not affect your credit score.




ADDITIONAL DETAILS REGARDING YOUR 12-MONTH COMPLIMENTARY CREDIT MONITORING SERVICE:

¢ Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit report
and credit score.

o The daily credit monitoring cervice will notify you if there are any critical changes to your credit file at
TransUnion, including fraud alerts, new inquiries, new accounts, new public records, late payments, changes of
address, and more.

e The service also includes access to an identity restoration program that provides assistance in the event that
your identity is compromised and up to $1,000,000 in identity theft insurance with no deductible. (Policy
limitations and exclusions may apply.)

We encourage you to enroltin myTrueldentity. in addition, we recommend you take the following steps as soon as

possible:

« Call the toli-free numbers of any one of the three major credit bureaus {above) to place a fraud alert on your
credit report. This can help prevent an identity thief from opening additional accounts in your name. As soon as
the credit bureau confirms your fraud alert, the other two credit bureaus will automaticaily be notified to place
alerts on your credit report, and all three reports will be sent to you free of charge. ‘

e Order your credit reports. By establishing a fraud alert, you will receive a follow-up letter that will explain how
you can receive & free copy of your credit report. When you receive your credit report, examine it closely and
look for signs of fraud, such as credit accounts that are not yours.

e Continue to monitor your credit reporis. Even though a fraud alert has been placed on your account, you should
continue to monitor your credit reports 1o ensure an imposter has not opened an account with your personal
information.

e Review your payment card statements carefully. Look for credit or debit card charges you do not recognize. If
you find fraudulent charges, contact your credit card company or bank right away, report the fraud, and request
a new payment card number.

Enclosed is a packet which contains additionat information and can be used should you experience unusual activity on an
account or should you have concerns about identity theft. Please contact Lieutenant Morahan or Detective Sergeant

Young if you need any further assistance.

" The Concord Police Department prides itself on the service we deliver to the community. We want to assure you that we
remain dedicated to protecting your personal information, and are taking steps to ensure this does not happen again.

We sincerely regret any inconvenience that this incident may cause you. Should you have any questions or concerns
about this incident, please contact Lieutenant Joseph Morahan imorahan@concordma.gov {978-318-3404) or Detective
Sergeant Jeffrey Young voung@concordma, gov (978-318-3409) for more information.

Sincerely,

/s/ Joseph O'Connor
Joseph O’Connot

Chief of Police

Concord Police Department




Additional Important Information

. For residents of Howaii, Michigan, Missouri, Virginig, Vermont, and North Carofing: |t is recommended by state law that you remain vigitant for
incidents of fraud and identity theft by reviewing credit card account statements and manitoring your credit report for unauthorized activity.

Eor residents of Hinois, lowa, Maryland, Missour], North Caroling, Oregon, and West Virginia:

It is required by state laws to inform you that you may obtain a copy of your credit report, free of charge, whether or not you suspect any
unauthorized activity on your account. You may obtain a free copy of your credit report from each of the three nationwide credit reporting
agencies. To order your free credit report, please visit www.annualcreditreport.com, or call toli-free at 1-877-322-8228. You can also order your annual
free credit report by mailing a completed Arnnual Credit Report Request form {available at https://www.consumer.ftc.gov/articles/ﬂlss~free-cred§t—reports)
to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281.

For residents of lowa:
state law advises you to report any suspected identity theft to law enforcement or to the Attorney General.

For residents of Oregon: ]
State laws advise you to report any suspected identity theft to law enforcement, including the Attorney General, and the Federal Trade

Commission.

For residents of Maryland, Rhode Isignd, Hiinois, and Naorth Carolina:
You can obtain information from the Marytand and North Carclina Offices of the Attarneys General and the Federal Trade Commission

about fraud alerts, security freezes, and steps you can take toward preventing identity theft.

Matryland Office of the Rhode Island Office of the Attorney North Carolina Office of the federal Trade Commission
Attorney General General Attorney General Consumer Response Center
Consumer Protection Division Consumer Protection Consumer Protection Division 600 Pennsylvania Ave, NW
200 5t. Paul Place 150 South Main Street 2001 Mail Service Center Washington, DC 20580
Baltimore, MD 21202 Providence R1 02903 Raleigh, NC 27699-9001 1-877-IDTHEFT {438-4338)
1-888-743-0023 1-401-274-4400 1-877-566-7226 www fte.gov/idtheft

~ www oag state.md.us www.riag.ri.gov www, nedoi.com

For residents of Massachusetts: 1t is required by state law that you are informed of your right to obtain a police report if you are a victim of identity theft

For residents of ali states:

Fraud Alertss You can place fraud  alerts with the three credit bureaus by pheone and onfine  with  Equifax
(https:;’fassets.equifax.com/assets/nersonai/ﬁaud Alert Reguest Form.pdf) or Experian (httgs://www.exaerian.comﬁraud/center.htm%). A fraud alert tells
creditors to foltow certain procedures, including contacting you, before they open any new accounts or change your existing accounts. For that reason, placing
a fraud alert can protect you, but also may delay you when you seek to obtain credit. As of September 21, 2018, initial fraud alerts last for one year, Victims
of identity theft can also get an extended fraud alert for seven years, The phone numbers for ali three credit bureaus are at the bottom of this page.

Menitoring: You should always remain vigilant and monitor your accounts for suspicious or unusual activity.

Security Ereeze: You also have the right to place a security freeze on yaur credit report. A security freeze is intended to prevent credit, loans
and services from being approved in your name without your consent. To place a security freeze on your credit report, you need to make a
request to each consumer reporting agency. You may make that request by certified mail, overnight mail, or regular stamped mail, or by
following the instructions found at the websites listed below. The following information must be included when reguesting a s ecurity freeze
{note that if you are requesting a credit report for your spouse or 2 minor under the age of 16, this information must be provided for
-him/her as well): {1) full name, with middle initial and any suffixes; {2) Social Security number; {3) date of birth; {4) current address and any
previous addresses for the past five years; and (5) any applicable incident report or complaint with a law enforcement agency or the Registry
of Motor Vehicles. The request must atso include a copy of 2 government-issued identification card and a copy of a recent utility bitl or bank
or insurance statement, 1t is essential that each copy be tegible, display your name and current mailing address, and the date of issue. As
of September 21, 2018, it is free to place, [ift, of remove a freeze. You may obtain a free security freeze by contacting any one or more of
the three national consumer reporting agencies:

Equifax Security Freeze Experian Security Freeze TransUnion {FVAD)

© P.0. Box 105788 P.O. Box 9554 P.0. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
www freeze equifax.com www.experian.com/freeze freeze transunion.com
800-525-6285 288-397-3742 800-680-7289

Maore information can also be obtained by contacting the Federal Trade Commission listed above.




Concord Police Department
219 Walden Street P.O. Box 519
Concord, Massachusetts 01742
Tel: 978-318-3400 Fax: 978-369-8420
Joseph F. O’Connor, Chief of Police

Identity T heft Victim’s Packet

Information and Instructions
This packet should be completed once you have contacted Concord Police Department and obtained a
police report number related to your identity theft case. To obtain a police report number call the Concord
Police Department at 978-318-3400. Please keep track of your report number as creditors, financial
institutions and credit reporting agencies will ask for it.

My Concord Police Department Report #is:

This packet is for you to keep and contains information to assist you in the correction of your credit and to

help ensure that you are not responsible for the debts incurred by the identity thief. In addition, this

packet includes information that will allow you to obtain financial records related to the fraudulent

accounts and provide those records to law enforcement, without which we cannot conduct an ' z
investigation for prosecution. We recognize that some victims are only interested in the correction of their :
credit and do not necessarily wish for prosecution; therefore, we request that you only submit this packet
to Concord Police Department if you desire prosecution. it is important to understand that in the event
that a suspect is identified and arrested and the case proceeds fo court, you as the victim would
mostly likely be required to appear and testify in court.

You will need to complete the dispute letters and provide us with necessary documentation before
we can begin investigating your case for prosecution. Examples of the document evidence we
need are on the last page of this packet. Without document evidence, we cannof begin the
investigation. Please write your report number on copies of documents you send us. In identity
theft cases it is difficult to identify the suspeci(s) as they often use inaccurate information such as
addresses and phone numbers. Frequently the investigator cannot find evidence to prove who
actually used the victim’s name and/or personal information over the phone or internet. *** It is
important to note that even if the suspect cannot be identified for prosecution, it will not affect
your ability to correct the fraudulent accounts and remove them from your credit. ** Furthermore,
when you report your identity crime to the Concord Police Department, all of the relevant
information from your case is entered into our database which will allow us to cross-reference
your report with potential suspects who are involved in or arrested on other cases. ;

‘NOTE:

e If you suspect someong is using your personal information for employment and there is no
evidence of other identity fraud, please see the section for contacting the Social Security
Administration under Additional Useful information. Do not contact the employer directly as they
may warn the suspect employee.

e If your name and/or information is used by someone else to avoid a traffic ticket or any criminal
prosecution, please contact the agency investigating the original crime. 1t may not be necessary
to complete this packet.
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Helpful Hints:

« Remember that each creditor has different policies and procedures for correcting fraudulent
accounts.

« Do not provide originals and be sure to keep copies of everything you provide to the creditors
or companies involved in the identity theft.

« Write down all dates, times and the names of individuals you speak fo regarding the identity
theft and correction of your credit.

Step 1. contact your bank and other credit card issuers.
Iif the theft involved existing bank accounts (checking or savings accounts as well as credit or debit
card) you should do the following: _
« Close the account that was used fraudulently or put stop payments on all outstanding checks
that might have been written without your knowledge.
» Close afl credit card accounts that were used fraudulently.
« Close any account accessible by debit card if it has been accessed fraudulently.
« Open up new accounts protected with a secret password or personal identification number
{PIN)
If the identity theft involved the creation of new bank accounts, you should do the following:
e Call the involved financial institution and notify them of the identity theft.
« They will likely require additional notification in writing. (see step 4)

Step Z: Contact all three (3) major credit reporting bureaus.

First request the credit bureaus place a “Fraud Alert” on your file. A fraud alert will put a notice on your
credit report that you have been the victim of identity theft. Merchants and financial institutions may opt
to contact you directly before any new credit is taken out in your name. Some states allow for a
Security Freeze in which a PIN can be designated on your credit file and subsequently the PIN
must then be given in order for credit to be extended. Ask the credit reporting bureaus if your
state is participating in the Security Freeze Program.

www.scamsafe.com — provides useful information related to identity theft and indicates which states

participate in the Security Freeze program.

www.annualcreditreport.com — provides one free credit report, per credit bureau agency, per year, with

subsequent credit reports available at a nominal fee.

The following is a list of the three (3) major credit reporting bureaus for victims to report fraud:

Equifax TransUnion Experian

Consumer Fraud Division Fraud Victim Assistance Dept Nat. Consumer Assist
B00-525-6285 800-680-7288 888-397-3742

P.O. Box 740256 P.O. Box 6790 P.O. Box 9530
Atlanta, GA 30374 Fullerton, CA 92834 Allen, TX 75013

Step 3: File a report with the Federal Trade Commission.

You can go on-line to file an identity theft complaint with the FTC at www.FTC.gov and click on the Id
Theft icon or by calling 1-877-1DTHEFT. ———

o1eP 4: contact creditors involved in the Identity Theft

by phone and in writing.
This step involves contacting all the companies or institutions that provided credit or opened new
accounts for the suspect or suspects. Some examples include banks, mortgage companies, utility
companies, telephone companies, cell phone companies, etc. Provide the creditors with the completed
Identity Theft Affidavit (some may require that you use their own affidavit), Letter of Dispute, and a copy
of the FACTA Law.
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