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On behalf of Federal Management Co., Inc, manager of Fresh Pond Apartments in Cambridge, 1am
writing to notify you thata breach of security/unauthorized acquisition of your personal information

occurred on January 18, 2019.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident.
You also have the right to file a police report and obtain a copy of it. We will contract with a third party
to provide you with credit monitoring for 18 months. Please contact me so we can envolt you.

You should consider placing a security freeze on your credit reports. Please review the enclosed fact
sheet published by the Federal Trade Commission.

If you should have any further guestions, please contact Theresa Morris, at 617-398-5125.

Theresa Morris
Director, Client Service and Administration

Cc: Massachusetts Attorney General, Maura Healy
Office of Consumer Affairs and Business Regulation
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Credit Freeze FAQs

If you're concerned about identity theft, data breaches, or someone gaining access to your credit report
without your permission, you might consider placing a credit freeze on your report.

. Whatis a credit freeze? {#what)

. Does a credit freeze affect my credit score? (#score)

. Does a credit freeze stop prescreened credit offers? (#offers)
. Can anyone see my credit report if it is frozen? (#can)

. How do | place a freeze on my credit reports? (#place)

. How do | lift a freeze? (#Hlift)

. What's ihe difference between a credit freeze and 3@ fraud alert? (#difference)

What is a credit freeze?

Also known as a secutity freeze, this free tool lets you restrict access toyour credit report, which in turm
makes it more difficult for identity thieves (Ilt_gps:[[www.consumer.ftc.gov[featu res/featu re-0014-identity-
theft) to open new accounts in your name. That's because most creditors need to see your credit report
before they approve a new account. if they can’t see your report, they may not extend the credit.

Does a credit freeze affect my credit score?

No. A credit freeze does not affect your credit score (ht,;ps:l[wwm_r.consumer.ftc.gov articles/0152-how:
credit—scores—affeg—price—credit—and—insurance)..

A credit freeze also does not:

s preventyou from getting your free annual credit rep_o_r_t_(llt;p:[[www.annuaicreditreport.com[}
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s keep you from opening a new account, applying fora job, renting an apartment, or buying insurance.
But if you're doing any of these, you'll need to lift the freeze temporarily, either for a specific time or
for a specific party, say, @ potential 1andlord or employer. It's free to lift the freeze and free to place it
again when you're done accessing your credit,




+ prevent a thief from making charges to your existing accounts. You still need to monitor all bank, credit
card and insurance statements for fraudutent transactions.

Doas a credit freeze stop prescreened credit offers?

No. if you want to stop getting nrescreened offers of credit (httus:llwww.consumer.ftc.gov[articiestoms—
p[escreened-~c1'edit—amd—insurance—offers)“1 call 888-50PTOUT (888-567-8688) or g0 online
_(bgps:[[www.oplqt_j_tprescreen,com[?rf-—“t),. The phone number and website are operated by the nationwide
credit bureaus. You can opt out for five years or permanently. However, some companies send offers that

are not based on prescreening, and your federal opt-out right will not stop those kinds of solicitations.

As you consider opting out, you should know that prescreened offers can provide many benefits, especially
if you are in the market for a credit card or insurance. prescreened offers can help you learn about what's
avaitable, compare costs, and find the best product for your needs. Because you are pre-selected to receive
the offer, you can be turned down only under limited circumstances. The terms of prescreened offers also
may be more favorable than those thatare available to the general public. in fact, some credit card or
insurance products may be avaitable only through prescreened offers.

Can anyone sge iy credit report if it is frozen?

Certain entities still will have access fo it.

» your report can be released to your existing creditors or to debt collectors acting on their behalf.

¢ pgovernment agencies may have access in response to a court of administrative order, a subpoena, or a
search warrant.

How do | place a freeze on My credit reports?

Contact each of the nationwide credit bureaus:

Equifax :
g_quifax.com[personal[credit—report—services {b_t;ps:[lwww.Equifax.com[personal[credit—
@port—services}_

800-685-1111

Experian
_Eg(_perian.com[help_{hﬂps:[[Experian.com[help)_
BR8-EXPERIAN {888—397-3742)

Transunion
TransU nion.com[credit—hglp_(h__ttps:[[TransUn’ion.com[credit—help}
888-909-8872
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You'll need to supply your name, address, date of birth, Social Security number and other personal
information.

After receiving your freeze request, each credit bureau will provide you with a unique PiN {personal
identification number) or password. Keep the PIN or password in a safe place. You will need it if you choose
to lift the freeze.

How do | lift a freeze?

Afreeze remains in place until you ask the credit bureau to temporarily lift it or remove it altogether. If the
request is made online or by phone, a credit bureau must lift a freeze within one hour. §the request is
made by mail, then the bureau must (it the freeze no later than three business days after getiing your
request.

If you opt for a temporary lift because you are applying for credit or a job, and you can find out which credit
bureau the business will contact for your file, you can save some time by liting the freeze only at that
particular credit bureau. Otherwise, you need to make the request with all three credit bureaus.

What's the difference beiween a credit freeze and a fraud alert?

A credit freeze locks down your credit. A fraud alert allows creditors to get a copy of your credit report as
long as they take steps to verify your identity. For example, if you provide a telephone number, the business
must call you to verify whether you are the person making the credit request. Fraud alerts may be effective
at stopping someone from opening new credit accounts in your name, but they may not prevent the misuse
of your existing accounts. You stifl need to monitor all bank, credit card and insurance statements for
fraudulent transactions.

Three types of fraud alerts are available:

« Fraud Atert. (!'_Lt'_cps:[[ﬂww.consumer.ftc,gov[articles[0275—place~fraud—alert), If you're concerned about
identity theft, but haven't yet become a victim, this fraud alert will protect your credit from unverified
access for one year. You may want to place a fraud alert on your file if your wallet, Social Secu rity card,
or other personal, financial or account information is lost or stolen.

s Extended Fraud Alert. (mpszl[www.consumer.ftc.gov[artic{es[0279-extenged-fraud—aEerts-and—
credjt-freezes) For victims of identity theft, an extended fraud alert will protect your credit for seven

years.

o Active Duty Military Alert. (bﬁps;l{www.consumer.ftc.gov[articles[OﬂS—active—du;y;gi_e,rﬁ), For those
in the military who want to protect their credit while deployed, this fraud alert lasts for one year and
can be renewed for the fength of your deployment. The credit bureaus will also take you off their
marketing lists for pre-screened credit card offers for two years, untess you ask them not fo.




To place a fraud alert on your credit reports, contact one of the nationwide credit bureaus. A fraud alertis
free. The credit bureau you contact must tell the other two, and all three will place an alert on their versions
of your report.
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Related ltems

e YourSource for 2 Truly Free Credit Report? AnnuaiCreditReport.com

,(l;n_t_tps:[[www.consumer.ftc.gov[media[video-DOSO—your—source-tru1y—free—credit—report-
annualcreditreportcom),

s  How to File a Complaint (ht_tps:[[Www.consumer.ftc.gov[media[video—0054-how—filemcomplaint),






