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AMERY 230 16" Strest | Rock Island, IL 61201

Phaone: (309) 788-4561 | Toll-free: (800) 627-4762
March 11,2019 E-mail; contact@royalneighbors.org | Web site; www.royalneighbors.org

«FIELDZ»
«FIELD3»
«FIELD4»
«FIELD5»
«FIELDG»

Dear «FIELD2»;

We value your business and respect the privacy of your personal information, which is why, as a
precautionary measure, we are writing to notify of a recent event that occurred between January
23, 2019 and January 30, 2019 that may involve your personal information.

Rovyal Neighbors has implemented additional internal controls designed to prevent this type of
event from recurring,.

Royal Neighbors discovered a malfunction of its “inserter” machine that folds and inserts
documents into envelopes and seals them for mailing. The damp sponge used to seal the
envelopes malfunctioned, resulting in the mailing of some envelopes that were not sccurely
sealed. Some of the documents, such as annual reports, claim checks and other customer service
correspondences contained personal information.

While we are not aware of any unauthorized access or misuse of any personal information, if
someone accessed the content, the information contained is limited to first and last name, address
and certificate (account) numbers and values.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
event. If you are the victim of identity theft, you also have the right to file a police report and
obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports. A
security freeze prohibits a credit reporting agency from releasing any information from a
consumer’s credit report without written authorization. However, please be aware that placing a
security freeze on your credit report may delay, interfere with, or prevent the timely approval of
any request you make for new loans, credit mortgages, employment, housing or other services.
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If you have been a victim of identity theft, and you provide the credit reporting agency with a
valid police report, it cannot charge you to place lift or remove a security freeze. In all other
case, a credit reporting agency may charge you up to $5.00 each to place, temporarily lift, or
permanently remove a security freeze.

To place a security freeze on your credit report, you must send a written request to each of the
three major consumer reporting agencies: Equifax (www.equifax.com); Experian
(www.experian.com); and TransUnion (www.transunion.com) by regular, certified or overnight
mail at the addresses listed below:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013

Trans Union Security Freeze

Fraud Victim Assistance Department
P.O. Box 2000

Chester, PA 19022-2000

In order to request a security freeze, you will need to provide the following information:

I. Your full name (including middle initial as well as Jr,, Sr., II, 111, etc.);

2. Social Security Number;

3. Date of birth;

4. If you have moved in the past five (3) years, provide the addresses where you have lived over
the prior five years;

5. Proof of current address such as a current utility bill or telephone bill;

6. A legible photocopy of a government issued identification card (state driver’s license or ID
card, military identification, etc.)

7. If you are a victim of identity theft, include a copy of the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft;

8. If you are not a victim of identity theft, include payment by check, money order, or credit card
(Visa, MasterCard, American Express or Discover only). Do not send cash through the mail.

The credit reporting agencies have three (3) business days afier receiving your request to place a
security freeze on your credit report. The credit bureaus must also send written confirmation to
you within five (5) business days and provide you with a unique personal identification number
(PIN) or password, or both that can be used by you to authorize the removal or lifting of the
security freeze.
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To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must call or send a written request to the credit reporting agencies by mail and
include proper identification (name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze as well as the identities of those
entities or individuals you would like to receive your credit report or the specific period of time
you want the credit report available. The credit reporting agencies have three (3) business days
after receiving your request to lift the security freeze for those identified entities or for the
specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus
by mail and include proper identification (name, address, and social security number) and the
PIN number or password provided to you when you placed the security freeze. The credit
bureaus have three (3) business days after receiving your request to remove the security freeze.

If you should have any further questions, please contact us at 800-627-4762 between 8:00 a.m.
and 5:00 p.m., Central Time, Monday through Friday.

Sincerely,

Jeffrey A. Hugus
Information Technology Security Manager
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