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<<Address 45> <<Datess
<<Address S0 ’

by Sate s <<ips

<<Country>>

RE: Important Security Notification. Please read this entire letter.
Dear <<Name 2>,

We are contacting you regarding a data security incident that occurred on February 5, 2019 As a result, your
personal information may have been exposed to others.

‘What Did We Do to Protect Your Information?

Please be assured that Sheet Metal Workers” Local Union No. 104 has taken every step necessary to address the
incident, and that we are committed to fully protecting all of the information that you have entrusted to us. Sheet
Metal Workers’ Local Union No. 104 has worked with data privacy experts and other professionals to further protect
your privacy. We have already taken steps to strengthen our data protection systems and policies, and will continue
to do so throughout this response process and beyond. We have also implemented the following protective measures:

»  Working with privacy professionals and local law enforcement; and
» Updating our data storage protocols.

In addition, and to help protect your identity, we are offering a complimentary two-year membership in Equifax®
Credit Watch™ Gold with 3-in-1 Credit Monitoring that provides you with the foliowing key features:

¢ 3- Bureau credit file monitoring’ and alerts of key changes to your Equifax®, Transunion®, and Experian® credit
reports

One Equifax 3-Bureau credit report

Automatic Fraud Alerts? - With a fraud alert, potential lenders are encouraged to take extra steps to verify your
1D before extending credit. :
Wireless alerts (available online only) Data charges may apply.

Access to your Equifax® credit report

Up to $1 MM Identity Theft Insurance®

Live agent Customer Service 7 days a week from 8 a.m. to 3 a.m.

! Credit monitoring from Expetian® and Transunion® will take several days to begin.

2 The Automatic Fraud Alert feature is made available to consumers by Bquifax Information Services LLC and fulfilled on its behalf by
Equifax Consumer Services LLC.

4 Identity theft insurance is underwritten by American Bankers Insurance Company of Florida or its affiliates, The description herein is a
summary and intended for informational purposes only and does not include all terms, conditions and exclusions of the policies described.
Please refer to the actual policies for terms, conditions and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Enrollment Instructions:
To sign up online for online delivery go to www.myservices.equifax.com/tri

1. Welcome Page: Enter the Activation Code: <<gctivation code>>,

3. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social
Security number and telephone number) and click the “Continue” button.

3. Create Account: Complete the form with your email address, create a User Name and Password, review the
Terms of Use and then check the box to accept and click the *Continue™ button,

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the
questions and click the “Submit Order” button.

5. Ovrder Confirmation: This page shows you vour completed enroliment. Please click the “View My Product”
button to access the product features,

To sign up for US Mail delivery, dial 1-866-937-8432 for access to the Equifax Credit Watch Gold with 3-in-1
Credit Monitoring automated enroliment process. Note that all credit reports and alerts will be sent to you
via US Mail only.

1. Activation Code: You will be asked to eater vour Activation Code <<activation code>>.

Z. Customer Information: You will be asked fo enter your home telephone number, home address, name, date of

birth and Social Security number,

3. Pernussible Purpose: You will be asked to provide Equifux with your permission to agcess your credit file and to
monitor your file. Without your agreement, Equifax cannot process your envolliment.

4, Order Confirmation: Equifax will provide a confirmation number with an explanation that you will receive your
Fulfillment Kit via the US Matl (when Equifax is able to verify your identity) or a Customer Care letter with further
instructions (i your ideatity cannot be verified using the information provided). Please allow up o 10 business days
1o receive this inforaation,

Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere
with, or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing
or other services.

If you have been a victim of identity theft, and you provide the credit reporting agency with a valid police
report, it cannot charge you to place, lift or remove a security freeze. In all other cases, a credit reporting agency
may charge you up to $5.00 each to place, temporarily lift, or permanently remove a security freeze.

To place a security freeze on your credit report, you must send a written request to each of the three major
consumer reporting agencies: - Equifax (www.equifax.com), Experian {(www.experian.com), and TransUnion
(www.transunion.com) by regular, certified or overnight mail at the addresses below:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013

Translnion Security Freeze

Fraud Victim Assistance Department
P.O. Box 2000

Chester, PA 19022-2000

In order to request a security freeze, you will need to provide the following information:

Your fuli name (including middle initial as well as Jr,, Sr.,, IT, III, etc);

Social Security Number;

Date of birth;

If you have moved in the past five (5) years, provide the addresses where you have lived over the prior
five years;

Proof of current address such as current utility bill or telephone bill;

A legible photocopy of a government issued identification care (state driver’s license or I card, military
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identification, etc);

7. Ifyouare a victim of identity theft, include a copy of the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft;

8. If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa,
MasterCard, American Express or Discover only). Do not send cash through the mail,

The credit reporting agencies have three (3) business days after receiving your request to place a security
freeze on your credit report. The credit bureaus must also send written confirmation to you within five (5) business
days and provide you with a unique personal identification number (PIN} or password, or both that can be used to
authorize the removal or lifting of the security freeze.

To 1ift the security freeze in order to allow a specific entity or individual access to your credit report, you
must call or send a written request to the credit reporting agencies by mail and include proper identification (name,
address, and social security number) and the PIN number or password provided to you when you placed the security
freeze as well as the identities of those entities or individuals you would like to receive your credit report or the
specific period of time you want the credit report available. The credit reporting agencies have three (3) business
days after receiving your request to lift the security freeze for those identified entities or for the specified period of
time,

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and Social Security number) and the PIN number or password provided
to you when you placed the security freeze. The credit bureaus have three (3) business days after receiving your
request to remove the security freeze. :

Apart from a security freeze, remember to remain vigilant and review your credit report for unexplained
activity. Also review your credit card or other financial account statements for any suspicious or unauthorized
activity. Trust that we are doing, and will continue to do, everything possible to take all available measures to protect
your personal information and reduce the likelihood of any further problems,

We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you have
questions or concerns regarding this matter, please do not hesitate to contact us at 1-877-253-3644,

Sincerely,
C 4/l

Joseph A. Maraccini
Financial Secretary-Treasurer/Recording Secretary
{925) 208-4910 :
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ADDITIONAL ACTIONS TO HELP REDUCE YOUR CHANCES
OF IDENTITY THEFT

» PLACE A 90-DAY FRAUD ALERT ON YOUR CREDIT FILE

An initial 90-day security alert indicates to anyone requesting your credit file that you suspect you are a victim
of fraud. When you or someone else attempts to open a credit account in your name, increase the credit limit on an
existing account, or obtain a new card on an existing account, the lender should take steps to verify that you have
authorized the request. If the creditor cannot verify this, the request should not be satisfied. You may contact one of
the credit reporting companies below for assistance.

Equifax, Consumer Fraud Division
P.O. Box 105069, Atlanta, GA 30348 Phone: 1.800.525.6285
www.equifax.com

Experian, National Consumer Assistance
P.O. Box 1017, Allen, TX 75013 Phone: 1.888.397.3742
www.experian.com

TransUnion Fraud Victim Assistance Department
P.O. Box 6790, Fullerton, CA 92834 Phone: 1.800.680.7289
www.transunion.com

» PLACE A SECURITY FREEZE ON YOUR CREDIT FILE

If you are very concerned about becoming a victim of fraud or identity theft, a security freeze might be right for you.
Placing a freeze on your credit report will prevent lenders and others from accessing your credit report in connection
with any new credit apptication, which will prevent them from extending credit. A security freeze generally does not
apply to circumstances in which you have an existing account relationship and a copy of your report is requested by
your existing creditor or its agents or affiliates for certain types of account review, collection, fraud control or similar
activities. With a security freeze in place, you will be required to take special steps when you wish to apply for any
type of credit. This process is also completed through each of the credit reporting agencies.

> ORDER YOUR FREE ANNUAL CREDIT REPORTS

Visit www.annualcreditreport.com or call 1-877-322-8228. Once you receive your credit reports, review them for
discrepancies. ldentify any accounts you did not open or inquiries from creditors that you did not authorize. Verify
all information is correct. If you have questions or notice incorrect information, contact the credit reporting company.

» MANAGE YOUR PERSONAL INFORMATION

Take steps such as: carrying only essential documents with you; being aware of whom you are sharing your personal
information with; and shredding receipts, statements, and other sensitive information, Remain vigilant by reviewing
account statements and monitoring credit reports.

» USE TOOLS FROM CREDIT PROVIDERS

Carefully review your credit reports and bank, credit card and other account statements. Be proactive and create
alerts on credit cards and bank accounts to notify you of activity. If you discover unauthorized or suspicious activity
on your credit report or by any other means, file an identity theft report with your local police and contact a credit
reporting company.

» BE AWARE OF SUSPICIOUS ACTIVITY INVOLVING YOUR HEALTH
INSURANCE

Contact your healthcare provider if bills do not arrive when expected, and review your Explanation of Benefit forms
to check for irregularities or suspicious activity. You can also contact your health insurance company to notify them
of possible medical identity theft or ask for a new account number. ‘

» OBTAIN MORE INFORMATION ABOUT IDENTITY THEFT AND WAYS TO
PROTECT YOURSELF '

s Visit http://www.experian.com/c1'edit~advice/topic—fraud-and—identity—theft.htmI for general information
regarding protecting your identity, ‘
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The Federal Trade Comunission has an identity theft hotline: 1-877-438-4338; TTY: 1-866-653-4261.
They also provide information online at www.ftc.gov/idtheft. For mail: Identity Theft Clearinghouse,
Federal Trade Commission, 600 Pennsylvania Ave., N.-W., Washington, DC 20580,

Individuals can obtain information about steps to avoid identity theft from any of the above credit -
reporting agencies or the Attorney General of their state, :
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