4194

Barch 14, A9

Re: IMPORTANT NOTICE ABQUT YOUR PERSONAL INFORMATION

W e writivg e Dot asove that yours personst information was inadvastently shaved with third paities. You
ars pwitding this : ' s

otney s a0 dresoor by ! welvinhe mradrieth

We recertly discovsred that om March 5, 2019, State Sirest inadvartently sept your parsonal infermation
tor another Stare Street clism wnd s investrent matieger, OnMacch 5, 2019 one of our disets ssquisted
hetail s wire franaker wanactions related 1o fis seoount. |

Ulefrrtaengtedy, during the maoost ransmissdon
sl the perpussted idormation, your persossl laerration contaioed in o separate wire trinsfer fanaction
weay inadvertently inchaded,

‘i personal inforeation ansmitted incledsd your name, aod relared baaking details {i.e. your spouss
prame as onwnsr of the ank account, baek neme, bask accounty A8 rerrber, and home adidresd and the
serbisaription gmonnt.

WHAT WE ARE DOIMG

e want Yo ssure ok thert w wre condiacting athorough seview of the incident, We are reinfering our
processes, inchiling providing additioss tralnbsg and education 1o prevent an incident like this from
happening agales,




STATE STREFT.

W have vp reason 1o helieve that you will experience any harm & 5 eesult of this inddent. The recipients
wf the smal containing youwr informetion are smployees of a oient and of 8n investment manager with
wrham Siate Streot has an ongoing business relationship. The oient alerted us b the rrar and we have
rersteed confirmation that zach of the recipients of the emall with the sitachment conteining your
information prosrptly deteted the email and attachment.

WHAT YOU CAN DO

The Infoemation provided Below is infbrmation that we are required to provide when an ncident such s
this ooesrs, This information may be generally beipful fo vou in the event you ever suspect someane is
attempling to commmit credit fraud or identity thelt against pow.

fidentity Thett Protection Services

Crodit Heport Mondoring

Upon vour request, State Street will arrange with Experian to provide you with credit manionng/identity
theft prutection services for 18 months, 3t nooost toyou.

To take advantage of this oler, please cortact s within B0 days from reveipt of this letter.

FOR BADHE INFORMATION

For further information and assistance, please sontart Usa Platerot 3t 517 664.9510 between Sam. ~
5 . EST dhaily.

We deeply apologize for this incident. We ave taking the neoessary steps to pravent a similer indident from
recursing in the future.

Rincerehy,

Fanaging Diregctar

Infoemation Classfeston Sovfiderdial



STATE STREET

Urader Massarhusetis law, you frave the right to obiain any police report fited fn regacd o this intident.
Becuuse this incident did not invalve 3 thelt, 3 police report was not Bled, if you zre the vicimaf identity
thett, you also have the ight to ¥le 3 police report and shiain a topy oF

Eeassachusetts fave 2130 aliows consumers to place a security fregse on their credit reports. A secuarily
frenze prohibits 2 ceedit reporting agency from refedsing any information from e consumer's oredit report
without written authorization. Bowever, please be awars that plecing 2 security Freere on yosr credit
report may delay, interiore with, or grevent the Simely approval of ary requests you mmeke for naw loans.
coedit morigages, employment, outing or other services. 1t is free to place, Hift or remave 2 seturisy

freeee. For mors information, vist Stps)eeene s goefhow-dofrenuest-a-treditreporbsecurity-fresre.

To place 3 secusily froere on your credit repork, you siust send 8 whtien request to each of the thres
mEjoT ronsummEr sepebing apences: Enuifer lweraeguifer.comy; Experian {wsw expar an.comi; and
Tranztnion lweeve transunion o) Ty repuiar, cortifed or pvernight mai 4t the addvresses below:

Eguifax Security Freere
#0, Box 10878R

Sifzrsta, DA B034E

Expirian Serurity Froess
3. Bos 9554

S, T 7503

Trans Union Security Fregee

Fraud Victios Assistance Départment
PO Bow 67506

Fulledon, CASIEG

frdorrmatinn ClassiRation: Confidential



STATE SIREET

frcovder to reguest 3 seouity frapre, vou wilf nesd to provide the following information:
1. Your full neme Bncluding middie initial 2awelias e, 5, BUL ste ks

&, Soctal Security Number;

3. Uiate of hirth,

&, ¥ yow heve moved in the past five (5§ yearz, provide the oddresses sefere you have lived ower the prics
Hvm yeans;

&, Proof of current addeass such 55 3 current wtifity b or telephone b

. & tegible photocapy of & government issued identifleation tard {siate driver’s ficense or (3 card, milRacy
identificetion, sic.}

7. wouw e & victim of identity theft, nclude a copy of the polics report, investigative regonl, or complaint

b & faw enforcement sgenoy roncemiag ideniity theft
B, ¥ yoweare not 8 victim of eniily theft, Include paymant by check, money order, ororedit cand

{isa, MesterCard, Ammericen Fepress or Discover #ﬁ%y}@. Do nob sead cash thoouph the maik

Thee tredit reporting agendies have thres |3 basiness days after receiving vour reguest to plete 2 secutity
fresre on your cradit report. The oradit bereass migst alse send swritsen costficmation: g0 you within e (5
busiress days and provide you with a enique gerienal identification number {PING ar passwond, or Both
et can be wsed by you to suthorles the removat or iiieg of the serority feeeze,

Tor By $he security frenee in order to aliow 2 speoific entity oc indhvidesd access {0 your credit reprt, you
reost call or send @ writhers segoest to the credit ceporting agencies g mal and fnrhude proper
identificating [nanie, sddress, ard social sacurity rumber] and the PN number or password pravided to
yous wehen woo slscad the seonrity rosee a5 well ez the identities of those eniities or indhidisds pou would
ke b rstedon your crediz report or the spedific period of ime yo want the oredit report syvstiable. The
fregit reporting sgencies Fave three (3] business days shter fecehing yoor request to il the security freens
for these identified entities or for the specified pariod of time.

To remove the secuddty fresce, you must ssnd & weitten reguest to eachof the thres coedit hureaus by mail
ared inckude proper entifoation iname, address, and social security member) dnd the PIY rusaiber or
passwerd provided B vou wien vour placed the secusity freeze. The ceadit bureaus beve thres 13 bustness
days afver receiving your reguest o cemove the securfty freeze.

Erfrmmaticey Classifcgtion: Confidential



