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<<Datex> (Format: Month Day, Year)

<<FirstName>> <«<MiddleName>> <<LastNama>> <<NameSuffixe>

<<Addrassis>

<<Address2>>
<< Cily»>, <<State=> << Jjp>> '

NOTICE OF DATA BREACH

Dear «<FirstName>> «<lastNamas>>,

GBT Travel Services UK Limited (“GBT”) recently learned about an incident invelving your personal data. We are
contacting you to provide you with information about steps you can take to help you protect yourself,

WHAT CAN YOU DO?

We encourage you 1o review your bank account statements and to remain vigilant in reviewing your bank account(s).
You should also be especially aware of email, telephone and postal mait scams that ask for personal or sensitive
information. GBT will not contact you in any way, including by email, asking for your bank account number or other
personal data. If you are asked for this information, you can be confident GBT is not the entity asking,

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to
provide identity monitoring at no cost to you for one year. Kroll is a global leader in risk mitigation and response, and
their team has extensive experience helping people who have sustained an unintentional exposure of confidential data.
Your identity monitoring services include Credit Monitoring, a Current Credit Report, Web Watcher, Public Persona,
Quick Cash Scan, $1 Million ]dentlty fraud Loss Reimbursement, Fraud Consultation, and ldentity Theft Restoration.

services is included with this Ietter.

OTHER IMPORTANT INFORMATION

GBT is providing the following additional information for those Massachusetts residents who wish to consider it:

+ You may wish to visit the website of the U.S. Federal Trade Commission at http:/www.consumer.fic.gov/
features/feature-0014-identity-theft or reach the FTC at 877-382-4357 or 600 Pennsylvania Avenue, NW,
Washington, DC 20580 for further information about how to protect yourself from identity theft. Your state
Attorney General may also have advice on preventing identity theft, and you should report instances of known
or suspected identity theft to faw enforcement, your State Attorney General, and the FTC.

* You may have the right to obtain any police report filed related to this intrusion, and to file a police report and
obtain a copy of it if you are the victim of identity thett. |

+ .S, residents are entitled under U.S. [aw to one free credit report annually from each of the three major credit
bureaus. To order your free cradit report, visit www.annualcreditreport.com or call toll-free 877-322-8228.

* You can request information regarding “fraud alerts” and “security freezes” from the three major U.S. credit
bureaus listed below. At no charge, if you are a U.S. resident, you can have these credit bureaus place a “fraud
alert” on your fite that alerts creditors to take additional steps to verify your identity prior to granting credit in

your name. This service can make it more difficult for someone to get credit in your name. Note, however, that
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because it tells craditors to follow certain procedures to protect you, it also may delay your ability to obtain

credit while the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others -
are notified to place fraud alerts on your file, A “security freeze” generally prohibits the credit reporting agency
from releasing your credit report ar any information from it without your written authorization. You should be
aware that placing a security freeze on your credit account may delay or interfere with the timely approval of
any requests that you make for new loans, credit, mortgages, or other services. Unlike fraud alerts, to obtain
a security freeze you must send a written request to each of the three major reporting agencies and you may
be required to provide information such as your: (1) name; (2) Social Security nurmber; (3} date of birth; (4)
current address; (&) addresses over the past five years; (6) proof of current address; (7) copy of government
identification; and (8) any police/investigative report or camplaint. Should you wish to place a fraud alert or a
security freeze, or should you have any questions regarding your credit report, please contact any one of the
agencies listed below.

0 Experian: 888-397-3742; www.experian.com; P.O. Box 8554, Allen, TX 75013
o Equifax: 800-525-6285; www.equifax.com; P.O. Box 105788, Atlanta, GA 30348

¢ TransUnion: 800-650-7289; www.transunien,com; Fraud Victim Assistance Division, P.O. Box 2000, Chester,
PA 18022-2000

For More Information

We take the privacy and security of your information seriously, and sincerely regret any concern or inconvenience that

through Friday from 8:00 a.m. to 5:30 p.m. Central Time.

Sincerely,

o Lershodd.

Tamzin Evershed
Chief Privacy Officer
American Express Global Buziness Travel



