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Caspers Company

Return Mail Processing Center
P.O. Box 6336

Portland, OR 97228-6336

<=<Mail [Dx>>

<<Name [>>

<<Name 2>>

<<Address >

<<Address 2>>

<<Address 3>>

< Addresg 4> << Dyate>>
<<Address 5>

ity >><<Stater»<<Zip>>

<<Country>>

Dear <<Name [>>;

We are writing to inform you about an incident that may have exposed your personal information to unauthorized
persons. We recently determined that on February 25, 2019, an unknown third-party was able to gain unauthorized
access to an email account of a Caspers employee. Your first and last name, and Social Security number may have
been exposed as a result of this incident. Upon discovery, we immediately took action to restrict access to the email
account and implemented additional security measures designed to prevent the recurrence of such an attack.

We have no evidence that your information has been misused in any way. Out of an abundance of caution, we are

‘offering a complimentary one-year membership of Experian IdentityWorks™ Credit 3B. This product helps detect
possible misuse of your personal information and provides you with identity protection services focused on immediate
identification and resolution of identity theft. IdentityWorks Credit 3B is completely free to you and enrolling in this
program will not hurt your credit score. For more information on identity theft prevention and IdentityWorks Credit
3B, including instructions on how to activate your complimentary one-year membership, please see the additional
information provided in this Jetter.

In addition to the free credit monitoring service, there are proactive steps you can take to ensure protection of
your identity. '

¢ Remain vigilant - We encourage you to remain vigilant by reviewing your account statements and free
credit reports.

o Ifyou discover errors or suspicious activity on your credit card account, you should immediately contact
the credit card company and inform them that you have received this letter. Confirm the address they
have on file for you is your current address, and that all charges on the account are legitimate.

o Toobtain an annual free copy of your credit reports, visit www.annualcreditreport.com or call 1-877-322-
8228. Review your credit reports carefully for inquiries from companies you did not contact, accounts
you did not open or debts on your accounts that you do not recognize. Also make sure to verify the
accuracy of your Social Security number, address(es), complete name and employer(s) information, If
information on a report is incorrect, notify the credit bureau directly using the telephone number on the
report. Additional contact information for the major credit bureaus is as follows:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 9701 P.O. Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19016
1-866-349-5191 1-888-397-3742 1-800-916-8800
www.equifax.com WWW.experian.com www.lransunion.com

» Consider placing a fraud alert or security freeze on your credit file — Credit bureaus have tools you can
use to protect your credit, including fraud alerts and security freezes.
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o A fraud alett is a cautionary flag, which is placed on your credit file to notify lenders and others that they
should take special precautions to ensure your identity before extending credit, Although this may cause
some short delay if you are the one applying for credit, it might protect against someone else obtaining
credit in your name. Call any one of the three credit reporting agencies at the numbers below to place
frand alerts with all three of the agencies.

Equifax Fxperian TransUnion
1-866-346-5191 1-888-397-3742 1-800-916-8800

o A security freeze is a more dramatic step that will prevent lenders and others from accessing your credit
report entirely, which will prevent them from extending credit. Detailed instructions for requesting a
security freeze are below.

Instructions for Requesting a Security Freeze — Massachusetts law allows consumers fo place a security
freeze on their credit reports. A security freeze prohibits a credit-reporting agency from releasing any
information from a consumer’s credit report without written authorization. However, please be aware that
placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of any
requests you make for new loans, credit mortgages, employment, housing, or other services.

If you have been a victim of identity theft, and you provide the credit-reporting agency with a valid police
report, it cannot charge you to place, lift, or remove a security freeze. In all other cases, a credit-reporting
agency may charge you up to $5.00 each to place, temporarily lift, or permanently remove a security freeze.

To place a security freeze on your credit report, you must send a written request to each of the three major
consumer reporting agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
{(www.transunion.com}) by regular, certified, or overnight mail at the addresses below:

Equifax Security Freeze Experian Security Freeze  TransUnior Security Freeze
Consumer Fraud Division Credit Fraud Center Fraud Victim Assistance Department
P.O. Box 740256 P.O. Box 1017 P.O. Box 67590

Atlanta, GA 30374 Allen, TX 75013 Fullerton, CA 92834

1-800-685-1111 1-888-397-3742 1-800-916-8800

www.equifax.com wWww.expetian.com Www.fransunion.com

In order to request a security freeze, you wiil need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., 11, I, etc.);

2. Social Security namber;

3. Date of birth;

4, If you have moved in the past five (5) years, provide the addresses where you have lived over the
prior five years; :

5. Proof of current address such as a current utility bill or telephone bill;

6. A legible photocopy of a government issued identification card (state driver’s Heense or ID card,

military identification, efc.);
7. I you are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft.

The credit-reporting agencies have three (3) business days after receiving your request to place a security
freeze on your credit report. The credit bureaus must also send written confirmation to you within five (5)
business days and provide you with a unique personal identification number (PIN) or password, or both that
can be used by you to authorize the removal or Efting of the security freeze, :

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must
call or send a written request to the credit-reporting agencies by mail and include proper identification {(name,
address, and Social Security number) and the PIN number or password provided to you when you placed the
security freeze as well as the identities of those entities or individuals you would like to receive your credit
report or the specific period of time you want the credit report available. The credit-reporting agencies have
three (3) business days after receiving your request to lift the security freeze for those identified entities or
for the specified period of time. '



To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and Social Security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have three (3) business days after
receiving your request to remove the security freeze.

You can obtain more information about fraud alerts, security freezes, and other options available to you by
visiting or calling the Federal Trade Commission using the contact information below.

Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
{202) 326-2222

hitps://www.fte.gov/

Report suspicious activity — If you believe you are the victim of fraud or identity theft, file a police report
and get a copy of the report to submit to your creditors and others that may require proof of a crime to
clear up your records. The report may also provide you with access to services that are free to identity
theft victims. Under Massachusetts law, you have the right to obtain any other police report filed in
regard to this incident as well. You also should promptly report any fraudulent activity or any suspected
incidence of identity theft to your state attorney general and/or the Federal Trade Commission. To file a
complaint with the FTC, go to www.fic.gov/idtheft or call 1-877-ID-THEFT (877-438-4338). Complaints
filed with the FTC will be added to the FTC's Identity Theft Data Clearinghouse, which is a database
made available to law enforcement agencies. You can also contact your state Attorney General’s Office at

hitps://www.mass.gov/orgs/office-of-attorney-general-maura-healey. ) .

Additional Free Resources on Identity Theft —You may wish to review the tips provided by the Federal Trade
Commission on how to avoid identity theft. For more information, please visit http.//www.ftc gov/idtheft or
call 1-877-ID-THEFT (877-438-4338). A copy of “Identity Theft: A Recovery Plan,” a compreliensive guide

from the FTC fo help you guard against and deal with identity theft, can be found on the FTC's website at

bttps;/fwww.consumer.fic.gov/articles/pdf-0009 identitytheft a recovery plan.pdf.

Protecting the privacy of your personal information is important to us, and we regret any inconvenience this incident
may cause you. Should you have any questions or concerns about the incident or the personal information we
maintained, please call us at 866-647-9410, Monday through Friday, from 9 am to 9 pm Eastern Time, and one of our
representatives will be happy to assist you.

Sincerely,

Ed Shaw
Executive Vice President Risk Manager
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To help protect your identity, we are offering a complimentary one-year membership of Experian Identity Works$™
Credit 3B. This product helps detect possible misuse of your personal information and provides you with superior
identity protection support focused on immediate identification and resolution of identity theft.

Activate XdentityWorks Credit 3B Now in Three Easy Steps

1. ENROLL by: <<Enprollment Deadlines> (Your code will not work after this date.)
2. VISIT the Experian IdentityWorks website to enroll: https://wynw.experianidworks.com/3heredit
3. PROVIDE the Activation Code: <<Aectivation Code>>

It you have questions about the product, need assistance with identity restaration or would like an alternative to
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at 877-288-8057. Be
prepared to provide engagement number <<Engagement Number>> as proof of eligibility for the identity restoration
services by Experian.

ADDITIONALDETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS CREDIT
3B MEMBERSHIP:

A credit card is not required for enrollment in Experian Identity Works Credit 3B.

You can contact Experian immediately without needing to enroll in the product regarding any fraud issues. Identity
Restoration specialists are available to help you address credit and non-credit related fraud.

Once you enroll in Experian IdentityWorks, you will have access to the following additional features:

* Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only."

* Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.

* Experian IdentityWorks Extend CARE™": You receive the same high-fevel of Identity Restoration support
even after your Experian Identity Works membership has expired.

*  $1 Million Identity Theft Insurance™: Provides coverage for certain costs and unauthorized electronic
fund transfers.

Activate your membership today at https://www.experianidworks.com/3bcredit
or call 877-288-8057 to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce the
chances of identity theft or fraud on your account(s). Please refer to www.ExperianiDWorks.com/restoration for
this information. If you have any questions about Identity Works, need help understanding something on your credit
report or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care tean:
at 877-288-8057.

* Offfine members will be eligible to call for additional reports quarterly after enrotling.

** Identity theft insurance is underwritten by insurance company subsidiarics or affiliates of American International Group, Ine. (AIG). The
deseription herein is a summary and inteaded for informational purposes only and does not include all terms, conditions and exclusions of the
policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in ali
Jurisdictions.
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