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APPENDIX 1~ Users notification from Feb 20, 2019

§ Coinmama

Dear customer,

On Sunday, February 17, we learned that an unauthorized party acquired data associated with 1.4
milllen Colnmama accounts. This information {follows our Internal Investigation into a large
breach that has affected 30 companles and 841 milflon users.

We're taking this incldent extremely serlously, and want to give an overview of what it means for
you, as well as the Immediate actions we're taking to protect your security,

What happened
In order to sell cryptocurrency, we are required by regutatton to collect certain personal

information from our customers, Including your name, address, emall, gender and ID number, From
some of our customers we are also required to collect images and copies of documents, Including
government Issued IDs, We do not store or record any credit card information, nor do we hold
any customer funds.

On February 17, during an ongoing investigation of a financlal fraud incldent that occurred in
December 2018, we found evidence that an unauthorized party acquired data of our gustomers,
inciuding thelr personal information as mentioned above.

As of February 20, 2019, there has been no evidence of this informatlon being used by
perpetrators,

What we are doing
in light of this new evidence, we immediately expanded our investigation efforts, working closely

with several leading securlty firms to determine the scope of the Incldent.

Second, we are devoting all resources necessary to accelerate the ongoing security
enhancements to our systems. We are working diligently to protect your privacy, including:

s Email notification. We began sendlng emails on a rolling basis on February 15, 2019 to
affected customers.

+ Password reset. Since February 15, we staried expiring the passwords of customers’
accounts, We recommend that you set a new passwerd, and change it on any other
service using the same credentlals {email and password).

¢ Law enforcement. We have reported this incldent to law enforcement authorities and
will continue to support thelr Investigation,

s Data protection authorities. We are notifylng the applicable regulatory authorities of
this matter. .

* Monitoring. We are taking additional measures to monltor any suspicious activity
relating to our customers' accounts,

Third, we have aiso established a dedicated support team to answer your questions 7 days a
week, If you have questions about this Incldent, repily to thls emall. You can also cortact our
desighated DPOQ, Yaki Oliel, at dpe@colnmama.com, For other support issues,

contact support@coinmama.com. We may experlence high volume Initlally, and appreclate your
patlence.

What you can do

Cyber crime Is a growing threat that affects billlons of people worldwide and presents a dally batile
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for companies, across alf industrles, Below are some additional steps you can take to protect your
privacy online:

s Be vigilant agalnst third partles attempting to gather information by deception
(commonly known as "phishing"}, such as susplcious emails or links to fake websltes,

+ Use strong passwords and do not use the same passwords for multiple accounts {for
best practices about creating secure passwords, click here},

¢ Make a hablt of reviewing your accounts for suspicious activities from time to time.
If you believe you are the victim of identity theft or that your personal data has been
misused, immediately contact your national data protection authorlty or focal law
enforcement,

If you are a resident of the United States: given the applicable regulations that apply In each
state, click here to learn more about actions you can take,

We will continue to update everyone as our investigation progresses in this blog post, and address
commonly asked guestlons tn our dedicated FAQ.

| want to personally apologlze for the distress this news may cause, and thank you for your
continued support and understanding during these trying times. Your loyaliy Is truly appreciated,
and we will work harder than ever to keep R,

Sincerely,
Nimi

. Nimi Gruber

CEQO & Co-Founder

Sent by Celnmama © 2019, If you no lenger wish to receive our emaits, unsubscribe,
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Protect yourself against identity theft

Nathan
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Fraud and Identity theft

Please keep in mind that the below information is relevant for US cifizens.

it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing your account statements and free
credit reports for any unauthorized activity, You may obtain a copy of your credit report, free of charge, once every 12
months from each of the three nationwide credit reporting companies. To order your annual free credit report, please visit
www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three nationwide credit
reporting companies is as follows:

« Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.corn, 1-800-685-1111
+ Experian, PO Box 2002, Allen, TX 75013, www.expertan.com, 1-888-397-3742
+ TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-8800

if you believe you are the victim of identity theft or have reason to believe your personal information has been misused,
you should immediately contact the Federal Trade Commission and/or the Attorney General's office In your state. You
can obtain information from these sources about steps an Individual can take to avoid identity theft as well as information
about fraud alerts and security freezes. You should also contact your local law enforcement authorlties and fle a police
report. Obtain a copy of the police report in case you are asked to provide copies to creditors fo correct your records.
Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 500 Pennsylvania Avenue, NW Washington, DG 20580, 1-877-
IDTHEFT (438-4338), www.itc.gov/idtheft
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If you are a resident of You may contact and obtain information from your state atiorney general at:
Connecticut, Maryland,
Massachusetts, North

Carolina, or Rhede Island: ¢, necticut Attorney General's Office, 55 Elm Strest, Hartford, CT 06108, www.ct.goviag,

1-860-808-5318

Maryland Attorney Generatl's Office, 200 St. Paul Place, Baltimore, MD 21202, :
www.oag.state md.us, 1-888-743-0023 or 1-410-576-6300 4

Office of the Massachusetis Attorney General, One Ashburion Place, Boston, MA 02108,
www.mass.gov/ago/contact-us.htmi, 1-617-727-8400

North Carolina Attorney General's Office, 9001 Mail Service Center, Raleigh, NC 27699, .
www.nedoj.goy, 1-919-716-6400 or 1-877-566-7226

Rhode Island Attorney General's Office, 150 South Main Street, Providence, Rl 02903,
www.riag.ri.gov, 1-401-274-4400 '

If you are a resident of
Massachusetts or Rhode
Island

Note that pursuant to Massachusetts or Rhode Island law, you have the right {o fite and
obtain a copy of a police report. You also have the right fo request a security freeze.

Note that you have the right to ask that nationwide consumer reporting agencies place
If you are a resident of West “fraud alerts” in your file to let potential creditors and others know that you may be a victim
Virginia of identity theft, as described below. You also have a right to place a security freeze on
your credit report, as described below

Fraud Alerts: There are two types of fraud alerts you can place on your credii report to put your creditors on notice that
you may be a victim of fraud-—an Initial alert and an extended alert. You may ask that an initial fraud alert be placed on
your credit report if you suspect you have been, or are about to be, a victim of identity theft. An Initial fraud alert stays on
your credit report for at least 90 days. You may have an extended alert placed on your credit report If you have already
been a victim of identity theft with the appropriate documentary proof. An extended fraud alert stays on your credit report
for seven years, You can place a fraud alert on your credit report by contacting any of the three national credit reporting
agencles.

Credit Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit file, free of
charge, so that no new credit can be opened in your name without the use of a PIN number that is issued to you when
you initiate a freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a security freeze, potential creditors and other third parties will not be able o get
access to your credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay your
ability to obtain credit.
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There is no fee to place or iift a security freeze. Unlike a fraud alert, you must separately place a security freeze on your
cradit file at each credit reporting company. For information and instructions to place a security freeze, contact each of
the credit reparting agencies at the addresses below:

Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.axperian.com
TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com

To request a securlty freeze, you will need to provide the following information:

. Your full name (including middle initial as well as Jr., Sr., I}, 1ll, etc.)

. Social Security number

. Date of birth

. If you have moved in the past five years, provide the addresses where you have lived over the prior five years

. Proof of current address such as a current utflity bill or telephone bill

. A legible photocopy of a government issued identification card (state driver's ficense or D card, military
identification, etc.)

7. if you are a victim of Identity theft, include a copy of the police report, investigative report, or complaint fo a law

enforcement agerncy concerning identity theft.

[«> T & 2 TR - JL B N, JPEY

The credit reporting agencies have one businass day after receiving your requast by toll-free telephone or secure
electronic means, or three business days after receiving your request by mail, to place a security freeze on your credit
repott. The credit bureaus must aise send written confirmation to you within five business days and provide you with a
unique persanal identification number ("PIN"} or password or hoth that can be used by you to authorize the removal or
litting of the security freeze.

To lift the securily freeze in order to allow a specific entity or individual access to your credit report, or to ift a security
freeze for a specified period of time, you must submit a request through a foll-free telephone number, a secure electronic
means maintained by a credit reporting agency, or by sending a written request via regular, certifiad, or overnight mail to
the credit reporting agencies and include proper identification (hame, address, and Social Security number} and the PIN
number or password provided to you when you placed the securily freeze as well as the identity of those entities or
individuals you would like to receive your cradit report or the specific period of time you want the credi report avaitable.
The credit reporting agencies have one business day after receiving your request by toll-free telephone or secure
electronic means, or three business days after receiving your request by mail, to lift the security freeze for those Identified
entities or for the specified period of time.

To remove the security freeze, you must submit a request through a toli-free telephone number, a secure electronic
means maintained by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail {o
each of the three credit bureaus and include proper identification (name, address, and Social Security number) and the
PIN number or password provided to you when you placed the security freeze. The credit bureaus have one business
day after receiving your request by toll-free telephone or secure electronic means, or three business days after recelving
your request by mail, to remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the
acouracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published a list of
the primary rights created by the FCRA (https:/fwww.consumer.ftc.goviarticles/pdf-0096-fair-credit-reporting-act. pdf}, and
that article refers individuals seeking more information fo visit www.ftc.gov/credit. The FTC's list of FCRA rights includes

+ You have the right to receive a copy of your credit report. The copy of your report must contain all the information
In your file at the time of your request.
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Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion — is required to provide
you with a free copy of your credit repor, at your request, once every 12 months,
You are also entitied to a free report if a company takes adverse action against you, like denying your application
for credit, insurance, or employment, and you ask for your report within 80 days of receiving notice of the action.
The notice will give you the name, address, and phone number of the credit reporting company. You are also
entitied to one free report a year if you're unemployed and pan to look for a job within 80 days; if you are on
welfare; or If your report is inaccurate because of fraud, including identity theft.
You have the right to ask for a credit score.
You have the right to dispute incomplete or inaccurate information.
Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.
Consumer reporting agencies may not report outdated negative information.
Access to your file is imited. You must give your consent for reports to be provided to employers.
You may limit “prescreened” offers of credit and insurance you receive based on information in your credit report.
You may seek damages from violators. '
identity theft victims and aclive duty military personnel have additional rights.

Was this article helpful? Still .

0 out of 3 found this :elpful 0 W : looking? Submit a request
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