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As a precautionary messure, we are notifying you of a.data security incident at St. Francis Callege that may involve your
personal information, including name, address, Social Security number. financial account number and/or health information.

Under Massachusetis Jaw, you have the right to obtain any police report filed in regard to this incident. If you are the victim
of identity theft, you also have the right to file a police report and obtain a copy of it,

Muassachusetts law also allows consumers to place a security freeze on their credit roports. A security freeze prohibits a
credit reporting. agency from releasing any Information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit repart may delay, interfere with, or prevent the timely
approval of any requests vou make for new loans, credit mortgages, empioyment, housing or other services,

To place a security freeze on your credit report, you must make a direct request by telephone, secure efectronic means
{(website), or written request 1o each of the three majér consumer reporting agencies: Equifax; Experian; and TransUnion at
the addresses and/or numbers below:

Equifax Security Freeze Expertan Security Freeze TransUnion Security Freeze
P.O. Box 105788 P.O. Box 9554 Fraud Victim Assistance Dept.
Atlanta, GA 30348 Allen, TX 75013 P.O. Box 2000
my.equifax.com/consumer- experian.cont/freeze Chester, PA 19022-2000
registration (888)397-3742 transunion.com/credit-freeze
(800) 349-9960 {888) 9098872

I order to request a security freeze, you wifl need to provide the following information:

I Your fudl name (including middle initial as well as Jr,, Sr,, I, 111, etc)
2, Social Security number;
3, Date of birth;
4, If you have moved in the past five (5} years, provide the addresses where you have lived over the prior five (5)
years;
3. Proof of current address, such as a current wtility bilt or telephone bill;
6. A legible photocopy of a government issued identification card (state driver’s license or 1D card, military
_ identification, etc.)
7. If you are a victim of identity thett, include a copy-of either the police report, investigative report, or complaint to

a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) business day after receiving a telephone or secure electronic request, or three (3)
husiness days afier receiving your written request, to place a security freeze on your credit report. The cradit bureans must
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also send written confirmation to you within five (5) business days and provide you with a unique personal identification
number (PIN) or password, or both, that can be used by you to authorize the removal or lifting of the security freeze.

To permanently remove the security freeze. or to temporarify lilt the security freeze for a specified period of time or to
provide a specified entity access to your credit report, you must make a request either by phone, through secure electronic
means {website), or send a written request to the credit reporting agencies by mail. Requests must include proper
identification (name, address, and Social Security number) and the PIN or password provided to you when you placed the
security freeze. To temporarily remove the security freeze, inciude the specific peried of time you want the eredit report
available or the name of the entity you want to have access to your credit report,

In the case of a request by phone or secute electronic means, the security freeze will be lifted within one (1) hour after
receiving the request for removal; or in the case of a request that is by mail, the credit reporting agencies have three (3)
business days after receiving your request to permanently or temporarily remove the security freeze.

In an abundance of caution, we are offering identity theft protection services through [D Experts®, the data breach and
recovery services expert, to provide you with MyIDCare™, MyIDCare services include: 18 months of credit and CyberScan
monitoring, a $1,000,000 insurance teimbursement policy, and fully managed id theft vecovery services. With this
protection, MyIDCare will help you resoive issues if your identity is compromised.

We encourage you to contact 1D Experts with any questions and to enroll in free MyIDCare services by going to
htps://ide.myidcare com/stfrancis and using the Enrollment Code provided above. MyIDCare experis are available Monday
through Friday from 8:00 a.m. — 8:00 p.m, Eastern Time. Please note that the deadline to enrcll is August 16. 2019,

Again, at this time, there is no evidence that your information has been misused. However, we encourage you to take full
advantage of this service offering. MyIDCare representatives have been fully versed on the incident and can answer
questions or concerns you may have regarding protection of your personal information.

To receive credit services by mail instead of online, please calt (800) 405-9710. Additional information describing your
services is included with this letter,

We take the security of afl information in our systems very seriously and want to assure you that we are tking steps to
prevent a similar event from occurring in the future, Those steps include changing passwords, providing users with
increased training on netwark security, implementing multi-factor authentication, and reporting the incident o government
reguiators.

We sincerely regret any inconvenience that this matter may cause you, and remain dedicated to protecting your information,
Please see the addendum for additional steps you can take to protect your personal information. If you have any questions,

please call (800) 405-9710 Monday through Friday, 8:00 a.m. to 8:06 p.m., Eastern Time. Although we have no reports of

misuse of your or anyone’s information, out of an abundance of caution, we are providing you with resources to help protect
your identity. '

Sincerely,

e, Uisrbet Dshefiy -

Linda Werbel
Vice President of Government and Community Relations
St. Francis College
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Recommended Steps to help Protect your Information

1. Wehsite and Enrollment. Go to hitps:/ide.myidcare.com/stfrancis and follow the instructions for enrollment using your
Earclhnent Code provided at the top of the lefter,

2. Activate the credit mouitoring provided as part of your MyIlDCare membership. The monitoring included in the
membership must be activated to be effective. Note: You must have established credit and access to a computer and the
internet to use this service. If you need assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MyIDCare at (806) 405-9710 to gain additional information about this event and speak with
knowledgeable representatives about the appropriate steps to take to prolect your credit identity.

4. Review your credit reports, We recommend that you remain vigilant by reviewing account statements and monitoring
credit reports. Under federal law, youralso are entitied every 12 months to one free copy of your credit report from each of
the three major credit reporting companies. To obtain a free annual credit report, go o www annualereditreport.com or call
1-877-322-8228. You tnay wish to stagger your requests so that you receive a free report by one of the three credil bureaus
every four months.

If you discover any suspicious items and have enrolled in MyIDCare, notify them immediately by calling or by logging into
the MylDCare website and filing a request for help.

it you file a request for help or repott suspicious activity, you will be contacted by a metnber of our 1D Care team who will
help you determine the cause of the suspicious jtems. In the unlikely event that you falf victim to identity theft as a
consequence o"r' this incident, you witl be-assigned an 1D Care Specialist who will work on your behalf to identify, stop and
reverse the damage quickly.

You should ajso know that you have the right to file 2 police report if you ever experience identity fraud. Please note that
in order to file a crime report of incident report with faw enfoscement for identity theft, you wilt likely need fo provide some
kind of proof that you have been a victim. A police report is often requived to dispute fraudulent items. You can reporl
suspected incidents of identity theft to local law enforcement or to the Attorney General.
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Additional Fmportant Information
for vesidents of Hawail, Michigan, Missouri, Vieginiu, Vermont, and North Caroling: 1t is recommeided by state law that you remain
vigilant for incidents of fraud and identity theft by reviewing credit card account stalements and monitoring your eredil report for
unauthorized aclivity.

For residents of Hfinoiy, Fowea, Maryland, Missouri, North Coroling, Oregon, and West Firgini:

10 is required by state laws 1o inform you thal you may oblain & copy of your credit report, free ol charge. wheiher or net you
syspeel any unauthorized activity en your accounl, You may obtain a frec copy of your credit report [rom vach of the three
nationwide credit reporting agencies. o oeder your free credit report, please visit wiywanngalcieditrepor.com, or catl rol-free al 1-R77-
322-8228. You can also arder your annuad free credit report by mailing & completed Anncal Credit Reporl Reguest Form tavailabie al
https APy consamer. fle. goviarticles/0 1 55-Trse-credit-reports) (o Asnual Credit Report Request Service, P.0O. Box 103281, Atlanta, GA,
30348-5281.

For residents of fimea;
Stale law advises vou [o report any suspected identity theft to law enforcement or 1o the Attorney General,

Far residenty of Orepon:
State laws advise yow 1o report any suspecied identity theft (n Taw enfareement, inciuding the Attorney General, and the Federal
Trade Comnission,

For residents of Murpland, Rliode Istand, fifinols, and Novth Carolina:
You can oblain information [rom the Maryland and Noreh Carolina Offices of the Attoraey General and (he Federal Trade
Commission aboul fruud alerts, seourity freezes, and steps you can take loward preventing identity thefi.

Maryland Office of the Ruode Iskind Gffice of the Novth Carolina Otfiece of the “ Federal Trade Commission
Attorney General Attorney Geoeral Attorney General

Consumer Protection Division Consumer Protection Censumer Proteetion Division  Consumer Response Center
200 51 Paul Place 150 South Main Street 90301 Mail Service Center 600 Penasylvania Ave, NW
Baltimors. MI) 21202 Providence R1 02903 Raleigh, NC 276499-8001 Washinglan, DC 20380
|-888-743-0023 1-40)1-274-4400 1-877-366-7226 1-877-IDTHEFT (438-4338)
wwav. oag.slaie, md.us WAV, (s gov wwaw. nedof.com wwiy, fte sovdidthelt

For residents of Mussachuasetts: 10 is requived by stule law that you aze informed ol your right tw obiain a police repert il you are o victim of
ideidity thefi
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Far residents of all states:

Frawd Alerks:  You can  place fraud  alerts  with  the (hree  credit  burcaus. by phone  and  onfine with  Hquifax
thllps: Hassets equitis. com/assets/personalifraud Alert Reyuest Form.pdf), Experian (hups:vwww.experisn.com/draudcenter.bioh) - or
TransUnion (hitps:fwwe fransunion. com/Jraud-vietin-resource/place-fruud-aler). A fraud alert tells ereditors to [ullow cerain procedures,
inchiding contacting you, before they open any aew accounts of change vour existing accounts. For that season, placing a fraud alert can proteet
you, but also may delay yeu when you seck (0 oblain eredit. As of September 21,201 3, initial fraud alerls st for one year, Yietims of identity
theifl can also get an extended fraud alest for seven years, The phone numbers for wl three credil bureaus are at the boltom ol this page.

Monitoring: You shouid always remain vigiiant and monitor your accounts for suspicious ¢r unusual activity,

Security Freeze: You ulso have the right 1o place # securily freeze on your credit repurl. A securily freeze is intended Lo prevent eredit. foans,
and services from being approved in your name wighowt your consent. To place 4 seeurity froeze on your eredil report, you need Lo make @
reguest o cach consumer reporting ageney. You may make that request by certified mail. overnight mail, regular stamped mail, elephone or
by foHlowing the ingiructions found at the websiles listed below. The following information musi be included when requesting & securily frevze
(note that il you are reysesting a eredit report for your spouse or a minor under the age of 16, this information must be provided for himvher as
well): (1) Fult pame, with middbe initial and any suffixes: {2) Social Security number: {3) date of bisth, (4) current address and any previous
addresses for the past five vears; and (3) any applieable incident report or complaint witha taw enforcement sgency or the Repisiry ol Motor
Vehicles, The request must also melute acipy ol o government-issued identiffeation card and a copy ol arecent utility biil or bank or insurance
stalement. 1t is essential that ench copy be legible, display Your nume and currest mailing address. and the date of issuc. As of September 21,
2018, it is froe to place, WA, oy remove 4 seewity frecze. You may also place @ security frecze for children under the age of 16, You may
obtain a free security freeze by conlacling cach of the following national ensumer reporling agencies:

Equifax Security Freeze Experian Security Freeze FransUnion (FYAD)
P.G. Box 105788 P.0), Box 9534 P.O. Box 2000
Atlanta, GA 30348 Alfen. TX 73013 Chesier, PA 19022
www, [reeze equifax.com. wwwy, experian.com/ficerg freeze. transunioss,com
800-323-6283 888-107-3742 -B00-680-7289

More information can alse be obtained by contacting the Federal Trade Comunission lisied above.
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