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June [day), 2019
_ NOTICE OF DATA BREACH
Dear [firstlast],

We are writing to notify you about a breach of security of your personal information that may have occurred between
August 1, 2018 and March 30, 2019 involving Retrieval-Masters Creditors Burcau, Inc. (d/b/a American Medical Collection
Agency) (the “company™). You are receiving this letter because we processed certain of your data in connection with a debt
collection. This letter is not for collection of a debt.

What Information Was Involved?

The information on our: system that was: compromxsed may have included: your first and ]ast name; [Letter Me erge to
select from the fallmvmg Sacml Securz{y Number, name of lab or medzcal service prov;der, date of medical service,
referrmg doctor, certain other medical information, but not test results, credit card number used in connection with
paying a debt zdentzf jed. by us, bank uccount mformatmn {but not any bank passcodes or. security questions) used in
connection with paying a debt identified by us.]

What We Are Doing?

Upon learning of the possibility that personal information on our system was at risk, we took down our web
payments page on March 22, 2019, and migrated it to a third party vendor, and retained a computer security consulting firm
to advise on, and implement, steps to increase our systems’ security, We have also advised law enforcement of this incident.

We have also arranged to provide you with 24 months of complimentary credit monitoring and identity theft
mitigation services. You have until September 30, 2019 to activate this complimentary product. To activate this service or to
understand what is provided, pleasc go to www.myservices.equifax.com/silver and enter the following Activation Code
(code: [Insert activation code per individual]ywhere indicated, and follow the enrollment directions, Once enrolled, please
click the “View My Product” button to access the product features.

What You Can De.

Monitoring Given the nature of the information potentially exposed, as a precautionary measure, we recommend
that you remain vigilant for fraud and identity theft by reviewing and monitoring your account statements and credit reports
closely. If you detect any suspicious activity on an account, you should promptly notify the financial institution or company
with which the account is maintained. You are also entitled to a free credit report every twelve months from each of the
agencies listed below by visiting www.annualcreditreport. com/requestReport/landmgPage action or calling the following toll
free number: 1-877-322-8228. A printable, mailed version of the request form is available here:
https://www.consumer ftc gov/files/articles/pd{/pdf-0093 -annual-report-request-form pdf. Or, you can elect to purchase a
copy of your credit report by contacting one of the three national credit reporting agencies. Contact information for the three
national credit reporting agencies is provided below:

Equifax Experian TransUnion
Equifax Information Services LLC P.O. Box 4500 Fraud Victim Assistance Division
P.O. Box 740241 Allen, TX 75013 P.O. Box 2000
Atlanta, GA 30374 1-888-397-3742 Chester, PA 19016
1-800-685-1111 www .experian.com/help 1-800-916-8800
www.cquifax.com/personal/credit- www.transunion.com/credit-help
report-services

Identity Theft. Contact information for the Federal Trade Commission (“FTC”) is included in this letter. I you believe
you are the victim of identity theft or have reason to believe your personal information has been misused, you should immediately
contact the FTC, the Attorney General's office in your state and/or local law enforcement — they can provide information about
preventing 1dent1ty theft. You also have the right to obtain a police report regarding this breach. You should obtain a copy of the
police report in case you’re asked to provide copics to creditors to correct your records. You can contact the FTC and the three
credit reporting agencies mentioned above to learn more about fraud alerts and security freezes.



Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580; 1-877-
IDTHEFT (438-4338); www fic.gov/idtheft,

You may contact and obtain information from your state attorney general at: Office of the Massachusetts Attorney General,
One Ashburton Place, 20® Floor, Boston, MA 02108, 1-617-727-8400, www.mass.gov/ago/contact-us.html.

Frand Alerts. Further, you may contact any one of the three credit bureaus listed above (Equifax, Experian, or
TransUnion) and place a fraud alert on your credit report file. A fraud alert tells creditors that you may be the victim of
identity theft, so creditors may take extra steps to validate your identity before opening a new account or changing your
existing accounts (for that reason, it may delay obtaining credit). There are two types of fraud alerts you can place on your
credit report to put your creditors on notice that you may be a victim of fraud—an initial alert and an extended alert. An
initial fraud alert is frec and stays on your credit report for at least one year. You may have an extended alert placed on your
credit report if you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud
alert stays on your credit report for seven years.

Security Freezes. You have the right to put a credit freeze, also known as a security freeze, on your credit file, free
of charge. Security freezes restrict access to your credit report, making it harder for identity thieves to open new accounts in
your name. If you place a security freeze, potential creditors and other third partics will not be able to access your credit
report unless you temporarily lift the freeze. Therefore, using a security freeze may delay your ability to obtain credit. Unlike
a fraud alert, you must separately place a security freeze on your credit file at each of the three credit reporting agencies
(Equifax, Experian, and TransUnion). For further information and to place a security freeze, contact each of the credit
reporting agencies below:

¢ Equifax  Security  Freeze, P.O. Box 105788, Atlanta, GA 30348, 1-800-685-1111
www_equifax.com/personal/credit-report-services

¢ Experian Sccutity Freeze, P.O. Box 9554, Allen, TX 75013, 1-800-397-3742, www.experian.com/help

¢ TransUnion, P.O. Box 160, Woodlyn, PA 19094, 1-888-909-8872, www.transunion.com/credit-freeze

To request a sccurity freeze, you will need to provide the following information: (1) your full name (including middle initial
as well as Jr,, Sr., 11, III, ete.), {2) social security number, (3) date of birth, (4) the addresses where you have lived over the
prior five years, (5) proof of current address such as a current utility bill or telephone bill, (6) a legible photocopy of a
government issued identification card (e.g., state driver's license or ID card, military identification, etc.), and (7) if you are a
victim of identity theft, a copy of the police report, investigative report, or complaint to a law enforcement agency concerning
identity thefi,

If you request a security freeze online or by phone, the agency must place the freeze within one business day. A security
freeze remains in place until you ask the credit bureaus to temporarily ift it (so that a specific entity or individual can access
your credit report) or remove it altogether. If you request a temporary lift or removal of the security freeze online or by
phone, the agency must lift it within one hour. If you make your request to place, lift, or remove the freeze by mail, the
agency must place, 1ift, or remove the freeze within three business days after it gets your request.

For More Information.

We remain committed to systems security, data privacy, and the protection of personal information, If you have any
questions or concerns, please call 1-844-624-5583, or write us at Retrieval-Masters Creditors Bureau, Inc., 4 Westchester
Plaza, Suite 110 (Overnight Mail), PO Box 160 (Regular Mail) Elmsford, NY 10523 for further information, including the
type of personal information we maintain and whether we have maintained information about you.

Sincerely,

Retrieval-Masters Creditors Bureau, Inc.



