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RE: NOTICE OF DATA BREACH
Please read this enfire lottor.

Dear Sample A Sanple:

We are wriling lo inform you of a dala security incidenl which may have resulted n the disclosure of your
personal information. We value all of our cuslomers, respect (he privacy of (heir information, and siccrcly apologize
for any inconvenience (his incident may cause. "This letter containg information about what happened, actions we have
laken Lo prevent arooccurrenee, and siops you can dake Lo protect your informalion.

What Happened?

On March 7, 2019, a Comersione Bank (“Camcerstong™) cniployec’s email account was comprontised {irough
a phishing allack. Upon discovering (he campromise, Comerstone moved quickly Lo exclude the allacker and bogan a
(horough mrvestigation into the polential scope of the compromisc. Thal investigation included a carcful analysis of (he
incident as well as inlensive cfforts (o determine which Cornersione customers” information may have been contained
in the cmails (hat were potentially compromised. On May 10, 2019, Cornerstone conpleled (he mitial phase of ils
investigation and delermmed (hat vour information may have been among e affecled customers and determined (he
appropriale localion to send your notice. While we cannol be ccrlam thal your mformation was acquired, oul of an

" atnmdance of cantion we arc notifying yvou of 1he incident and whal Comersione is doing 1o address il.

For most Comerstone customers recciving (his lelier, {the imformation ctfecied by (he incident included only the
cuslonier’s name and Comcrstone account number, With (hal Timited mtormation, the risk of identity (hefl is quile
small, and Comersione is beimg cspecially vigilanl walching for unauiborizod access to potentially affected accounts.
Howerer, a limiled nuniber of Comerstone customers had more exiensive information impacied by this incident
ncluding Soctal Seourity mambcr, daic of birth, driver’s license mumber, andfor aredit or debit card numbers,

What We Are Doing,

We lake (he sceurity of all information in our systems very scriously, and wanl lo assurc you (hal we have

alrcady mplemenicd addilional socurity measures {o provent a sintilar cvenl from occurring in the futwre. Some of

those stops include moving to a more advanced cmail malware protection solution for our cmail systom and
mplementing crihanced login sceurity measures for our cruployecs.

What You Can Do,

Although we have no reporis of misusc of your or anyonc’s mformation, we arc providing you with resources
10 help prolect your identity. We urge you lo remain vigilant for the next tywelve 1o tweniy-tour months and o prompl’rs
report any susposicd identity thel to Comersione, We have also arranged for you 10 cnroll, at no ¢ost (0 you, in
Txperian’s Tdentity Restoration services and Fxporian TdenlityWaorks.
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To liclp protoct your idenlity, we arc offcring a complimentary two-year menmbership of Fxperian®s®
TdenlityWorks®™, This product provides you with superior identity deloction and resolut won of idenlity thefl. To
activaic your membership and siarl monitoring yout personal information please follow the steps below:

¢ TFnsurc (hat you cnroll by: August 31, 2019 (Your code will not work afler (his dake.)
*  Visit {lic Exporian IdentityWorks wehbsile o enroll: https:/Awww . cxperianidworks.cony/3heredil
¢  Provide vour activation code: ABRCDEFGHT

T vou have queslions about (he product, need assistance wilh idenlity restoration of would likc an alicrnative
lo enrofling in Fxperian TdentityWorks onling, please contact Fxperian®s customer care (cam al 1-855-744-2743 by
August 31, 2019, Bc preparcd 1o provide cngagement number TVR12614 as proof of cligibility for (he idenlity
resioralion services by Experian,

Additional details regarding yonr 24-MONTH EXPERIAN IDENTTTYWORKS Membership:
A credit card is not roquired for cnroltment i Experian IdentityWorks,

You can contacl Fxperian immediately rogarding any fraud issucs, and have access to the following featurcs
ance vou cnroll in Fxperian TdentiyWorks:

4+ TExperian credit report at sigmip: Scc what information is associaled wiih your aredit file. Daily credii
roporls arc available for online members onty. !

+  Credit Monitoring: Actively monitors Fxperian, Fauitax and Transunion files for indicalors of frand.

+  Identity Restoration: Identity Restoralion specialists are mmediately available (o hielp you address credil
and non-credit related frand.

+  Txperian TdentityWorks ExtendCARET™: You reccive the same high-lovel of Tdenlity Restoralion
support ¢ven aficr your Fxperian TdentityWorks membership has oxpired.

4+ Tp to $1 Million Identity Theft Insurance 2: Provides coverage for cortain costs and mnanthorized
clectronic fund ransfors,

T you belicve there was fraudulent usc of your information and would like Lo discuss Tow you may be able to
resolve those issucs, please reach oul o an Fxperian agonl at 1-835-744-2743, H, afler discussing your situation wilh
an agenl, il is determined thal Identity Rosloralion supporl is needed. then an Experian Identity Restoration agent is
available (o work wilh you (o invesligale and resolve cach incident of fraud (hal occurred (including, as appropriaic,
helping vou with contacting eredit graniors (o dispute charges and ¢lose accounts; assisting you in plaging & freez¢ on
vour crodit file with (he (hroc major credit burcans: and assisling you wilh contacling government agencics to hielp
restore your idenlity {o s proper condilion).

Pleasc nolg (hal (his Tdentity Resioralion support is available to you for two years from (he date of this Toticr
and docs not tequire any action on your part a thig lime. The Terms and Conditions for (his offer arc located al
e ExperianIDWarke.com/resioration. You will also find sclfhelp tips and informalion about identity protoction at
this sile.

For More Information,

Please know (hat (he prolection and scourity of vour personal information is of cur utmost priority, and we
sincercly rogrel any concern or inconvenicnee (bat (his matler may cause you. Please sce (he addendun for additional
sleps you can ldke o protocl your personal information. I you have any questions, plcasc do nol lsilaic (o call
1-855-744-2743, Monday (hrough Friday, 9:00 am, 1o 11:00 pa., Fasiam Time or Salurday and Sunday betwoen
11:00 ant. and 8:40 p.m., Fasiern Time,

Sineercly,
Steven (1 Tealon
President, Chict Fxooutive Officer
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Offtine members witl be eligib}é 1o call for additional reports quarterly after enrofling.
2 Tdentity theft nsurance: is 1mderwritten by insurance campany subsidiaries ar aflilistes of American Trternational Group, Tnc.
(AIG). 'The description herein is & swmmary and intended for informational purposes atly and does not inctwdle all tenns,

canditicns and exchsicns of fhe policies described. Please refer fo the actual poticies for terms, conditions, and exclusians of E6736101

coverage. Coverage may not be available in all urisdictions :



\dditionall Tuf ,

2 T is reconmiended by slale law (hat
you temain vigilant for mczdcnls of fraud and identity [hefl by reviewing payment card account slalemenis and
monitaring your credil reports for wnan(horized activity, You may oblain a copy of your aredit reporl, free of charge,
whellicr or not you suspecl any unauthorized activity on your account, You may oblain a froc copy of your credit Teport
from cach of (he (e naiionwide credit roporling agencics. To order yowr free credil reporl, please wisil
www.antvalcreditreporl.com, or caft toll-frec at 1-877-322-8228. You can also order your anmual free eredit report by
mailing a completed Annual Credil Report Request Form (available al
hitps:/Awww.consumer.fle. gov/articlos/0135-troc-credil-reparls) to: Annual Credit Report Request Serviee, P.Q. Box
105281, Allanta, GA, 30348-5281.

You can oblain informalion from the Atlemey General and (he Federal Trade Conmmission about fraud alerts, security
freczes, and slops you can take loward preventing identity (hefl,

Maryiand Office of the North Carolina Office of the Federal Trade Commission
Attorney General Attorney Geaeral Consumer Response Center
Consumer Prolection Division Consumer Prolection Division 600 Pennsylvania Ave, NW
200 SL. Paut Place H(01 Mart Service Cenler Washingion, TXC 20530
BRaltimore, MD 21202 Raleigh, NC 27699-9001 1-877-TDTHEF1 (4?3—4338)
1-888-743-0023 1-877-566-7226 arvrve, identityl
www.oag.stalemdus www.nedoj.con

i » State laws advisc you to roporl any suspocted idenlity thefl o law enforeentent, mcluding the
Aliomey General, and (he Federal Trade Conmission.

Yor residents of Massqchusetts. You have (he right (o obtain & palice report if you are a victim of identity thefi.

Fraud Alerts: You can place fraud aletts with the three credit burcans by phonc and online with
Equitax (hitps:asscts.cquifax.com/asscts/porsonal /Fraud_Alert Roquest Form,pdf),

Experian (https:/fwww.cxperian.com/Araud/center, html), or

Transunion (htips:/Avww.transuniot.com/fraud-victim-resource/place-fraud-alett). A fraud alett tells creditors to
follow certain procedures, including contacting vou, betore they open any new aceounts or change your cxisting
accounts. For fhat rcason, placing a fraud alert can protect you, birt also may delay you when you seck to obtain
credit. Tnitial fraud alerts last for one year, Vietims of identity theft can also get an extonded fraud alert for scven
years. The phone numbers for all three eredit burcaus arc on the fourth page of this letter.

Menitoring: You should always remain vigilant and monitor your accounts for suspicious ot utiusual activity,

Security Freeze: You also have the right o place a scourity frecze on vour credit report. A sceurity frocze is
micnded to prevent credit, loans, and scrvices from being approved in your name without your consent. To placc a
security frecze on your credit report, you need to make a request to cach consumer teporting agency. You may
makce that rogquest by cerifiod mail, overmight mail, regular stamped mail, ot by following the mstructions found at
the websites listed below. The following information must be included when requesting a scourity freeze (note that
if you arc requesting a credit report for your spousc or a minor under the age of 16, this mformation must be
provided for himvher as well): (1) full name, with middle initial and any suffixcs; (2} Social Sceutity tumber; (3)
date of birth; (4) current address and any previous addresses for the past five vears; (5) Proof of current address,
such as current utility or telephone bill, bank or insurance statement; (6) legible photocopy of govetmment-issued

identification card (state driver's license or TD card, military identification, cte.): and (7) if you arc a victim of

identity theft, include a copy of cither the police report, investigative report, or complaint to a law cnforcement
ageney concerning identity theft. Tt is cssential that cach copy be legible, display vour name and current mailing
address, and the date of issuc. Tt is free to place, Tift, or remove a seeurity freeze, You may also place a scoutity
freeze for children under the age of 16. You may obtain a free scourity frieeze by contacting any onc or mote of the
following national consumer reporting agencics:
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Equifax Security Freeze Experian Security Freeze TransUnion

P.0). Box 105788 P.0. Box 9554 P.QO. Box 2040
Allania, GA 30348 Allen, TX 75013 Chesier, PA 19022
www.cquifatcom/personalicredil-  www.experian.confficeze/centerhiml — www. iransunion.cont/eredil=fi

. 388-397-3742 300-680-7289
ROO-523-6285

More information can also be oblained by conlacling Ihe Federal Trade Commission listed dhove.

BS726101





