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To Enzail, Please Call:
(80G)Y 370-3006
Or Vigit:
htips:/ide myidcare. com/idbank
Enroliment Code:
SO v

LA

Cr0O 1D Experts
<< Address 1>
<<City> <<State>> << ZIP>

<-sMail Dates
Noftice of JD Bank Data Security Incident
Dear <=3 irag Namew <Last Names-,

We are wriling to rotify you about a data security incident experienced fy JD Bank that may have impacted your pessonal
information. We value and respect the privacy of your information, and we sincerely apologize for aimy concern or
inconvenience this may cause you. Impacted information may have incleded your name and financial accoant number,
without any additional information that would bave allowed access to any online account. For a limited number of
individuals, their date of birth, driver’s license and/or state 7D may have been included. This {etter contains information
about steps vou can tzke to protect your information: and resources we are making available te help you.

We are offering identity theft protection services through ID Experts®, the data breach and recovery services expert, to
provide you with MyIDCare™. MylDCare services include: 24 months of Credil and CyberScan monitoring, a $1,000,600
insurance reimbursement policy, exciusive educational materials and fully managed Identity Thefi Recevery Services. With
this protection, My[DCare will help you resobve issues if your identity is compromised.

Under Massachusetts law, you have the right to obtain any police report filed in regard te this incident. 3 yon are the victim
of identity theft, you also have the right to file a police report and obtain a copy of it. Massachusetts law also allows
consumers to place a security freeze on their credit reports. A securify freeze prohibits a eredit reporting agency frem
refeasing any information frome a consumer’s credit report withow! writien authorizatior. However, please be aveare that
placing a security freeze on your credit report may delay, interfere with, or prevenl the timely approval of any requests you
make for new loans, credit mortgages, employment, housing or other services.

There is no charge to place, temporarily lift, or permanendy remove a security freeze.

We encourage you to contact 1D Experts with any questions and to ensoll in MyIDCare services by calling (860} 370-3006
or going to hitps:/ide myidcare com/jdbank and using the Enrollment Code provided above. Representatives are available
Monday through Friday from 7 am — 7 pm Central Time. Please note that (e deadline to enroll is September 17, 2419

We want to assure you that we are taking steps (o prevent this type of incident fromn happening tn the future. We have
changed passwords for alf email accounts, implemented additional sscurity methods for email access, and wilf be retraining
employees on 1ecognizing and responding to suspicious computer activity and other security threats. Af this tite, there is
no evidence that your infornsation has been misused. However, we encourage you to take full advantage of this service
offering. MylDCate represertatives have been fully versed on the incident and can answer guestions or concerns you may
have regarding proteciton of your personal information,
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You will find detailed instructions for enroliment on the enclosed Recommended Steps document. Also, you wili need to
reference the enroilment cade af the top of this letter when calling or earolling online, so please do not discard this letter,

Please call (800) 370-3006 or o to hitps:/ide myideare. com/jdbank for assistance or for any additional questions you may
have.

Sincerely,

Dan Donatd
CEO and Chairman
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®MyIDCare

Recommended Steps to help Protect your Information

1. Wehgite and Enrollment. Go to https./fide.myidcarg.com/fdbank and follow the instructions for enrollment using your
Enrollment Code provided above.

2. Activate the credit monitoring provided as part of your MyIDCare memberslip. The monitoring included in the
membership mast be activaced for it fo be effective. Note: You must have established credit and access 1o a computer and
the internet 1o use this service. If you need assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MyIDCare at {804) 376-3006 to gain additional informsation about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.

4. Review your credit reports. We recornmend that you remain vigilant by reviewing acconnt statements and NIontoTing
credit reposts. Under federal law, you also are entitled every 12 months o ong free copy of your credit report from each of
the three major credit reperting companies. To obtain a free annual credit report, go to www anmualereditreport.com or call
1-877.322-8228. You may wish o stagger your requests so that you receive a free report by one of the three credit bureaus
every foar months.

If you discover any suspicions items and have enrofled in MyIDCare, notify them immediately by calling or by visiting
their MyIDCare website and filing a request for help.

Ifyou file a request for hielp or report suspicious activily, you will be contacted by & member of our ID Care team who will
help you determine the cause of the suspicious items. In the unlikely event that you fall victim to identity theft as a
consequence of this incident, you will be assigned an [D Care Speeialist who witl work on your behalf to identify, stop and
reverse the damage quickly.

5. Place Fraud Alerts with the three credit bareaus. If you choose o place a fraud alert. we recommend you do this after
aetivating your credit monitoring. You can place a fraud alert at one of the three major credit buseaus by phone and also via
Experian’s or Equifax’s website, A fraud alert tells creditors to follaw certain procedures, incl uding contacting you, before
they open any new accounts or change yeur existing accounts, For that reason, placing & fraud alect can profect you, but
alse may delay you when you seck to obtain credit. The contact infarmation for all three bureaus is as follows:

Equitax Fraud Reporting LExperian Fraud Repotting TransUnion Fraud Reporting .
1-866-349-5191 1-BB8-397-3742 1-800-680-7289

P.O. Box 165069 P.O. Box 9554 P.0. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75313 Chester, PA 19023-20600

www.aleris equifax.com WIWW,EXDPEITAN. com W, transunion, com

1t is necessary fo contact onty ONE of these bureaus and use only ONE of these methods. As soon as one of the three bureaus
confirms you traud alert, the others are notified 1o place alerts on their records as well. You wifl receive contirmation lefters
in the mail and will ther: be able to order ali three credit reports. free of charge, for your review. Ar initial fraud alest will
last for one year.

Please Note: Na one is allowed to place a fraud alert on your credit report except vou.

6. Security Freeze, You can place a security freeze on your credit reports online with each of the three major
colisumer reporting agencies: !
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Equifax Experian Fraud Repotting Translinion Frand Reporting

1-800-685-1111 1-888.397-3742 1-888-009-8872

P.O. Box 740256 P.C:. Box 9554 P.O. Box 2000

Atlanta. GA 30374 Allen, TX 75013 Chesier. A 19022-2000

www. freeze. equifax.com www.experian com/frecze www.iransunjon. com/eredi-{Tecze

1f a request is made ontine or by phone then the eredit reporting ageney msast put the freeze in place no fater than the next
business day. In order {o request a secarity freeze, you may need to provide 1he folfowing information:

Your full name (inclading middle inifial as well as Ir., S, I, II1, efc. };

Social Security Number;

Date of birth;

[ you have micved in the past five years, provide the addresses where you have lived over the puior five years;
Proof of current address such as a current wtility bifl or telephone bill;

A Iegible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.);

If you are a victim of identity theft, include a copy of the police report, investigative zeport, or complaint to a
faw enforcement agency concerning identity theft;

A

el

The credit reporting agencies will provide you with a unique personal identification number (PTN) or password, or bofh
thiat can be used by you to authorize ihie removal er lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access fo your credit report, you must calt or
go online to each of the credit reporting agencies and provide proper identification (name, address, and social security
aumber) and the PIN nember or passward provided to you when you placed the secority freeze as well as the speeific
period of time you want the eredit report available, The credil reporting agencies witl 1ift the seeurity freeze for the
specified period of time.

To remove the security freeze, you nwst call or go online o each of the three credit bureans and pravide proper ideatification
(name, address, and social security number) and the PIN sumber or password provided to you when you placed the security
frecze. The credit bureaus will remove the security freeze. :

There is no cost to freeze or unfreeze your eredit files.

To leamn more, contact your Siate Attorney General’s office or visit the Federal Trade Commission’s website at
www. fte yov/idthef and click on the link for credit freeze information.
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