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Toyota and Lexus Financial Services
6565 Headquarters Drive, Mailstop W2-5D

Plario, TX 75024
[DATE]

[NAME]
[ADDRESS]

Dear [NAME]:

We are writing to notify you, out of an abundance of caution, that as a result of an inadvertent
incident involving one of our third party vendors, some of your personal information may have been
exposed to unauthorized third parties. Toyota and Lexus Financial Services takes this matter very
seriously and apologizes for any inconvenience caused. Upon learning of the incident, we immediately
began working with the vendor to investigate the extent of the incident, and we successfully ended the
exposure the very same day. We are working to ensure that the vendor deploys additional security
procedures to prevent future incidents.

We are offering you identity theft prevention and mitigation services at no cost for a period of
12 months. To activate those services, please go to https://www.experianidworks.com/3bplus and
provide the following individualized activation code | | and Engagement Number: DB12926.
Enrollment ends on June 4, 2020.

We have established a confidential assistance line so you can contact us should you have any
questions regarding the incident or the contents of this letter. This confidential assistance line is’
operational Monday through Friday, 8:00 a.m. to 8:00 p.m. in your local time zone. Please call, toll-
free, 866-383-7943,

There are certain steps you can take to protect against potential fraudulent activity. Under
Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you
are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports. A
security freeze prohibits a credit reporting agency from releasing any information from a consumer’s
credit repott without written authorization. There is no charge for a security freeze. However, please
be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment, housing or
other services.

To place a security freeze on your credit report, you must send a written request to each
of the three major consumer reporting agencies: Equifax (www.equifax.com); Experian
(www.experian.com); and TransUnion (www.iransunion.com) by regular, certified or overnight
mail at the addresses below:

Ve



Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 9532 P.O. Box 6790
Atlanta, GA 30374 Allen, TX 75013 Fullertonr, CA 92834
1-800-525-6285 1-888-397-3742 1-800-680-7289
www.equifax.com WWW.experian.com WWW. lransunion.com

In order to request a security freeze, you will need to provide the following information:

. Your full name (including middle initial as well as Ir., Sr., 1, 111, etc.);

2. Social Security Number;

3. Date of birth;

4. If'you have moved in the past five (5) years, provide the addresses where you have lived
over the prior five years;

5. Proof of current address such as a current utility bill or telephone bill;

6. A legible photocopy of a government issued identification card (state driver's license or ID
card, military identification, etc.)

The credit reporting agencies have three (3) business days after receiving your request to
place a security freeze on your credit report. The credit burcaus must also send written confirmation
to you within five (5) business days and provide you with a unique personal identification number
(PIN) or password, or both that can be used by you to authorize the removal or lifting of the security
freeze. '

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must call or send a written request to the credit reporting agencies by mail and include
proper identification (name, address, and social security number) and the PIN number or password
provided to you when you placed the security frecze as well as the identities of those entities or
individuals you would like to receive your credit report or the specific period of time you want the
credit report available. The credit reporting agencies have three (3) business days after receiving
your request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit
bureaus by mail and include proper identification (name, address, and social security number) and
the PIN number or password provided to you when you placed the security freeze. The credit
bureaus have three (3) business days after receiving your request to remove the security freeze.

We remain committed to protecting your personal information. We again sincerely apologize
for any inconvenience caused by this incident. We are undertaking measures to further secure your
petsonal information, and are continuously monitoring our processes to prevent similar incidents in the
future.

Sincerely,

Toyota and Lexus Financial Services



