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Retdeval-Masters Creditors Burean, Tne.
Amerioan Medloal Collection Agency S——
4 Westohester Plaze; Suite 110 -
Elmsford, WY 18523

Personal & Confidential

s
% Tune 4, 2019
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NOTICE OF DATA BREACH

We are writlng 16 iotify you about a data privacy incident involving Retrieval-Masters Craditors Buress, Ine, (4/b/a American
Medicat Collection Agenoy) (the “company™). You are receiving this ledter beosuse we provessed certein of your dets in conneotion with 2
debt collection: This letter is uot for colledtion of & debt.

What Happened?

On March 20, 2019, the campeny recsived noties of & possible seourity compromise of our web payments page from an
independent thind-party compliance firm that wotks with credit card compaies; We have recently learned, after an external forensics
review, that ex unauthorized nser had accsse to our system between August 1, 2018 and March 30, 2019, and cannot mile out the possibility
that the personal information on bur systom was at risk during the nttack.

What Inforvnation Was Involved?

The information on our system that was compromised mey have Inchuded your: first end last name, crodit card numiber used in
costnecton with paying & debt identified by ‘us, name of lab or medical service provider, date of medical service, réferring doctor, certhin
other medionl information, but nof test results.

What We Are Deing?

 Upon tecelving the March 20 nofics desciibed above, we took down aur web payments page on Merch 22, 2019, and migrated it to
4 third party vendor, and retained & computer security consulting firm to adviss on, and imiplemsnt, 8teps to Increako our systoms’ seourity.
‘We have also advised lew enforcément of thig inoident. ‘

Wa Hzve plio srranged to provide you with 24 months of complithentary oredit monitoring and identity theft mitigation services,
You have until September 30, 2019 to activate this complimentary produet. To.activate this service o to understand what s provided,
please go 10 wwmerervices euulion com/siiver and enter the following Activation Code (coda: vhere indieated, and
follow ths enroliment directions. Once enrelled, please click the “View My Product” button to acoess the product foatures,

Whait Yeu Can Do..

 Monltoring. Giveii the niture of the information pefentially exposed, &5 a precautionary measure, we recommend that yoy rémain
vigitant for fiuud and identity thoft by reviewing and mionitoring your account statements and pradit reports closaly. Ifyou detectany
suspicious activity on an eccount, you should prompily notify the finencig] institution of company with which the aceonnt is maiatained.
You are slso entitied 16 u fieé credit report every twelve months ftom each of the agencies ligted below by visiting _
www.annalereditreport.com/raquestReport/andingPege.action or calling the following foll free nimber: 1-§77-322-R248, A printable,
mailed version of thie request form {4 availeble hera: )
https:/fwww.consumer. o gov/files/articles/pdDpdf-0093-annual-report-requent-form.pdf. Or, you sen eloct to purchase a copy of your
oredit report by contecting one of the three natlonal credit reporting agencied. Contact information for the fhree netional credit reporting
agencied i provided below:
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Rauifax Infosmation Services LLC B.0. Box 4500 Fraud Victim Assistance Division i
PG, Box 740241 ‘ Allen, TX 75013 ' _P.O, Bor 2000
g Atlants, GA 30374 1-888-397-3742 Chiesitér, PA 19016 |
| 1-800-685-1111 www.axperisn.com/belp - 1-800-916-8800 ;
Lot e ransynion.comforedit-hel s

Identity Theft. Contact informetion for the Federal Trede Commission ("FTC”} i8 inchuded in this Iotter, 1 you believe you are the
victim of identity theft or hive reason to bulieve your parsonal information has been misused, you should ifntiedistely sontact the FTC, the
Attomey Generals office it your state snd/ar focal Inw enforsument ~ they can provids fuformation shout proventing identity theft, You
alo hiave th right to obtain & poliee report regarding this breach. You should obiain a copy of fhe police repost in case you're asked o
Provide copies 1o eriditors to correct your records. You oan sonteet the FTC and the three credit raporting sgencies meationed sbove o
Tearn more shout Srend alerts and seourity freezes,

Federal Trade Commission, Consumer Response Center, 600 Pennaylvanis Avenue, NW, Washington, DC 20580; 1-877-IDTHEFT
(438-4338); wwrw.fic.govfidtheft.

If you ave & resident of Maryland, Nocth Carolize, Towa, Orégott or Vermont, you muy contact md obtein information regarding identity
thelt from voue state affomey genseal et : ‘

+ Marsland Aviorngy Gengral's Office, 200 St. Paul Place, Baltimore, MID21202, 1-888-743-0023, www.oag state.md.8

«  North Caroling Attorney General's Office, 9001 Mail Service Center, Haleigh, NC 27699, 1-919-716-6400/ BI7-566-7226,

www.nedof.gov; _ _ _
s Iowa Atiorney’s General Office, Hoover State Offios Building, 1305 H. Walmit Street, Dies Moines, IA 50319, 1-515-281-5164,
www,jowssitorneygeneral.gov

«  Oregon Attorney General’s Office, contact the Oregon Departont of Justice, 1162 Court Strect, NE, Sslem, OR 97301,
1-877-877-9392, www.doj.staté.0or08;

< Vermont Atiorney General's Office, 109 Stute Streat, Monipelier, VT 05609, 1-802-828-3171, hﬁpﬁ:f?ﬁge.vmmt.govf

Fraund Alerts, Pusiher, you may contect any ong of the three ctedit bureang isted pbove (Bquifhx, Experian, of TrnsUnion) and
plice a fraud alert on your credit report file. A frend alert tells creditors that you may be the victin of identity thefi, o reditors may talke
extra stepa to validate your identity before opening s new account or chunging your existing eccounts (for that reseon, 1t may deluy’
obtaining credit). There are two types of frand alerts you cen place on yaur eredit report to put your creditors on wotice that yon maybe &
victim of fraud—an initlal slert and an extended alert, An fnitial fraud slort is fres and stays on your crodit report for ut least one year, You
may have an extended alert placed on your credit report if you heve wirendy been a victim of identity theft with the epproprlate docementary
proof, Ast extended fraud alept giays on your credit report for seven years.

Sotnrity Freezes. You have the tight o put a cradit freezs, also known a8 a security fivese, on your orediy Sle, free of chargs,

Security Freezes restrict access to your credit report, meking it herder for identity thieves to open new accounts in your name, If you place s
seoutity froezs, potential creditors and other third parties will not be able o ascess your eredit report unites you temporarily lift the freeze.
Therefore, using 8 security freeze taay delay your sbility to obtuin credit. Uslike & frand alert, you st separutely place a seourity freeze
on your credit file at ench of the thres credit reporting ugencies (Equifex, Ezperian, and TransUnion}, For further information and to place
a security freewe, contact edch of the credit reporting agencles below:

«  Hquifhx Secnrity Freeze, 2.0, Box 105788, Atlants, GA 50348, 1-800-685-1111 www.eqifix.coro/personal/credit-report-services

+  Expérian Seourity Freezs, P.O. Box 9554, Allen,'TX 75013, 1-800-367-3742, www.experimn.comfhely

» TyangUmion, B.0. Box 160, Woodlyn, PA 19094, 1-888-900-8877, www.transunion.com/orsdit-freexs

Tryiy fequést & security freszs online or by phone, the agency must place the freeze within one business day, A security freezo romaing in
place umtil you aek the oredit bureaus to temporardly lift it (s that a specific entity or individual can access your predit report} or remove it
altogether. I you request & femporacy 1t or removal of the security freeze online or by phone, the ageacy must 1if it within one hous, If

yon make your réquest o place, 1ift, or remove the freeze by mail, the sgency must place, 1ift; or remave the frooze within three business
days efler it gets your regquest,

For More Information,

W remain committed to systems secusity, date privacy, end the protection of personet informatics. Xf you have sy questions or
onneesns, pleass call 1-R44-624-5583, or write us 5t Retrieval-Masters Creditors Bureau, Inc., 4 Westchester Plazs, Sulte 110 (Overnight
Mail), PO Box 160 (Regular Meil) Blmsford, NV 10523 for further information, including the fyps of perstnal Informntion e meintais
and whether we have maintsined information sbout you,

This letter Is niot for collection of s debi
Hincerely,

Retrieval-Masters Creditors Butesn, Ine.
American Medioa] Cellection Agency



Jerry Diffley, MS
Chief Comypliahce & Privacy Officer

Concelive. Deliver, Thrive,

{INSERT DATE[

[INSERT FIRST] NAME] [INSERT LAST NAME}
{}JADDRESS 2]
[CITY][STATE][ZIP]

RE: YOUR PERSO INFORMA’

We are writing to inform you of a recent incident concerning some limited personal information
related to you. As you imay be awaré, dn organization named AMCA, recently announced a breach of its
computer systems. AMCA provided some limited services for Natera, Inc,

What Happened?

On May 15, 2019; Retrieval-Masters Creditors Bureau, Inc. (doing business as AMCA) notified Natera
thai Natera patients were affectf_:d by its bredch, and at a later date pyovided Natera with a list of those
individnals who may have been affected. AMCA has informed us that they are working with law enforcement
authorities.

What hiformation Was Involved?

Because privacy is so important to Natera, when working with AMCA, Natera only provided AMCA
with very lirhited information related to our patients. The personal information AMCA had related to you was
your name, address; a Natera identification number, an AMCA account number, and your credit card number,
The identification nuinbér and the account number were merely a means of tracking patients in the system;
and cannot be used for any other purpose. You should have received a notification letter from AMCA, which
included the opportunity te participate in complimentary credit monitoring and identify theft mitigation
services, We encourage you to take advantage of that offer. If youwdid not receive aletterfrom AMCA (Retrieval-
Masters Creditors Bureau, Inc.) pleas¢ contact us at the phone number listed below.

What if I Have Questions?
If you have questions or congerns regarding this matter, or believe that someone has accessed. this

information about you, please contact Natera at 1-855-730-6777. You can also contact us at-
Privacyoificer @natera.com or by sending a letter to the following address:

Naters; Inc.

201 Industrial Road

Suite 410 - Attention: Privacy Officer
San Cartos, CA 94070

We truly regret that this incident has occurred and understand that it may cause you inconveniehce. However,
please be assured that we have taken steps to address this incident and remain committed to protecting the
privacy and security of your personal information.

Sincerely;

jerry Diffley

Natera, he. ‘ 201 Irichusirial Posd, Sults 410, Ban Cértas, GA, 407D USA | Tol: +1 650.240.9080 | Fox: +1 650.262.9674 | wwinnatera.com



Jerry Diffley, MS
Chief Compliance & Privacy Officer

Conceive, Deliver. Thrive,

[INSERT DATE]

[INSERT FIRST NAME] [TNSERT LAST NAME]
[ADDRESS 1J{ADDRESS 2]
[CITY1[STATE][ZIP]

RE: YOUR PERSONAL INFORMATION

We are writing to inform you of a recent incidént concerning some limited personal information
related to you. As you may be aware, an organization named AMCA, recently announced a breach of its
computer systems. AMCA provided some limited services for Natera, Inc.

What Happened?

On May 15, 2019, Retrieval-Masters Creditors Bureau, Inc. {dding business as AMCA) notified Natera
that Natera patients were affected by its breach, and at a later date provided Natera with a list of those
individuals who may have been affected. AMCA has informed us that they are working with law enforcement
authorities.

What Information Was lnvelved?

Because privacy Is so importaht to Natera, when working with AMCA, Natera only provided AMCA
withvery limited information related to our patients. As aresult, even though your information may have been
affected hy AMCA's breach, the only personal inforfnation AMCA had related to you was your name, address, 4
Natera identification number and an AMCA account number. The identification pumber and the account
nurhber were merely a means of tracking patients in the system; and cannot be used for any other purpose.

Whatif'I Have Questions?

If you have questions or corcerns regarding this matter, or believe that someone has accessed this
information about you, please contact Natera at 1-855-730-6777. You ¢an also contact us at
Privacyofficer@natera.com or by sending a letter to the following address:

Natera, Inc.

Attention: Privacy Officer
201 Industrial Road
Suite 410

San Carlos, CA 94070

We tiuly regret that this incident has.occurred and understand that it may cause you inconvenience. However,
please be assured that we have taken steps to address this incident and remain conimitted to protecting the
privacy and security of your personal information.

Sincerely,

Jerry Diffley

Hatera, lnc.§§ 201 Incistrial Road, Suite.430, San Cailds, DA, 93070 USA. | Tak +1 650.249.6090 l Faw: +1 5503620574 wyiw.patera.com



