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Welnet

Your Stedeat Loan Servicer

July 18, 2019

important notice about your personal information

Accoumnt Number:_
Dear -

We are wriing fo nofify you that an unauthorized acquisition of your personal information occurred, On June 25, 2019, we
received an email from & different borrower which we incomectly befieved was from you. This email included a request to
change the mailing address on file, Your mailing address was updated, and a monthly billing statement was mailed to this
address.

On July 9, 2019, & third party advised Nelnet that they had received and opened the correspondence intended for you, and
they destroyed the document. The address was then removed from your account. The statement received by the third party
containg your rame, account number, account details.

We do not befieve your information wilt be used inappropriately; however, there are recommended steps all consumers should
consider taking to monitor their credit and protect their idendity. I's always important to examine your monthly statements,
watch for and report any suspiciots accourd activity, and pericdically obtain credit reports from each of the natienwide
consumer reporting agencies. You can recquest a free credit report from one or all of the organizations listed below.

Under Massachusetts law, you have the sight o obtain any police repert filed in regard o this incident. If you are the victim of
identity theft, you also have the right to file a police report and obtain a copy of it

You may also place a security freeze on your credit reports, free of charge. A security freeze prohibits a credit reporting
agency from releasing any information from a consumer's credit report without written authorization. However, please be
aware that piacing a securily freeze on your credit report may delay, interfere with, or prevent the timely approvat of any
requests you make for new loans, credit mortgages, employment, housing or other services. Under federal law, you cannot
be charged to place, lift, or remove a security freeze.

You must place your request for a freeze with each of the three major consumer reporting agencies: Equifax
(www.equifax.com); Experian {www.experian.com); and TransUnion (www.iransunion.com). To place a security freeze on
your credit report, you may send a writien request by regular, cerfified or overnight mail af the addresses below. You may
also place a security freeze through each of the

consumer reporting agencies’ websites or over the phone, using the contact information below:

Equifax Security Freeze

P.0. Box 105788

Aflanta, GA 30348

1-800-349-94960
hitps./fwww.equifax.com/personalfcredit-report-services/
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Experian Securily Freeze

P.0. Box 9554

Adlen, TX 75013

1-8B8-397-3742
hitps://www.experian.com/freeze/center.himl

TransUnion Security Freeze

P.0. Box 160

Woodlyn, PA 19094

1-888-009-8872

htips./fwww. transunion.comicredit-freeze

In order to request a security freeze, you will need fo provide some or all of the following information to the credit reporting
agency, depending on whether you do sc onfine, by phone, or by mail:

1. Your full name (including middie initial as well as Jr., Sr., I, i, etc.);

2. Social Security Number;

3. Date of birth,

4. ¥f you have moved in the past five (5) years, the addresses where you have lived over the prior five years;

5, Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed,

6. A jegible photocopy of a government issued identificaion card (state driver's license or 1D

card, mifitary identfication, etc.};

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a law
enforcement agency concemning identity theft.

The credit reporting agencies have one {1} to three (3) business days after receiving your request to place a security freeze
on your credit report, based upon the method of your request. The credit bureaus must also send written confirmafion to you
within five {5) business days and provide you with a unique personal identification number (PIN) or password {or both) that
¢an be used by you fo authorize the removal o lifting of the secusity freeze. It is important to maintain this PIN/password in
a secure piace, as you wilt need it to it or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit yeport, you must make a request
to each of the credit reporting agencies by mail, through their website, or by phone {using the contact information above).
You must provide proper identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identifies of those entilies or individuals you
would like fo receive your credit report. You may also temporarily lift a security freeze for a specified period of fime rather
than for a specific entity or individual, using the same contact information above. The credit bureaus have

between one (1) hour {for requests made online} and three (3} business days (for request made by maii}

after receiving your request to lift the security freeze for those identified enfities or for the specified period of time.

Te remove the securify freeze, you must make a request to each of the credit reporting agencies by mail, through their
website, or by phone {using the contact information above}. You must provide proper identification {(name, address, and
social security number) and the PIN number or password provided to you when you placed the security freeze. The credit
bureaus have between one (1) hour (for requests made online) and three (3) business days (for requests made by mail)
affer recelving your request to remove the security freeze.

Although we believe your information will not be used inappropriately, we ask that you closely monitor all credit acfivity over
the next 12 to 24 months and immediately report suspected identity theft or fraud incidents fo your financial institutions and the
consumer reporfing agencies. If you would like more information about identity theft, please visit the Federal Trade
Commission's (FTC) website at www.consumer.govfidtheft or contact the FTC directly at 877 IDTHEFT.

2T SUPROR

Pl

fb.comnelnet i,@nelnet P.O. Box 82561 | Lincoln, NE 68501 | p 888.486.4722 | [ 877.402.5816 | Help@Nelnelnel | Nelnel.com

-m T

Tour diutenl Luas detvice



(Welnet

Your Studenl Loan Servicer

Please know that we regret any inconvenience or concern this incident may cause you. We believe there is litle risk of your
personal information being compromised, and Nelnet remains committed fo protecting our customers’ privacy. Piease do not
hesitate fo contact us at 888.486.4722 with any questions.

Sincerely,
il Trova

Nichole Trovato
Supetvisor ||
Nelnet
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