15511

August 5, 2019

Customer Name LS 0815-085
Address Linel
Address Line2
City, State Zip

Dear Customer Name:

We are writing to update you about an unfortunate incident invotving your Online Banking account. We
believe a hacker used your username and password to access your Online Banking account(s). We
successfully stopped this activity, but we want to let you know more about what happened.

What Happened?

Between July 1, 2019 and July 15, 2018, we detected unusval activity on our online banking platform and
began investigating. Our investigation found that an unknown external hacker used your username and
password to access a portion of your Online Banking account. Upon discovery of the hacker's activity, we
disabled the username and password associated with your account. While we continue to investigate this
incident, to date we have been unable to determine how the hacker obtained your username and
password,

What Information Was involved?

The hacker had access to personal information in your Online Banking profile, which includes your name,
address, last four digits of your Social Security number, telephone number, credit card number, deposit
account number, loan account number, and email address.

What We Are Doing? _

Upon discovering this behavior, as stated above, we disabled your Online Banking username and password,
and asked you to choose a new username and password. We are also offering you one year of free credit
monitoring and identity theft protection services. These services will help protect you in the unlikely
event someone tries to use the information from your anline bank account(s). We encourage you to enroll
in this service. Information about how to enrollis in the Other Important Information section of this
letter.

What You Can Do

We recommend closely reviewing all of your account statements for suspicious activity. If you find
anything suspicious or fraudulent, you should call the Bank at the telephone number listed on your
account statement. :

If you have not already done so, you may wish to change your account number(s) and/or request new debit
or credit cards. If you feel this step is appropriate, please call the telephone number on your account
statement.

We recommend that you change your Bank of the West online banking access credentials, such as your
password and security questions or answers, as applicable. We also recommend that you consider
changing your online access credentials and security questions or answers for all other online accounts for
which you use the same access credentials.

You have the right to obtain a copy of your credit report for free once a year from each credit reporting
agency. You can obtain a free credit report by visiting www.annuaicreditreport.com, by calling (877) 322-
8228, or by completing the Annual Credit Request Form and mailing it to: Annual Credit Report Request
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Service, P.0. Box 105281 Atlanta, GA 30348-5281. We suggest you remain vigilant over the next 12 to 24
months by checking your account statements monthly and requesting your free credit report from one
bureau at a time every four months. If you have questions regarding the information appearing on your
credit report, please call the credit agency at the telephone number on the credit report.

If you do find suspicious activity on your credit report, call your local police or sheriff's office and file a
report of identity theft. Get a copy of the police report, as you may need to give copies of the police report
to creditors to clear up your records. It is also recommended that you report any incidents of identity
theft to Bank of the West as well as to the Federal Trade Commission (FTC).

The Federal Trade Commission (FTC) also provides information about identify theft. You can visit
www.identitytheft.gov, or you may also contact the FTC directly: Federal Trade Commission, 600
Pennsylvania Avenue, NW, Washington DC, 20580, 1-877-FTC-HELP (1-877-382-4357).

In addition to reviewing your credit report, you have the right to place an initial “fraud alert” on your
credit file. You can do this by calling any one of the three credit reporting agencies at the telephone
numbers shown below. Doing so will let you automatically place fraud aterts with all three agencies, and
you will be sent information on how you can order a free credit report from each of the agencies. The
“fraud alert” will stay on your credit report for 90 days. After that you can renew the alert for additional
90-day periods by calling any one of the three agencies:

Equifax Experian TransUnion

{(888) 766-0008 {888) 397-3742 (800) 680-7289

P.0. Box 740241 P.0. Box 9532 P.0. Box 2000
Atlanta, GA 30374-0241 Allen, TX 75013 Chester, PA 19016
www.equifax.com www.experian.com www.transunion.com

if you want to learn more about the steps you can take to avoid identity theft, visit the Federal Trade
Commission’s website. The FTC runs the U.S. government's identity theft information website, at
www.identitytheft.gov. You can also contact the FTC via telephone at (877) ID-THEFT (877-438-4338). The
FTC and the consumer reporting agencies can also provide you with additional information about using
fraud alerts and security freezes to protect your information.

Note to Cafifornia residents: Even if you do not find any signs of fraud on your reports, the California
Office of Privacy Protection recommends that you check your credit reports every three months for the
next year. The law allows you to order a free credit report from each agency every 12 months. You may
order one, two, or all three reports at the same time, or you may stagger your requests during a 12-month
period to menitor the accuracy and completeness of the information in your reports. Just call one of the
numbers above to order your report and keep the “fraud alert” in place. For more information on identity
theft, you may visit the California Office of Privacy Protection website at www.oag.ca.gov/privacy or call
them toll-free at (B66) 785-5663.

Note to Massachusetts residents: Residents of Massachusetts can obtain a copy of a police report, if filed.

Massachusetts consumers also have the right to obtain a security freeze. You may obtain a security freeze
on your credit report to protect your privacy and ensure that credit is not granted in your name without
your knowledge. You have a right to place a security freeze on your credit report pursuant to
Massachusetts law. The security freeze will prohibit a consumer-reporting agency from releasing any
information in your credit report without your express authorization or approval. There is no charge for
requesting a security freeze.

The security freeze is designed to prevent credit, loans and services from being approved in your name
without your consent, When you place a security freeze on your credit report, within five business days you
will be provided a unique personal identification number or password to use if you choose to remove the
freeze on your credit report or to temporarily authorize the distribution of your credit report for a period
of time after the freeze is in place. To provide that authorization, you must contact the consumer-
reporting agency and provide all of the following: (1) The unique personal identification number or
password provided by the consumer-reporting agency; (2) Proper identification to verify your identity; and
(3) The period of time for which the report shall be available to users of the credit report.



A consumer-reporting agency that receives a request from a consumer to temporarily lift a freeze on a
credit report shall comply with the request no later than three business days after receiving the request. A
security freeze does not apply to circumstances in which you have an existing account relationship and a
copy of your report is requested by your existing creditor or its agents or affiliates for certain types of
account review, collection, fraud control or similar activities. If you are actively seeking credit, you should
understand that the procedures involved in lifting a security freeze may slow your own applications for
credit. You should plan ahead and lift a freeze, either completely if you are shopping around or specifically
for a certain creditor, a few days before actually applying for new credit. You have the right to bring a civil
action against someone who violates your rights under the credit reporting laws. The action can be
brought against a consumer-reporting agency.

Other Important Information

COMPLIMENTARY SERVICE OFFER

Bank of the West is offering you a free one-year subscription to Identity Guard®, a credit monitoring and
identity theft protection service. Identity Guard provides essential monitoring and protection of not only
credit data, but also alerts you of certain activities that could indicate potential identity theft. This

program is provided by Intersections [nc, (NASDAQ: INTX), a leading provider of consumer and corporate
identity risk management services.

Identity Guard® features include:
s  3-Bureau Credit Report and Scores*
» 3-Bureau Daily Monitoring with Notiry EXPRESS® Alerts
+ 3-Bureau Quarterly Credit Update
e Victim Assistance
e Credit Education Specialists
s Up to $20,000 identity theft insurance with $0 deductible**

If you wish to take aclvantage of this monltorlng service, you must enroll by October 5, 2018.
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Credit scores are provided by CreditXpert® based on data from the three major credit bureaus.

**identity Theft Insurance underwritten by insurance company subsidiaries or affiliates of American
international Group, inc. The description herein is a summary and intended for informational purposes
only and does not include all terms, conditions and exctusions of the policies described. Please refer to the
actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
jurisdictions.

ENROLLMENT PROCEDURE

To activate this coverage please call the toll-free number or visit the Web site listed betow and enter the
redemption code. The redemption code is required for enrollment, and can only be used one time by the
individual addressed.

Toll-Free: (855) 930-8231
Web Site: www.identifyguard.com/enroll
Redemption Code: Redemption Code

In erder to enroll, you will need to provide your: mailing address, phone number, Social Security number,
date of birth, email address as well as your redemption code.

This service is complimentary; no method of payment will be collected during enrollment and there is no
need to cancel. We apologize for any inconvenience and urge you to enroll today.
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For More Information

If you have any guestions or for assistance changing your Bank of the West online banking access
credentials or account number(s), please call our Contact Center at (800) 488-2265 (for TTY use: 800-653-
5495) Monday - Friday, 6:00 a.m. to Midnight, and Saturday, Sunday and most holidays, 7.00 am. to
Midnight, Central Time.

We deeply regret the exposure of your personal information and are committed to supporting you through
this situation.

Sincerely,

Poid Pollino

David Pollino
Chief information Security Officer
Bank of the West



