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1632 <<Client ID>> <<Check Digit>> 001

Ameriprise

Financial

<<Mail Date>>

<<First Name>><<Last Name>>
<<Client Address 1>>
<<City>>, <<§T>> <<ZIP>>

Dear <<First Name>> <<Last Name>>:

1 am writing to inform you of an incident involving your personal information. Your advisor, _
recently started employment at a franchise office of Ameriprise Financial Services, Inc. When changing firms, -
was allowed by her previous firm to retain information regarding her clients. That information was shared
inappropriately with Ameriprise Financial on <<DATE>> to set up a client profile without your written consent.
The data shared to set up the client profile included your name, address, date of birth, Social Security number and
email address. Due to the sensitive nature of this information, I wanted to notify you of this incident.

While it is very unlikely that you will be a victim of identity theft as a result of this incident, as a precaution,
Ameriprise Financial is providing you an opporturity to enroll in an independently operated credit monitoring
program for two years at no expense to you. This program is administered by EZ Shield, Inc. The services include
resolution assistance by certified fraud experts, Internet Monitoring which will alert you if your information is being
traded on the dark web, and credit monitoring to keep you informed of changes to your information within the
Experian credit bureau. To obtain these services, please go to hitps://mvidentity.ezshield. com/protection and insert
code: <<GIFT CODE>>

None of us fke to hear about incidents involving our personal information. And in situations like this, taking a few
prudent steps can further protect you against the potential misuse of your information. That’s why we recommend

the fotlowing actions:

s Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:

P.0. Box 740241 P.0. Box 9554 2 Baldwin Place
Atlanta, GA 30374  Allen, TX 75013 P.O. Box 1000

{800) 525-6285 (888) 397-3742 Chester, PA
equifax.com experian.com 19022
(800) 680-7289

transunion.com



Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts [aw also allows consumers to place a security freeze at no charge on their credit reports. A security
freeze prohibits a credit reporting agency from releasing any information from a consumer’s credit report without
written authorization. However, please be aware that placing a security freeze on your credit report may delay,
interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages,
employment, hounsing or other services. .

To place a security freeze on your credit report, you must send a written request to each of the three major consumer
reportmg agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion

(www.iransunion.com}) by regular, certified or overnight mail at the addresses below:

‘P.O.Box 105788 | P.0.Box9554 ' §P.0.Box'2ooo '

 Atlanta, GA 30348 | Allen, TX 75013 | Chester, PA 19022-2000
‘www.freezeequifax.com L www.experiancom/freeze. | www.freeze.transunion.com
[(800)685-1111 | (888)397-3742 _ g(ass) 909-8872 '

In order to request a seeurily freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, 111, etc.);
2. Social Security Nurmber;
3. Date of birth;
4. 1f you have moved in the past five (5) years, provide the addresses where you have lived over the prior five
years;
Proof of current address such as a current utility bill or telephone bill;
A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.)
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft;
8. [fyou are not a victim of identity theft, include payment by check, money order, or credit card (Visa,
MasterCard, American Express or Discover only). Do not send cash through the mail.

o

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password, or both that can be used by you to
authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting apencies by mail and include proper identification (name, address,
and social security number) and the PIN number or password provided to you when you placed the security freeze
as well as the identities of those entities or individuals you would like fo receive your credit report or the specific
period of time you want the credit report available. The credit reporting agencies have three (3} business days after
receiving your request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and social security number) and the PIN number or password provided
to you when you placed the security freeze. The credit bureaus have three (3) business days after receiving your
request to remove the security freeze.



+ Read the enclosed educational brochure which provides resources and measures to help protect against
identity theft. _
o Additional information is available on ameriprise.com/privacy-security-fraud/
#» The Federal Trade Commission also has many resources available to help protect against identity theft.
Contact them at:

600 Pennsylvania Avenue, NW
Washington, DC 208580 - -
(877) 438-4338 :
identitytheft.gov

H you have any questions, please do not hesitate to contact me at (781) 845-9939, Please accept my sincers apology
regarding this situation and any inconvenience it may cause you.

Sincerely,

Catherine Johnson
Registered Principal / Financial Advisor
Ameriprise Financial Services, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure

© 2019 Ameriprise Financial, Inc. All rights reserved
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