A X wnal |, 5540
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February 26, 2021

Case No. DSE 191404

NOTICE OF DATA BREACH

We are writing to notify you that your personal information was involved in a data security incident that we
previously announced on July 29, 2019. The incident occurred on March 22 and 23, 2019, and was
discovered by Capital One on July 19, 2019. On January 27, 2021, we discovered that your Sodial

Security number and name were exposed in this previous data security incident. We know how unsettling
this news can be—please allow us to share more information about what took piace.

WHAT HAPPENED

In the 2019 data security incident, an individual outside of Capital One gained unauthorized access to,
and obtained certain types of, personal information about our credit card customers and credit card
applicants. The FBI arrested the unauthorized individual on July 29, 2019, and recovered the stolen data,
We believe, based on the evidence, the stolen data was recovered before it was used or disseminated.
The individual is currently being prosecuted by the U.S. Department of Justice.

Immediately after the 2019 data security incldent, we conducted an analysis with the assistance of an
external third-party expert to determine what information was accessed by the unauthorized individual. At
that time, we did not identify you as one of the individuals whose Sociail Security number was part of the
accessed data,

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Security number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your information for fraud or disseminated it, we
are notifying you of this incident.

WHAT INFORMATION WAS INVOLVED _
The personal information obtained by the individual included your name and Social Security number and
also may have included your date of birth, contact information, and other customer and credit data.

WHAT ARE WE DOING

As a precaution, we're offering you two years of credit monitoring and identity protection with
TransUnion's myTrueldentity credit monitoring service at no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 06, 2021. Due to privacy laws, we
cannot register you directly. This service will not auto-renew.
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Additionally, we want to let you know that upon learning of the incident in 2019, Capital One Immediately
fixed the issue and promptly began working with federal law enforcement. We have invested heavily in
cybersecurity and will continue to do so. We've also used what we learned from this incident to further
strengthen our cyber defenses.

WHAT YOU CAN DO
In addition to your enrolling in the credit monitoring service, we've included a list of resources
for protecting yourseif against potential misuse of your personal information.

FOR MORE INFORMATION

We understand how important your privacy is and apologize for any worry or Inconvenience this may
cause you. We want you to know that we are here for you and welcome any questions. We've setup a
dedicated website at www.capitalone.com/facts2019, We also invite you to call us at 1-844-388-8996.
Our dedicated support team is standing by to answer your questions and care for your needs 2417,

Sincerely,

Capital One



HOW TO ENROLL IN CREDIT MONITORING
As noted above, we have arranged for you to enroli, at no cost to you, inan online three-bureau credit
monltoring service run by TransUnion® called myTrueldentity for two years provided by TransUnion
interactive, a subsidiary of TransUnion, one of the three nationwide credit reporting agencies.

& To enroll in this service, go to the myTrueldentity website at www.mytrueidentity.com and in
the space referenced as “Enter Activation Code”, enter the following unique 12-letter
Activation Code NSNS =nd follow the three steps to receive your credit monitoring
service online within minutes.

« If you do not have access to the intemet and wish to enroli in a similar offline, paper based, credit
monitoring service, via U.S. Mall delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855.288.5422. When prompted, enter the following 6-digit telephone pass
code il 2nd follow the steps to enroll in the offline credit monitoring service, add an
initial fraud alert to your credit file or to speak to a TransUnion representative if you believe you
may be a victim of identity theft. TransUnion representatives are available Monday-Friday,

8 a.m~8 p.m. ET.

e Once you are enrolled, you will be able to obtain two years of unlimited access o your
TransUnion credit report and credit score, The three-bureau credit monitoring service will notify
you if there are any critical changes to your credit files at TransUnion®, Experian® and Equifax®,
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that
provides assistance in the event your identity is compromised to help you restore your identity
and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and
exclusions may apply.)

e You can sign up for the online or offline credit monitoring service any time between now and
June 06, 2021. Due to privacy laws, we cannot register you directly. Please note that credit
monitoring services might not be available for individuals who do not have a credit file with
TransUnion, Experian or Equifax, or an address in the United States (or its territorles) and a valid
Social Security number. Enrolling in this service will not affect your credit score.

o If you have questions about your online credit monitoring benefits, need help accessing your
credit report or passing identity verification, please contact the myTrueldentity Customer Service
Team loll-free at: 1-844-787-4607, Monday-Friday: 8 am~8 p.m., Saturday-Sunday: 8 a.m~5 p.m. ET.

» Special note for minors affected by this incident: The same services referrad to above may
not be available to affected minors. As an altemative, parentsflegal guardians can check to see if
your child may be a victim of identity theft by using TransUnion's secure online form at
www.transunion.com/childidentitytheft to submit your information so TransUnion can check their
database for a credit file with your child's Social Security number. After TransUnion’s search is
complete, they will respond to you at the email address you provide. if they locate a file in your
child’s name, they will ask you for additional information in order to proceed with steps to protect
your child from any impact associated with this fraudulent activity.
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ADDITIONAL RESOURCES
It is always good practice to monitor your account statements for instances of fraud or identity theft and
immediately report any suspected incidents to the relevant financial institution(s). Most fraudulent debits or
charges can be refunded or removed from your account if the managing institution is alerted within a brief
window. It is also good practice to manitor your credit reports, which are available to you free of charge.

Annual Credit Report. You may order a free annual credit report. To do so, please visit
www.annualcreditreport.com or call 1-877-322-8228. You can also order your free annual credit report by
mailing a completed Annual Credit Report Request Form (available from the U.S. Federal Trade
Commission's (*FTC") website at www‘consumer.ftc.goviarticleslo155—free-credit—reports)'to: Annual
Credit Repori Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont
residents: You may obtain one or more (depending on the state) additional copies of your credit report, free
of charge. You must contact each of the credit reporting agencies directly to obtain such additional repori(s).

Fraud Alert. You may place a fraud alert in your file by contacting one of the three nationwide credit reporting
agencies listed below. A fraud alert tells creditors to follow certain procedures, including contacting you before
they open any new accounts or make certain changes to your existing accounts, For that reason, placing a
fraud alert can protect you, but also may delay you when you seek to obtain credit.

Security Freeze. You have the ability to place a free security freeze on your credit report. A security freeze
will prevent a credit reporting agency from releasing information in your credit report without your express
authorization. A security freeze is designed to prevent potential creditors from accessing your credit

report without your consent. As a resuilt, using a security freeze may interfere with or delay your ability to
obtain credit. You must separately place a security freeze on your credit file with each credit reporting
agency. To place a security freeze, you may be required to provide the credit reporting agency certain
identifying Information, including your full name; Soclal Security number; date of birth; current and

previous addresses; a copy of your state-issued identification card; and a recent utility bill, bank

statement, or insurance statement.

Bureau Contact information. You may contact the three nationwide credit reporting agencies about
security freezes, fraud alerts and other related topics using the following:

Equifax: Experian: TransUnion:

£.0. Box 740241 P.O. Box 2002 P.0O. Box 2000
Atflanta, GA 30374 Allen, TX 75013 Chester, PA 19016
www.equifax.com www.experian.com www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of
identity theft or have reason to believe your personal information has been misused, you should
immediately contact the Federal Trade Commission and/for the Attorney General's office in your home
state. You can also contact these agencies for information on how to prevent or avoid identity theft:

Federal Trade Commission Office of the Maryland Attorney General
Consumer Response Center 200 St. Paul Place

600 Pennsylvania Avenue, NW Baltimore, MD 21202

Washington, DC 20580 http:h’www.marylandattorneygeneral.gov!
www.ftc.gov/IDTHEFT 1-888-743-0023 or 410-528-8662

1-877-\DTHEFT (438-4338)




North Carolina Office of the Attorney General
Mail Service Center 9001

Raleigh, NC 27699-9001

hitp:/iwww.ncdoj.gov/

1-877-566-7226

Office of the Attorney General for the District
of Columbia

400 6th Streei NW

Washington, DC 20001

htips:/foag.dc.govf

1-202-727-3400

Rhode Island Office of the Attorney General

150 South Main Street
Providence, R! 02903
http:/iwww.riag.ri.gov
401-274-4400

Reporting identity theft and obtaining a police report:

For Massachusetts
residents: You have the

For lowa
residents: You are

advised to report
any suspected
identity theft to law
enforcement or to
the lowa Attorney
General.

Federal Fair Credit Reporting Act Rights: The Fair Credit Rep
that regulates how credit reporting age
and privacy of consumer information in
certain rights under the FCRA, which th
information in your file has been used against you; you have
have the right to ask for a credit score; you have the right to
credit reporting agencies must correct or delete inaccurate,
reporting agencies may not repo
give your consent for reports to be provided to employers; y:
and insurance you get based on information in your credit repo

right to obtain a police report
regarding this incident. If you
are the victim of identity
theft, you also have the right
to file a police report and
obtain a copy of it.

rt outdated negative information;

For Oregon
residents: You are
advised to report any
suspected identity
theft to law
enforcement,
including the Federal
Trade Commission
and the Oregon
Attorney General.

Identity theft victims and active duty military personnel have additional rights.

For more information about these rights, you may go to
Response Center, Federal Trade Commission, 600 Pennsy
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For Rhode Island
residents: You
have the right to file
or obtain a police
report regarding
this incident.

orting Act (FCRA) is federal legislation
ncies use your information. it promotes the accuracy, fairness,

the files of credit reporting agencies. As a consumer, you have

e FTC has summarized as follows: you must be told if

the right to know what is in your file; you
dispute incomplete, or inaccurate information;
incomplete or unverifiable information; credit
access to your file is limited; you must
ou may limit “prescreened” offers of credit

it; you may seek damages from violators.

www.ftc.gov/credit or write to: Consumer
lvania Ave. NW, Washington, DC 20580.
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February 26, 2021

Case No. DSE 191404

NOTICE OF DATA BREACH

We are writing to nofify you that your personal information was involved in a data security incident that we
previously announced on July 29, 2019, The incident occurred on March 22 and 23, 2019, and was
- discovered by Capital One on July 19, 2019. On January 27, 2021, we discovered that your Sodial
Security number and name were exposed in this previous data securlty incident. We know how unsettling
this news can be—please allow us to share more information about what took place.

WHAT HAPPENED

In the 2019 data security incident, an individua! outside of Capital One gained unauthorized access to,
and obtained certain types of, personal informatfion about our credit card customers and credit card
applicants. The FBI arrested the unauthorized individual on July 29, 201 g, and recovered the siolen data.
We believe, based on the evidence, the stolen data was recovered before it was used or disseminated.
The individual is currently being prosacuted by the U.S. Depariment of Justice.

Immediately after the 2019 data security incident, we conducted an analysis with the assistance of an
external third-party expert to determine what information was accessed by the unauthorized individual. At
that time, we did not identify you as one of the individuals whose Social Security number was part of the
accessed data.

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Security number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your information for fraud or disseminated It, we
are notifying you of this incident.

WHAT INFORMATION WAS INVOLVED
The personal information obtained by the individual included your name and Social Security number and
also may have included your date of birth, contact information, and other customer and credit data.

WHAT ARE WE DOING

As a precaution, we're offering you two years of credit monitoring and identity protection with
TransUnion’s myTrusldentity credit monitoring service at no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 06, 2021. Due to privacy laws, we
cannot register you directly. This service will not auto-renew.
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Additionally, we want to let you know that upon learning of the incident in 2019, Capital One immediately
fixed the issue and promptly began working with federal law enforcement. We have invested heavily in
cybersecurity and will continue to do so. We've also used what we learned from this incident to further
strengthen our cyber defenses.

WHAT YOU CAN DO
in addition to your enrolling in the credit monitoring service, we've Included a list of resources
for protecting yourself against potential misuse of your personal information.

FOR MORE INFORMATION

We understand how important your privacy is and apologize for any worry or inconvenience this may
cause you. We want you to know that we are here for you and welcome any guestions. We've setupa
dedicated website at www.capitalone.com/facts2019. We also invite you to call us at 1-844-388-8999.
Our dedicated support team is standing by to answer your guestions and care for your needs 2417,

Sincerely,

Capital One



HOW TO ENROLL IN CREDIT MONITORING
As noted above, we have arranged for you to enroll, at rio cost to you, in an online three-bureau credit
monitoring service run by TransUnion® called myTrueldentity for two years provided by TransUnion
interaciive, a subsidiary of TransUnion, one of the three nationwide credit reporting agencies.

« To enroll in this service, go to the myTrueldentily website at www.mytrueidentity.com and in
the space referenced as “Enter Activation Code”, enter the following unique 12-letter
Activation Code SIS =nd follow the three steps to receive your credit monitoring
sarvice online within minutes.

e 1f you do not have access to the intemet and wish to enroll in a similar offline, paper based, credit
monitoring service, via U.S. Mail delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855-288-5422, When prompted, enter the following 6-digit telephone pass
code Jjlll and foliow the steps to enroll in the offiine credit monitoring service, add an
initial fraud alert to your credit file or to speak to a TransUnion representative if you believe you
may be a victim of identity theft. TransUnion representatives are available Monday-Friday,
8am-8pm. ET.

« Once you are enrolled, you will be able 1o obtain two years of unlimited access to your
TransUnion credit report and credit score. The three-bureau credit monitoring service will notify
you if there are any critical changes to your credit files at TransUnion®, Experian® and Equifax®,
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that
provides assistance in the event your identity is compromised to help you restore your identity
and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and
exclusions may apply.)

& You can sign up for the online or offline credit monitoring service any time between now and
June 06, 2021. Due to privacy laws, we cannot register you directly. Please note that credit
monitoring services might not be available for individuals who do not have a credit file with
TransUnion, Experian or Equifax, or an address in the United States (or its territories) and a valid
Social Security number. Enrolling in this service will not affect your credit score.

» If you have questions about your online credit monitoring benefits, need help accessing your
credit report or passing identity verification, please contact the myTrueldentity Customer Service
Team toll-free at; 1-844-787-4607, Monday-Friday: 8 a.m~9 p.m., Saturday-Sunday: 8 a.m.-5 p.m. ET.

¢ Special note for minors affected by this incident: The same services refered to above may
not be available to affected minors. As an altemative, parentsflegal guardians can check fo see if
your child may be a victim of identity theft by using TransUnion’s secure online form at
www.fransunion.com/childidentitytheft to submit your information so TransUnion can check their
database for a credit file with your child’s Social Seourity number. After TransUnion's search is
complete, they will respond to you at the email address you provide. If they locate a file in your
child's name, they will ask you for additional information in order to proceed with steps to protect
your child from any impact associated with this fraudulent activity.
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ADDITIONAL RESOURCES
it is always good practice to monitor your account statements for instances of fraud or identity theft and
immediately report any suspected incidents to the relevant financial institution({s). Most fraudulent debits or
charges can be refunded or removed from your account if the managing institution is alerted within a brief
window. It is also good practice to monitor your credit reports, which are available to you free of charge.

Annual Credit Report. You may order a free annual credit report. To do s0, please visit
www.annualcreditreport.com or call 1-877-322-8228. You can also order your free annual credit report by
mailing a completed Annual Credit Report Request Form (available from the U.S. Federal Trade
Commission's (“FTC") website at www.consumer.ftc.gov/articles/0155-free-credit-reports) to: Annual
Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont
residents: You may obtain one or more (depending on the state) additional copies of your credit report, free
of charge. You must contact each of the credit reporting agencies directly to obtain such additional report(s).

Eraud Alert. You may place a fraud alert In your file by contacting one of the three nationwide credit reporting
agencies listed below. A fraud alert tells creditors to follow certain procedures, including contacting you before
they open any new accounts or make certain changes to your existing accounts. For that reason, placing a
fraud alert can protect you, but also may delay you when you seek to obtain credit.

Security Freeze. You have the ability to place a free security freeze on your credit report. A security freeze
will prevent a credit reporting agency from releasing information in your credit report without your express
authorization. A security freeze is designed to prevent potential creditors from accessing your credit

report without your consent. As a result, using a securlty freeze may interfere with or delay your ability to
obtain credit. You must separately place a security freeze on your credit file with each credit reporting
agency. To place a security freeze, you may be required to provide the credit reporting agency certain
identifying information, including your full name; Social Security number; date of birth; current and

previous addresses; a copy of your state-issued identification card; and a recent utllity bill, bank

statement, or insurance statement.

Bureau Contact information. You may contact the three nationwide credit reporting agencies about
security freezes, fraud alerts and other related topics using the following:

Equifax: Experian: TransUnion:

P.O. Box 740241 P.Q. Box 2002 P.0. Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19016
www.equifax.com www.experian.com www.transunion.com

1-800-525-6285 1-888-397-3742 1-800-680-7289

Federal Trade Commission and State Attorneys General Offices. If you pelieve you are the victim of
identity theft or have reason to believe your personal information has been misused, you should
immediately contact the Federal Trade Commission and/or the Attorney General's office in your home
state. You can also contact these agencles for information on how to prevent or avold identity theft:

Federal Trade Commission Office of the Maryland Attorney General
Consumer Response Center 200 &t. Paul Place

600 Pennsylvania Avenue, NW Baltimore, MD 21202

Washington, DC 20580 http://www.marylandattorneygeneral.gov/
www.ftc.gov/IDTHEFT 1-888-743-0023 or 410-628-8662

1-877-IDTHEFT (438-4338)




Rhode Island Office of the Attorney General
150 South Main Street

Providence, Rl 02803

hitp://www.riag.ri.gov

401-274-4400

North Carolina Office of the Attorney General
Mail Service Center 9001

Raleigh, NC 27699-9001

hitp:/iwww.ncdoj.gov/

1-877-566-7226

Office of the Attorney General for the District
of Columbia

400 6th Street NW

Washington, DC 20001

https://oag.dc.gov/

1-202-727-3400

Reporting identity theft and obtaining a police report:

For Rhode Island
residents: You
have the right to file

For Oregon
residents: You are
advised to report any

For Massachusetts
residents: You have the
right to obtain a police report

For lowa
residents: You are
advised to report

any suspected
identity theft 1o law
enforcement or to

regarding this incident. If you
are the victim of identity
theft, you also have the right

suspected identity
theft to law
enforcement,

or obtain a police
report regarding
this incident.

including the Federal
Trade Commission
and the Oregon
Attorney General.

to file a police report and
obtain a copy of it.

the lowa Attorney
General.

Eederal Fair Credit Reporting Act Rights: The Fair Credit Reporting Act (FCRA) is federal legistation
that regulates how credit reporting agencies use your information. It promotes the accuracy, fairmess,
and privacy of consumer information in the files of credit reporting agencies. As a consumer, you have
certain rights under the FCRA, which the FTC has summarized as follows: you must be toid if
information in your file has been used against you; you have the right to know what is in your file; you
have the right to ask for a credit score; you have the right to dispute incomplete or inaccurate information;
credit reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information; credit
reporting agencies may not report outdated negative information; access to your file is limited; you must
give your consent for reports to be provided to employers; you may fimit “prescreened” offers of credit
and insurance you get based on information in your credit report; you may seek damages from violators.
identity theft victims and active duty military personnel have additional rights.

Eor more information about these rights, you may go to www.ftc.gov/credit or write to: Consumer
Response Center, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.
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- ’ PO, Box 30285
caplfgl One*‘ Sall Lake City, UT 84130-0286

26 de febrero de 2021

Numero de Caso DSE 191404
AVISO DE ACCESO NO AUTORIZADO A INFORMACION CONFIDENCIAL

Le escribimos para notificarle que su informacion personal estuvo involucrada en un incidente de seguridad
de datos que anunciamos anteriormente el 29 de julio del 2018. El incidente ocurrid el 22 y el 23 de marzo
del 2019 y fue descubierto por Capitai One el 19 de julio del 2019. El 27 de enero del 2021 descubrimos que
st himero de Seguro Social y su nombre fueron expuestos en ese incidente de seguridad de datos anterior.
Sabemos que esta noticia puede ser inquistante. Por favor permitanos compartir mas tnformacidn sobre lo
que sucedid.

QUE SUCEDIO

En el incidente de seguridad de datos del 2019, una persona ajena a Capital One tuvo acceso no autorizado
y obtuvo ciertos tipos de datos personales sobre nuestros clientes de tarjeta de crédito y solicitantes de
tarjetas de crédito. EI FBI arrestd a la persona no autorizada el 29 de julio del 2019 y recuperd la informacion
robada. Creemos, con base en las pruebas existentes, que la informacién robada se recuperé antes de que
fuera utilizada o difundida. La persona esta siendo procesada actualmente por el Departamento de Justicia
de fos Estados Unidos.

Inmediatamente después del incidente de seguridad de datos del 2019, llevamos a cabo un andlisls cori la
ayuda de un experto externo independiente para determinar a qué informacion fuvo acceso la personano
autorizada. En ese momento, no le identificamos a usted como una de las personas cuyo nimero de Seguro
Social fue parte de la informacion a la que se obtuvo acceso.

Reclentemente, Capital One reexamind los archivos que se vieron afectados por el incidente de seguridad
de datos del 2019 usando herramientas nuevas y mas avanzadas. Como parte de esle analisis,
determinamos que su nimero de Seguro Social estaba entre los datos a los que tuvo acceso la persona
no autorizada.

Aunque no creemos que la persona usé su informacion para cometer fraude ni que la haya divulgado, le
estamos notificando sobre este incidente.

QUE INFORMACION FUE AFECTADA

La informacién personal obtenida por {a persona incluye su nombre y su nimero de Seguro Social y tambien
puede que haya incluldo su fecha de nacimiento, informacion de contacto y otros datos del cliente y

de crédito. '
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QUE ESTAMOS HACIENDO

Como medida de precaucién, le estamos ofreciendo dos afios de monitoreo de crédito y proteccion de
identidad con el servicio de monitoreo de crédito myTrueldentity de TransUnion, sin costo alguno para
usted. Usted puede inscribirse en este servicio usando el codigo y las instrucciones que se incluyen aqui en
cualquier momento antes del 06 de junio del 2021. Debido a las leyes de privacidad, nosotros no podemos
inscribirle directamente. Este servicio no se rengvara automaticamente.

Ademas, queremos informarie que tan pronto nos enteramos del incidente en el 2019, Capital One
soluciond el problema de inmediato y rapidamente comenzo a trabajar con las autoridades federales.
Hemos invertido mucho en la seguridad cibernética y continuaremos haciéndolg. También hemes usado lo
que aprendimos de este incidente para fortalecer aun mas nuestras defensas cibernéticas.

LO QUE USTED PUEDE HACER
Ademas de inscribirse en el servicio de monitoreo de crédito, hemos incluido una lista de recursos que
pueden ayudarle a protegerse contra el posible uso indebido de su informacion personal.

PARA MAS INFORMACION

Sabemos lo importante que es su privacidad, y lamentamos cualquier inguietud o inconveniente que esto
pueda ocasionarle. Queremos dejarle saber que estamos aqul para ayudarle y puede hacemos cualquier
pregunta. Hemos establecido y dedicado un sitio web en www.capita!one.com/digitallfactszo1Qles/.

También puede llamarnos al 1-844-388-8999. Nuestro equipo de apoyo esta disponible para responder a
sus preguntas y atender sus necesidades, 24 horas al dia, 7 dias a la semana.

Atentamente,

Capital One




COMO INSCRIBIRSE EN MONITOREO DE CREDITO
Como se menciond anteriormente, hemos acordado que usted se inscriba por dos afios, sin costo alguno
para usted, en un servicio de monitoreo de crédito de tres agencias por internat administrado por
Transunion® llamado myTrueldentity, ofrecido por TransUnion Interactive, una subsidiaria de TransUnion,
que es una de las tres agencias de informacion de crédito a nivel nacional.

e Para inscribirse en este servicio, visite e! sitio web de myTrueldentity en www. mytrusidentity.com
{servicio disponible en inglés tinicamente) y en el espacio que se indica como “Enter Activation
Code” (Ingresar Cédigo de Activacién), ingrese el sigulente Cédigo de Activacién unico de
12 letras § v siga los tres pasos para recibir su servicio de monitoreo de crédito
por internet en unos minutos.

e Si no tiene acceso a internet y desea inscribirse en un serviclo de monitoreo de crédito simitar en
formato impreso y sin conexidn, a través del servicio de Correo postal de EE.UU., por favor llame
gratis a la linea de ayuda de TransUnion Fraud Response Services al 1-856-288-5422 (servicios
en inglés Gnicamente). Cuando se le pida, ingrese el siguiente cédigo de acceso telefénico de 6
digitos I Y siga los pasos para inscribirse en el servicio de monitoreo de crédito sin
conexién a intemnet, agregue una alerta de fraude inicial a su expediente de crédito o hable conun
representante de TransUnion si cree que es posible que sea una victima de robo de identidad.
Los representantes de TransUnion estan disponibles de junes a viernes, de 8 am. a8 pm.,

Hora del Este.

o Una vez que se inscriba, podré abtener dos afios de acceso {limitado a su reporte de crédito y a
su puniaje de crédito suministrados por TransUnion. El servicio de monitoreo de crédito diario de
las tres agencias le notificara si hay cambios criticos en sus expedientes de crédito en
TransUnion®, Experian® y Equifax®, incluidas alertas de fraude, verificaciones nuevas, cuentas
nuevas, registros publicos nuevos, pagos atrasados, cambio de direccién y més. El servicio
también incluye acceso a un programa de restablecimiento de identidad que le ofrece asistencia
en el caso de que su identidad esté en riesgo para ayudarle a reastablecer su identidad y hasta
$1,000,000 en seguro por robo de identidad sin deducible. {La Pdliza puede estar sujeta a ciertas
limitaciones y exclusiones).

» Puede inscribirse en el servicio de monitoreo de crédito, ya sea 0 no por internet, en cualquier
momento desde ahora hasta el 06 de junio del 2021. Debido a las leyes de privacidad, nosotros
no podemos Inscribirle directamente. Por favor tenga presente que es posible que los servicios de
monitoreo de crédito no estén disponibles para individuos que no tengan un expediente de crédito
con TransUnioh, Experian o Equifax, o una direccién en Estados Unidos (o sus territorios) y un
ntimero de Seguro Social valido. La inscripcién en este servicio no afectara su puntaje de crédito.

o Si tiene preguntas sobre sus beneficios de monitoreo de crédito por internet, si necesita ayuda
para obtener acceso a su reporte de crédito o para aprobar la verificacién de identidad, por favor
comuniquese con el Equipo de Servicio al Cliente de myTrueldentity gratis al 1-844-787-4607 en
el siguiente horario: de lunes a viemes, de 8am a 9 pm, y sabados a domingos, de 8 am a 5 pm,
Hora del Este.
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« Nota especial para menores de edad afectados por este tipo de incidente:
Puede que los servicios arriba mencionados no esten disponibles para menores
afectados. Como alternativa, los padresitutores legales pueden investigar para ver si su
nifio(a) podria ser victima de robo de identidad usando el formutario seguro por internet
de TransUnion en www transunion.com/childidentitytheft para enviar su informacion
y para que TransUnion pueda verificar en su base de datos si hay un expediente de
crédito con el nimero de Seguro Social de su nifio(a). Después de que TransUnion
complete la bisqueda, le responderén a la direccion de correo electronico que usted
proporcione. Si ellos localizan un archivo a nombre de su nifio(a), fe pediran informacion
adicional para poder proceder con medidas para proteger a su nifio(a) contra impactos
relacionados con esta actividad de fraude.

RECURSOS ADICIONALES
Siempre es una buena practica monitorear sus estados de cuenta para detectar casos de fraude o robo de
identidad y reportar de inmediato cualquier incidente sospechoso a las instituciones financieras pertinentes. La
mayoria de los débitos o los cargos fraudulentos se pueden reembolsar o eliminar de su cuenta si ta Institucion
administradora recibe una alerta prontamente. También es una buena practica monitorear sus reportes de
crédito, los cuales estan disponibles sin costo alguno.

Reporte de Crédito Anual. Usted puede pedir un reporte de crédito anual gratis. Para pedirlo, por favor visite
www.annualoreditreport.com o liame al 1-877-322-8228 (servicios disponibles en inglés unicamente). Usted
también pyede pedir su reporte de crédito anual gratis enviando por correo postal un “Formulario de Solicitud del
Reporte de Crédito Anual” (Annual Credit Report Request Form) ya gompletado (disponible en el sitio web de la
Comision Federal de Comercio de los EE.UU. (“FTC") en www.consumer.ftc.gov/articles/0155-free-credit-reports)
a' Annual Credit Report Request Service, Box 105281, Atlanta, GA 30348-5281.

Para los residentes de Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico

y Vermont: Usted puede obtener una o mas copias adicionales de su reporie de crédito, sin costo alguno
(dependiendo def estado). Debe comunicarse directamente con cada una de las agencias de reporte de crédito
para obtener los reportes adicionales.

Alerta de Fraude. Usted puede colocar una alerta de fraude en su registro comunicéndose ¢on una de las tres
agencias de crédito nacionales mencionadas a continuacion. Una alerta de fraude les indica a los acreedores
gue sigan ciertos procedimientos, incluso comunicarse con usted antes de abrir cuentas nuevas o hacer
ciertos cambios en sus cuentas existentes. Por esa razoén, colocar una alerta de fraude ie puede proteger, psro
también le puede demorar cuando necesite obtener crédito.

Congelamiento por Seguridad. Usted puede colocar un congelamiento por seguridad sin costo en su reporte
de crédito. Un congelamiento por seguridad evitara que una agencia de informacion de crédito divulgue
infarmacion de su reporte de crédito sin su autorizacion expresa. Un congelamiento por seguridad esta
diseftado para evitar que posibles acreedores tengan acceso a su reporte de crédito sin su consentimiento.
Como resultado, un congelamiento por seguridad puede interferir con su capacidad para obtener crédito ©
demorarlo. Usted debe colocar un congelamiento por seguridad en su expediente de credito con cada una de
las agencias de informacion de crédito por separado. Para colocar un congelamiento por seguridad, puede ser
que se le requiera presentar a la agencia de informacion de crédito cierta informacion de identificacién, lo que
incluye su nombre completo; numero de Seguro Social; fecha de nacimiento; direcciones actual y pasada; una
copia de su tarjeta de identidad emitida por el estado; y una copia reciente de su factura de servicio publico,
estado de cuenta bancario o factura del seguro.




informacion de Contacto de las Agencias. Usted se puede comunicar con las tres agencias de informacion
de cradito a nivel nacional y obtener informacion sobre congelamientos por seguridad, alertas de fraude y otros
temas relacionados, a fravés de:

Equifax; Experian: TransUnion:

P.O. Box 740241 P.0O. Box 2002 P.O. Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19016
www.equifax.com www.experian.com www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

Oficihas de !a Comisién Federal de Comercio y de los Fiscales Generales de los Estados (Federal Trade
Commission and State Attorneys General Offices). Si usted cree gue ha sido victima de robo de identidad

o tiene motivos para creer que su informacion personal fue utilizada de manera indebida, debe comunicarse
inmediatamente con la Comisién Federal de Comercio (FTC) y/o la oficina del Fiscal General en su estado

de residencia. Usted también puede comunicarse con estas agencias para informarse sobre cOmo prevenir o
evitar el robo de identidad.

Federal Trade Commission Office of the Maryland Attorney General
Consumer Response Center 200 St. Paul Place

600 Pennsylvania Avenue, NW Baltimore, MD 21202

Washington, DC 20580 http:flwww.marylandattomeygenera!.govl
www.ftc.gov/IDTHEFT 1-888-743-0023 0 410-528-8662

1-877-438-4338

North Carolina Office of the Attorney General Rhode Island Office of the Attorney Generaj

Mail Setvice Center 8001 150 South Main Street
Raleigh, NC 27699-8001 Providence, Rl 02903
http://www.ncdoj.gov/ hitp:/iwww.riag.ri.gov
1-877-566-7226 401-274-4400

Office of the Attorney General for the
District of Columbia

400 6th Street NW

Washington, D.C. 20001
https:/foag.dc.gov/

1-202-727-3400
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Para reportar robo de identidad y obtener un reporte policial.

Para los residentes de | Para los residentes Para ios residentes de Para los residentes
lowa: Se e aconseja de Massachusetts: Oregon: Le aconsejamos | de Rhode istand:
reportar cualquier Usted tiene el derecho reportar toda sospecha de | Usted tiene el derecho
sospecha de robo de obtener un reporte fraude de identidad a las | de presentar u obtener
de identidad a las policial con respecto a autoridades, Incluyendo un reporte policial con
autoridades o al Fiscal este Incidente. Si usted la Comisidn Federal de respecto a este incidente.
General de lowa. as victima de robo de Comerclo (Federal Trade

identidad, también tiene Commission) y e! Fiscal
el derecho de presentar | General de Oregon.

un reporte ante fa policia :
y obtener una copia

del mismo.

Ley Federal del Derecho a Informes de Crédito Justos: La Ley de informes de Crédito Justos (FCRA)

es una ley federal que regula como las agencias de reporte del consumidor usan su informacién. Promueve

la exactitud, justicia, y privacidad de la informacién del consumidor en los expedientes de las agencias de
informacién de crédito. Como consumidor, usted fiene clertos derechos bajo la Ley de Informes de Credito
Justos (FCRA), los cuales la Comision Federal de Comercio (FTC) ha resumido segun se detalla a confinuacion:
se |e debe informar si la informacion en su expediente ha sido usada en su contra; usted tiene el derecho a
saber qué est4 en su expediente; usted tiene el derecho a solicitar su puntaje de crédito; usted tiene el derecho
a impugnar informacion incompleta o incorrecta; las agencias de informacion de crédito deben corregir o borrar
informacion incorrecta, incompleta, o no verificable; las agencias de informacion de crédito del consumidor no
pueden reportar informacion negativa desactualizada; el acceso a su expediente es limitado; usted debe dar
su consentimiento para que los reportes sean proporcionados a empleadores; usted puede limitar las ofertas
“preseleccionadas” de credito y de seguro que usted recibe basado en la informacion en su reporte de crédito;
usted puede reclamar a los infractores por dafios. Las victimas de robo de identidad y el personal militar en
servicio activo tienen derechos adicionales.

Para mds informacién sobre estos derechos, puede visitar www.ftc.gov/credit o escribir a: Consumer Response
Center, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.




P.O. Box 30285
Salf Lake City, UT 841300285

February 26, 2021

Case No. DSE 191404

NOTICE OF DATA BREACH

Dear [

We are writing to provide you with an update to the letter we sent you on August 15, 2019, about a data
security incident that we discovered on July 19, 2019, and which occurred on March 22 and 23, 2018. On
January 27, 2021, in connection with a re-examination of the files obtained by the unauthorized indlvidual,
we discovered that your Social Security number was exposed during the 2019 data security incident. We
know how unsettling this news can be—-please allow us to share more information about what took place.

WHAT HAPPENED

As explained in the letter we sent you on August 15, 2019, the 2019 data security incident involved an
individual outside of Capital One who gained unauthorized access to, and obtained certain types of,
personal information about our credit card customers and credit card applicants. The FBI arrested the
unauthorized individual on July 28, 2019, and recovered the stolen data. We believe, based on the
evidence, the stolen data was recovered before it was used or disseminated. The individual is currently
being prosecuted by the U.S. Department of Justice.

immediately after the 2019 data security incident, we conducted an analysis with the assistance of an
external third-party expert to determine what information was accessed by the unauthorized individual. At
that time, we did not identify you as one of the individuals whose Soclal Security number was part of the
accessed data. However, we did conclude that the unauthorized individual accessed other personal
information belonging to you. We shared information about that in the letter we sent to you on

August 15, 2019.

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Security number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your information for fraud or disseminated it, we are
nofifying you of this incident.

WHAT INFORMATION WAS INVOLVED
The personal information the individual may have obtained included the information listed in our letter
dated August 15, 2019, as welt as your Social Security number.

WHAT ARE WE DOING

As a precaution, we're providing a new offer for two years of credit monitoring and identity protection with
TransUnion's myTrueldentity credit monitoring service at no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 08, 2021, Due o privacy laws, we
cannot register you directly. This service will not auto-renew.
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Additionally, we want to let you know that upon learning of the incident in 2018, Capital One immediately
fixed the Issue and promptly began working with federal law enforcement. We have invested heavily in
cybersecurity and will continue to do so. We've also used what we learned from this incident to further
strengthen our cyber defenses.

WHAT YOU CAN DO
in addition to you enrolling In the credit monitoring service, we've again inciuded a list of
resources for protecting yourself against potential misuse of your personal information.

FOR MORE INFORMATION

We understand how important your privacy is and apologize for any worry or inconvenience this may
cause you. We want you to know that we are here for you and welcome any questions. We'va setup a
dedicated website at www.capitalone.com/facts2019. We also invite you to call us at 1-844-388-8999.
Our dedicated support team is standing by to answer your questions and care for your needs 24/7.

Sincerely,

Capitat One




HOW TO ENROLL IN CREDIT MONITORING
As noted above, we have arranged for you to enroll, at no cost to you, in an online three-bureau credit
monitoring service run by TransUnion® called myTrueldentity for two years provided by TransUnion
Interactive, a subsidiary of TransUnion, one of the three nationwide credit reporting agencies.

e To enroll in this service, go to the myTrueldentity website at www.mytrugidentity.com and in
the space referenced as “Enter Activation Code", enter the following unique 12-letter
Activation Code SN =nd follow the three steps to recelve your credit monitoring
service online within minutes.

e If you do not have access to the internet and wish to enroll in a similar offline, paper based, credit
monitering service, via U.S. Mall delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855-288-5422, When prompted, enter the following 6-diglt telephone pass
code JN and fotlow the steps to enroll in the offiine credit monitoring service, add an initial
fraud alert to your credit file, or to speak to a TransUnion representative If you believe you may be
a viclim of identity theft. TransUnion representatives are available Monday-Friday,
8a.m~8 p.m ET.

e Once you are enrolled, you will be able to obtain two years of unlimited access fo your
TransUnion credit report and credit score. The three-bureau credit monitoring service will notify
you If there are any critical changes to your credit files at TransUnion® Experian® and Equifax®
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that
provides assistance in the event your identity is compromised 1o help you restore your identity
and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and
exclusions may apply.)

e You can sign up for the online or offine credit monitoring service any time between now and June
06, 2021. Due to privacy laws, we cannot register you directly. Please note that credit monitoring
services might not be available for individuals who do not have a credit file with TransUnion,
Experian or Equifax, or an address in the United States {or Its territories) and a valid Social
Security number. Enrolling in this service will not affect your credit score,

o If you have guestions about your online credit monitoring benefits, need help accessing your credit
report or passing identity verification, please contact the myTrueldentity Customer Service Team
toll-free at: 1-844-787-4607, Monday—Friday: 8 a.m.-9 p.m., Saturday-Sunday: 8 am—~5p.m. ET.

o Special note for minors affected by this incident: The same services referred to above may
not be avallable to affected minors. As an alternative, parents/legal guardians can check to see if
your child may be a victim of identity theft by using TransUnion's secure online form at
www.transunion.com/childidentitytheft to submit your information so TransUnion can check their
database for a credit file with your child’s Social Security number. After TransUnion's search is
complete, they will respond to you at the emall address you provide. If they locate a file in your
child's name, they will ask you for additional information in order to proceed with steps to protect
your child from any impact associated with this fraudulent activity.
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ADDITIONAL RESOURCES
It is always good practice to monitor your account statements for instances of fraud or identity theft and
immediately report any suspected incidents to the relevant financial institution(s). Most fraudulent debits or
charges can be refunded or removed from your account if the managing Institution is alerted within a brief
window. It is also good practice to monitor your credit reports, which are available to you free of charge.

Annual Credit Repott. You may order a free annual credit report. To do so, please visit
www.annualcreditreport.com or call 1-877-322-8228. You can also order your free annual credit report by
malling a completed Annual Credit Report Request Form (available from the U.S. Federal Trade
Commission's (‘FTC") website at www.consumer.ftc.gov/articles/0155-free-credit-reports) to: Annual
Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont
residents: You may obtain one or more (depending on the state) additional copies of your credit report, free
of charge. You must contact each of the credit reporting agencies directly to obtain such additional repori(s).

Fraud Alert. You may place a fraud alert in your file by contacting one of the three nationwide credit
reporting agencies listed below. A fraud alert tells creditors to follow certain procedures, including contacting
you before they open any new accounis or make certain changes to your existing accounts. For that reason,
placing a fraud alert can protect you, but also may delay you when you seek to obtain credit.

Security Freeze. You have the ability to place a free security freeze on your credit report. A security freeze
will prevent a credit reporting agency from releasing information in your credit report without your express
authorization. A security freeze is designed to prevent potential creditors from accessing your credit

report without your consent. As a result, using a security freeze may interfere with or delay your ability to
obtain credit. You must separately place a security freeze on your credit file with each credit reporting
agency. To place a security freeze, you may he required to provide the credit reporting agency certain
identifying information, including your full name; Social Security number; date of birth; current and

previous addresses; a copy of your state-issued identification card; and a recent utility bill, bank

staterment, or insurance staiement.

Bureau Contact Information. You may contact the three nationwide credit reporting agencies about
securlty freezes, fraud alerts and other related topics using the following:

Equifax: Experian: TransUnion:

P.O. Box 740241 P.Q. Box 2002 P.O. Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 18016
www.equifax.com www.experian.com www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of
Identity theft or have reason to believe your personal information has been misused, you should
immediately contact the Federal Trade Commission and/or the Attorney General's office in your home
state. You ¢an also contact these agencies for information on how to prevent or avoid identity theft:

Federal Trade Commission Office of the Maryland Attorney General
Consumer Response Center 200 St. Paul Place

600 Pennsylvania Avenue, NW Baltimore, MD 21202

Washington, DC 20580 hitp:/iwww.marylandattorneygeneral.gov/
www.fic.gov/IDTHEFT 1-888-743-0023 or 410-528-8662

1-877-IDTHEFT (438-4338)



North Carolina Office of the Attorney General
Mail Service Center 9001
Raleigh, NC 27699-8001

Rhode Island Office of the Attorney General
150 South Main Street
Providence, R| 02903

hitp:/iwww . nedo).gov/
1-877-566-7226

hitp:/iwww.riag.ri.gov
401-274-4400

Office of the Attorney General for the District

of Columbia

400 6th Street NW
Washington, DC 20001
https:#foag.de.gov/
1-202-727-3400

Reporting identity theft and obtaining a police report:

For lowa residents: You
are advised to report any
suspected identity theft to
law enforcemant or to the
lowa Attorney General.

For Massachusetts
residents: You have the
right to obtain a police
report regarding this
incident. If you are the
victim of identity theft, you
also have the right to file a
police report and obtain a
copy of It.

For Oregon residents:
You are advised to report
any suspected ldentity
theft to law enforcement,
including the Federal
Trade Commission

and the Oregon

Attorney General.

For Rhode Island
residents: You have
the right to file or obtain
a police report regarding
this incident.

Federal Fair Credit Reporting Act Rights: The Fair Credit Reporting Act (FCRA) is federal legislation
that regulates how credit reporting agencies use your information. It promotes the accuracy, fairness,
and privacy of consumer information in the files of credit reporting agencies. As a consumer, you have
certain rights under the FCRA, which the FTC has summarized as follows: you must be told if
information in your file has been used against you; you have the right to know what is in your file; you
have the right to ask for a credit score; you have the right to dispute incomplete or inaccurate
information; credit reporting agencies must correct or delete inaccurate, incomplete or unverifiable
information; credit reporting agencies may not report outdated negative information; access to your file
is limited; you must give your consent for reports to be provided to employers; you may limit
“prescreened” offers of credit and Insurance you get based on Information in your credit report; you may
seek damages from violators. Identity theft victims and active duty military personnel have additional rights.

For more information about these rights, you may go to www.ftc.gov/credit or write to: Consumer
Response Center, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.
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