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MESSAGE FROM EUAN MUNRO

TUESDAY 16 JULY

Yo all Aviva Investors Employees:

I regret to inform you that we detected & data breach within Aviva Investors yesterday. We are"%aking .
this matter very seriously and during the course of today have carried out prompt and thorough :
investigations to assess the situation in more detail. We understand the imporiance of: commumcatmg
with you in a situation like this so that you can take ali necessary precauhons and, be especlally
vigilant. :

The facts are:

*+ This employee and contractor data was sent to an external email address b"y__ a contractor, shortly
befare their contract ended and was detected by our data security software.

= The information inciudes personal detaits of Aviva Invéstcfé‘ stéff ‘and contractors globaily — name,
date of birth, salary information, passport number and naizonalltax identifiers e.g. UK Nationai
Insurance numbers. : :

* No bank details are contained within the breach. Whﬂst al this stage we have no reason to
believe that the ex-contractor had cr;mmal motives we cannot entirely discount the possibility that
the data could be used for malicious reasons, potentlaliy |nclud|ng identify fraud.

We are so sorzy that this has happened and wul do everything we can to support and ook after cur
people. Aviva will ensure that employees will not suffer any financial loss as a result of this incident.
This Incident is limited to Aviva Investars employees only and daes not affect any clients, Aviva
customers or ofher Aviva e__mploy_e_es. We are taking all necessary actions as urgently as possible and
the appropriate authorities have been notified, We are continuing our investigations and will update
you as soon as we have further information.

in the meantime, mea:ét_u_r__es youi can take to protect yourself include:

+ please be vigilant-and monitor your online accounts for unexpected activity
+ avoid and delete anything that may be a phishing email (see below for some guidance on how 1o
“spot suspicious emails)
'+ report any suspicious activity to askciso@aviva.com

You may have concerns, I've made myself available all day tomorrow so if you have any questions,
;}Iease drop me an email.

Euan Munro
Chief Executive Officer, Aviva Investors

Additional notes:

A phishing email will typically contain a malicious attachment or a link to a malicious website. As well
as awareness, the best defence is to make sure that your devices and software are kept up to date.
We recommend the following guidance: httos:/iwww cyberaware gov uk/,



White phishing emails are designed to be difficult to spot, there are some checks which you can
employ in order to identify the less sophisticated campaigns:

Sender. Were you expecting this email? Not recognising the sender isn't necessarily cause for
concern hut took carefully at the sender's name — does it sound legitimate, or is il trying to mimic
something you are familiar with?

Subject line. Often alarmist, hoping 1o scare the reader into an action without much thought. May
use excessive punctuation,

Logo. The logo may be of a low qualily if the attacker has simply cut and pasted from a website.
Is it even a genuine company?

Dear You. Be wary of emails that refer to you by generic names, or in a way you find unusual,
such as the first part of your emaif address. Don't forget though, your actual name may be lnferred
by your email address. :
The body. Look out for bad grammar or spelling errors but bear in mind modern phnshmg Iooks a
lot better than it used to. Many phishing campaigns originate from non-English speakang countrles
but are written in £nglish in order to target a wider global audience, so word chmce may be odd or
sound disjointed. :

The hyperlinkfattachment. The whole email is designed fo i |mpress oh you the lmportance of
clicking this link or attachment right now. Even if the fink locks genuine, h__c_:ver the mouse over it to
reveal the true link. It may provide a clue that this is not a genuiﬁ'e__email. If:you are still unsure, do
not click the link — iust open a webpage and log onto your, account'i.'ia the normal method. If it
appears to be from a trusted source, consider phoning. the: company 5 customer service, but never
follow the email's instructions. Be aware that some companies operate policies siating they will
never include links in emails and will never ask for personal |nf0fmataon Again, if in doubt, open a
browser and check —~ and do not apen attaci'lments

Signature block. The signature biock may bea genenc desugn or a copy from the real company.




MESSAGE FROM EUAN MUNRO

WEDNESDAY 17 JULY

Company confidentiat

To alf Aviva Investors Employees:

Following my note to you yesterday, here is an update on the data loss within Ayiva Im’r_ést_dfs'; Wi;h"E
further clarity following our investigations and in response to questions we've recejved from you today.

Our investigations confirm that:

- personal email addresses were included in some instances
+ home addresses were not included.

We've have been asked what we mean by national/tax @geh%iﬁe"rs_, so for clarity:

« if you are in the UK this could be your National |'néurance nurhber
- if you are in the United States it would be your SOCIaI Secunty or the equivalent depending on the
country you're in, s : ‘

Qur further analysis has confirmed that contractors' bfé,_rsor:{éI details were not included.
I'd fike to emphasise that no bank details were contained within the data.

We have made contact with the individual concerned and they are co-operating with our investigation.

Keeping you safe . :
Our Cyber Threat and Entellsgence team are scanning the web for suspicious activity and nothing has
been found thus far ' T

We will prc_j@.'ide you Wiih identity theft protection such as Experian or equivaient expert providers in
you_r.r_ggioﬁ_._.This service will give you access fo a system and lools to help mitigate identity theft risk.
We will provide further details as soon as they are available.

We've also:setup a dedicated mailbox and team to deal with any of your queries regarding this
in’c_i:dent._ If_-'ﬁyou have any concerns ar questions, piease send these to
dataguestions@avivainvestors.com.

We encourage you io piease be vigilant and monitor your online accounts for unexpected activity.
Please remember that Aviva monitor all emails sent cui externally.

| wouid fike ta reiterate that:

 Aviva will ensure that no employee will suffer any financial ioss as a result of this incident,
- this incident does not affect any clients, Aviva customers or other Aviva employees.



My leadership team and | will continue to do everything we can to support and lock after our peogle
and wili update you as soon as we have further information.

Euan Munro
Chief Executive Officer, Aviva Investors




From:

Sent: Wednesday, July 17, 2019 5:05 PM
Ta:

Subject: Data Breach: What You Can Do

Aviva investors: Confidential
Company confidential

As a follow-up to Euan’s email regarding the breach in employee information, we are sending the below to our U.S.
employees to assist with possible security measure you can take. We recommend that you place a fraud.alert on your
credit file. A fraud alert tells creditors to contact you before they open any new accounts’fdr’ ch_:angé__.yoa'f existing
accounts. Call any one of the three major credit bureaus or complete the online form by él__ic_ki’r’ig..a_ny one of the links
below. As soon as one credit bureau confirms your fraud alert, the others are notified'to pl-_g(:e fraud alerts. The initial
fraud alert stays on your credit report for one year. You can renew it after one year. o

Fquifax: eguifax.com or 1-800-685-1111

Experian: experian.com or 1-888-397-3742

TransUnion: transunion.com or 1-888-909-8872

Request that all three credit reports be sent to you, free of cha_;__’g’é, for your review. Even if you do not find any
suspicious activity on your initial credit reports, the Federal Trade Commission {FTC) recommends that you check your
credit reports periodically. Thieves may hold stolen Enformatidri_tﬁ use at different times. Checking your credit reports
periodically can heip you spot problems and address_t_hé'rh'd:u__ick"iy_. if:your personal information has been misused, visit
the FTC's site at IdentityTheft.zov to get recovery steps and to file'an identity theft complaint. Your complaint will be
added to the FTC's Consumer Sentinel Network, wh:_eréi_it_: will be accessible to law enforcers for their investigations.

We are so sorry that this has happened and_f'wilf do eve_r_yt'hing we can to support and look after our people. You will be
provided identity theft protection such as Expetian or equivalent expert providers. This service will give you access to a
system and tools to help mitigate Edentit'y"jt:he'ft_ risk. We will provide further details as soon as they are available. We've
also setup a dedicated mailbox and_':;tearq to.deal with any of your queries regarding this incident. if you have any
concerns or questions, please send these to dataquestions@avivainvestors.com. We encourage you to please be vigilant
and monitor your online accounts for unexpected activity. We will provide future communications about additional
measures Al is doing to help employees navigate this situation.

Regards,

Jamie Shields, IACCP

Chief Compliance Officer | Aviva Investors Americas LLC

+1312 873 5848 | M: +1 312 350 7221

E: jamie.shieldsi@avivainvestors.com

Aviva Investors, 225 W Wacker Drive, Suite 2250. Chicago, lllinois, 60606
WIW,avivainvesiors.com




MESSAGE FROM EUAN MUNRO

FRIDAY 18 JULY

Company confidential

DATA LEAK - IMPACTS ON YOU
Dear-,

Foliowing my earlier communications about lhe data leak this week, we have continued fo, mvestlgale lhe'snuailon
Unfortunately, we have discovered that your perscnal emait address details were tncluded

We would like to apologise for any inconvenience caused, Please be exltra wgulan% and momlor your onime accounts for
unexpected activity. You can foliow the below steps to help prolect yourself '

1. Hyou have anti-vitus scilware installed on your computer, run 3 full system scan o make sure itisn't infected.
2. Ii you suspect any suspicious activity, reset your password for any logins that use your personal email address —
choose a strong, separate and memorable password and pever.use a paséword more than cnce between different

accounls. S .

3. Bevigitant when opening emails parllcularly |f you weren’t expectlng il and it comes frem somebody you don't
recoghise, . 3

4. [o not click on links or open atlachmenis in susplcmus emaﬂs delete any emails you feel are suspicious.

5. Keep all your devices and apps up: to ‘date by mstaiilng any updates provided by the manufacturer.

6. Review your recent sent/deletgd and recewed emalls for any suspicious activity ~ if you delect any, notify your emai
service provider : 3

7. Visit the Cyber Academy for addltional information and suppoert.

At this stage we slitt believé'thai lhe're are no criminal molives, but we canno entively discount the possibiiity that the
data could be used § 4 mallctous reasons. Please be assured that our Cyber Threat and Intelligence Team are continuing

1o moniter the _snu ion cosely and thus far nothing has been found.
My ieadershlp team and l wm continue to do everything we can to support and look after cur people and will update you
as S00N'AS W have furthey information. If you have any concemns or guestions, please send these io

datar;uektfonsgavwa Fvestors carm.

Euan Munro

Chnef Execulwa Officer, Aviva Investiors




MESSAGE FROM EUAN MUNRO

MONDAY 5 AUGUST

To alf Aviva Investors Employees:

Fotlowing my recent communications, | wanted to update you on the daia leak from Wlthin Avwa
Investors which affected Aviva Investors employees.

We have now completed our investigations and can confirm that aithough the dé;a was sent to &’
pessonal email address, we have found no evidence to suggest it was forw_arded br_.‘l any'f_urther.

Following a review, the Data Loss Protection Tool has been reconflgured and you can: expeci to see
further protections and restrictions on data handling and sharing in the commg months

This does not mean there is no risk, which is why we still encourage you fo continue fo be vigitant and
menitor your online accounts for unexpected actlwty Please report any suspu:lous activity to
askciso@aviva.com. :

In response to your queries we have emaited all employees whose perscnal email addresses were
included in the data. We have provided |c£entlty theft p{otectlon ‘such as Experian in the UK or
equivalent expert providers to all regions wh:ere such’ products are available.

Our Cyber Threat and Intelligence team wiil cdn_ting_é to scan the web for suspicious activity. If you
have any further queries regarding this incident;:or any concerns or questions, please send these to
dataquesti0ns@av‘wainvestors”i{:om___.-"

As | said previously, | am very sorry th|s has happened, | appreciate it caused a lot of concern, but |
would like fo reltefate that

- Aviva Will ensure that no employee wilt suffer any financial loss as a resuit of this incident.
« This |nc1dent does not affect any external Aviva Investors clients, Aviva customers or other Aviva
emplcyees _;_:-.

My Ieaders:ﬁ_ﬁip team and | will continue to do everything we can to support and look after you and wilt
upd:a_t_e_you'if there is further information, however, we expect this to be our last communication on this
topic,

Euan Munro
Chief Executive Officer, Aviva investors



APPENDIX B

CERTIFICATION OF CREDIT MONITORING SERVICES

On behalf of Aviva Investors Americas LLC, I hereby certify that credit monitoring services
were provided to consumers in compliance with G.L. ¢. 93H, § 3A.

Jamie Shields

Chief Compliance Officer

T; (312) 873-5848

E: jamie.shields@avivainvestors.com
Aviva Investor Americas LLC



