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<<Date>> (Format: Month Day, Year)
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<<Addresst>>
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<<Cly»>», <<Slate>> << Zip>>

Notice of Data Security Incident
Dear <<FirstName>> <<MiddleName>> <<t astMNams>> <<NameSuffix>>,

We are writing to notify you of a data security incident experienced by Wind River Environmental, LLC {"Wind River")
that may have impacted your personal information, including, along with your name, ather data such as your address,
Social Security number, driver's license number, andfor financial account information, depending on what information
you provided to us. We value and respect the privacy of your information, and sincerely apologize for any concern of
inconvenience this may cause you. This letter contains information about steps you can take to protect your information,
and resources we are making available to help you.

We are offering identity monitoring services through Kroll for eighteen (1 8) months. Krollis a global leader in risk mitigation
and response, and their team has extensive experience helping people who have sustained an unintentional exposure

of confidential data. Your identity monitoring services include Credit Monitoring, Fraud Consuitation, and Identity Theft
Restoration.

Vist krollbreach.idMonitoringService.com fo activate and take advantage of your identity monitoring services.
Menibership Number: <sMember ID>y =

Additional information describing your services is included with this letter. Piease note that you must be at least eighteen
years of age or older to activate the identity monitoring services. If you are not eighteen years of age or older, please call
us at 1-866-775-4209 for consultation and restoration services.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports, and as of September 21,
2018, placing a freeze on your credit report is now free for all United States citizens. A security freeze prohibits a credit
reporting agency from releasing any information from a consumer’s credit report without written authorization. However,
please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely
approval of any requests you make for new loans, credit mortgages, employment, housing or other services. Under
federal law, you cannot be charged to place, lift, or remove a security freeze.

To place a security freeze on your credit report, consumers must contact each of the three major consumer cradit
icated web page for security freezes and fraud alerts:

reporting agencies. Each have a dedi
Equifax: https:waw.equifax.com/personalicredit-report-servicesl

Experian: https:llwww.experian.comlfreezelcenter.html

TransUnion: https:Ilwww.transunion.comlcredit-freeze

To request a security freeze by phone or mail, contact each of the three major consumer reporting agencies:

Equifax (www.equifax.com); Experian (www.experian.com) and TransUnion (www.transunion.com) by regular, certified
or overnight mail at the addresses below:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze

U.S. Consumer Services P.0. Box 9554 Fraud Victim Assistance Department
P.O. Box 105788 Allen, TX 75013 P.O. Box 6790

Atlanta, GA 30348 888-397-3742 Fullerton, CA 92834

800-349-9960 888-909-8872

743790615



if a request is made online or by phone then the credit reporting agency must put the freeze in place no later than the
next business day. In order to request a security freeze, you may need to provide the foliowing information:

Your full name (including middle initial as well as Jr., St., It, Hl, etc);

Social Security number;

Date of birth;

The addresses where you have lived over the prior five years,

Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;,

A legible photocopy of a government issued identification card (state driver's license or |D card, efc.);

Social Security Card, pay stub, or W2;

If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to
a law enforcement agency concerning identity theft.
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If the request is made online or by phone, a credit bureau must lift a freeze within one {1) hour. If the request is made by
mail, the credit reporting agencies have three (3) business days after receiving your request to place a security freeze
on your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with 2 unique personal identification number (PIN) or passward, or both that can be used by you to authorize
the remaval or iifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must go to the
website provided above, call the toll free number, or send a written request to the credit reporting agencies by mail. You
will need proper identification (name, address, date of birth and social security number). Depending on the method you
use, a PIN or password provided to you when you placed the security freeze may be required as well. You may also need
to identify the entities or individuals you would fike to receive your credit report of the specific period of time you want

the credit report available.

To remove the security freeze, you must go to the websites provided above, call the toll free number, or send a written
request to each of the three credit bureaus by mail. You will need proper identification (name, address, date of birth and
social security number). Depending on the credit reporting agency and method you used to freeze your credit, a PIN or
password provided to you when you placed the security freeze may be required or requested.

We also want you to know that we took immediate action to address this incident to prevent a similar incident in the future.
We changed passwords {0 all employee accounts and provided additional training to our employees on recognizing and
appropriately responding to suspicious e-mails and other security threats. More information about steps you can take to
protect your identity can be found below.

If you have any questions or concerns, please call 1-866-775-4209, Monday through Friday, 8:00 am. — 530 pm.
Central Time. Your trust is a top priority for Wind River, and we deeply regret any inconvenience or concern that this
matter may cause you.

Sincerely,

7 %

Eric Scheinerman
Wind River Environmental, LLC
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TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've been provided with access to the following services' from Krott:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied
for in your name. If you do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who can help
you determine if it's an indicator of identity theft.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts,
and interpreting how personal information is accessed and used, including investigating suspicious activity that could
be tied to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behaif to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.

1 Kroli's activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To raceive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number In your

name, and have a U.S. residential address associated with your credit file. 70071



