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Dear “<FirstNarpge> «<MiddlaNamas> <<LdztiName>> <MamaSufiixes,

We are writing to inform you of & data security incident at Penn-Mar Human Services (“Penn-Mar") that may have resulted
in the disclosure of some of your personal information, including your name and Social Security number. We lake the
securily of your informaticn seriously, and sincerely apologize for any inconvenience this incident may cause. This latier
conlains information about what happened, steps we have taken and resources we are making avallable to you lo protecl
your identity.

On April 10, 2019, we became aware that an unauthorized individual may have accessed records that contained your
personal information. This personal information may include your name and Soclal Security number.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. f vou are the victim of
identity theft, you also have the right to file a police report and obtain a copy of it. Massachusetls law also allows consumers
to place a security freeze on their credit reports. A security freeze prohibits a credit reporting agency from releasing any
information from & consumer's credit report without written authorization. However, please be aware that placing a security
freeze on your credit report may delay, interfere with, or prevent the limely approval of any requests

Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze prohibits
a credit reporting agency from releasing any information from a consumer's credit report without written authorization,
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely
approval of any requesls you make for new joans, credit morlgages, employment, housing or other services.

To place a securily freeze on your credit report, you must make a direct request by telephone, secure electronic means
{(website), or writien request to each of the three major consumer reporting agencies: Equifax; Experian; and TransUnion at
the addresses and/or numbers below:

e i TR

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze . !
P.0. Box 105788 , PO.Box 8554 Fraud Victim Assistance Dept,
Atlanta, GA 30348 Allen, TX 75013 P.O. Box 2000
my.equifax.comiconsumar-registration  experian.com/ffreeze Chestar, PA 18022-2000 :
{800) 349-9960  (B88) 397-3742 transunion.comicredit-freeza £
(888} 909-8872

In order te reques! a security freeze, you will need to provide the following information; :

1. Your full name (including middie initiat as well as Jr., Sr,, 1f, 11}, eic.)

2. Social Security number; 1

3. Date of birth;

4. If you have moved in ihe past five (5) years, provide the addresses where you have lived over the prior five (5)

years;
5. Proof of current address, such as a current utility bill or tetephone bill;

6. Alegible photocopy of a government issued |dentlfcat|on card (state driver's license ar 1D card, mifitary
identification, eic.)

7. If you are a viclim of identity theft, include a copy of either the police report, investigative report, or complaint to
& law enforcement agency concerning identity theft,
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The credii reporting agencies have one (1) business day after receiving a telephone or secure slectronic request, or three
(3) business days after receiving your writlen request, fo place a security freeze on your credit report. The credit bureaus
must alsc send written confirmation 1o you within five {5} business days and provide you with-a unique personal identification
number (PIN) or password, or both, that can be used by you to authorize the removal or lifting of the security freeze.

To permanently remove the security fraeze, or to temporarily lift the security freeze for a specified period of time or to provide
a specified entity access to your credit report, you must make a request efther by phone, through secure eleclronle means
{website), or send a written request to the credit reporting agencies by mail, Requests must include proper identification
(name, address, and Social Security number) and the PIN or password provided to you when you placed the securily freeze.
To temporarily remove the security freeze, include the specific period of time you want the credit report available or the
name of the entily you want to have access o your credit report,

In the case of a requesl by phone or secure electronic means, the security freeze will be lifted within one (1} hour after
racelving the request for removal; or in the case of a requesi that is by mall, the credit reporting agencies have three (3)
husiness days after receiving your request to permanenily or temporarily remave 1he security freeze.

Although we have no reports of misuse of your or anyone’s information, out of an abundance of caution, we are providing
you with rescurces to help protect your identily.

In an abundance of caution, we have secured the services of Kroli to provide identity monitoring, at no cosl o you, for eighteen
months. Krolt is a global leader in risk mitigation and response, and their fteam has exfensive experience helping people who
have sustained an unintentional exposure of confidential data. Your identity moniforing services include Credit Monitoring,
Wah Watcher, Public Persona, Quick Cash Scan, $1 Million ldentity Fraud Loss Reimbursement, Fraud Consultation, and
Identity Theft Resforation.

Visil krollbreach.idMonitoringService.com to aclivate and take advantage of your identity monitoring services.
You have until December 3, 2018 fo aclivate vour identity monitoring services.
Membership Number; <=8mmbinr T

We lake the security of all infermation in our conlrol sericusly and want to assure you that we are taking steps to prevent a
similar event from occurring in the future. Those steps include forcing all employees to change credentials, strangthening
our cybersecurity poslure by making changes to our amaif password policies, limiting or blocking inbox rules in Gffice 365
based on employee role, increasing training and awareness refated to identifying fraudulent emails, and implementling multi-
factor authentication office-wide.

Please know that the protection and security of your personal information s of our utmost priority, and we sincerely regrat
any concern or inconvenience that this matler may cause you. If you have any questions, please do not hesitate o call
1-866-775-4209, Monday through Friday, 8:00 a.m. to 5:30 p.m. Central Time, :

ﬂfwﬁ%mlz@

Gregory T. Miller
President & CEG
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DUFF&PHELPS

Bl Kroll.

. TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've bean provided with access o the following services' from Kroll:

Singte Bureau Credit Monitoring

You will receive alerts when there are changes fo your credit data—ifor inslance, when a new line of credit is applied
for in your name. If you do nol recognize the activity, you'll have the option to cali 2 Kroli fraud specialist, who can help
you determine if it's an indicator of identity theft.

Web Watcher

Weh Watcher monitors intemet sites whers criminals may buy, sell, and trade personal identity information. An alert will
be generated if evidence of your personat identity information is found.

Puhbiic Persona

Public Persona monitors and notifies when names, aliases, and addresses become associated with your Social Securily
number, If information is found, you'll receive an alert.

Quick Cash Scan

Quick Cash Scan monitors short-lerm and cash-advance loan sources. You'll receive an alert when a loan is reported,
and you can call a Kroll fraud specialist for more information,

%1 Million Identity Fraud Loss Reimbursement

Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for any one
stolen identity event, All coverage is subject {o the conditions and exclusions in the policy.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Suppori includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts,
and interpreting how personal information is accessad and used, including investigating suspicious activity that could
be tied 1o an identity theft event.

identity Theft Restoration

If you become a viclim of identity theft, an experienced Kroll licensed investigator will work on your hehalf to resolve
relaled issues. You will have access lo a dedicaled invesligator who understands your issues and can do mosl of the
work for you. Your investigator can dig deep to uncover the scope of the identity thefl, and then work 1o resolve il,

1 Krolf's aclivation websile is only compatible with the current version ar one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must he over the age of 18 and have established credit in the U.5., have a Social Security number in your

name, and have a U.S. residential address associaled with your credit fite. s720710




