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@ Prudential

September 6, 2019

Dear’

As you are already aware, Prudential learned of fraudulent activity regarding your agent account
with Talcott, when after an investigation, we confirmed that an unknown individual used your
personal information (including your name, address, and Social Security number) to impersonate

you. We have no knowledge as to how this person obtained your personal information and our
investigation is ongoing. '

We have taken steps in response to this incident, including monitoring the policy account for
suspicious activity,

We are sending you this letter because we take the privacy and security of your personal
information seriously and we wanted to make you aware of this situation. To help relieve any
concerns you may have, and restore confidence following this incident, we have secured the
services of Kroll to provide identity monitoring at no cost to you for two years. Kroll is a global
leader in risk mitigation and response, and their team has extensive experience helping people
who have sustained an unintentional exposure of confidential data, Your identity monitoring
services include Credit Monitoring, a Current Credit Report, Web Watcher, Public Persona,

Quick Cash Scan, $1 Million Identity Fraud Loss Reimbursement, Fraud Consultation, and
Identity Theft Restoration.

You must activate your identity monitoring services by October 24, 2019. Your activation Code
will not work after this date.

1. Visit redeem.kroll.com to activate your identity monitoring services.

2. Provide your Activation Code: and Your Verification ID:

3. Tosign in to your account after you have activated your identity monitoring services,
please visit krellbreach.idmenitoringservice.com

If you have questions regarding the Kroll identify monitoring service, please call Kroll at 1-866-
775-4209, Monday through Friday from 9:00 a.m. to 6:30 p.m. Eastern Time.
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Please review the enclosed “Additional Resources” section included with this lettec, This section
describes additional steps you can take to help protect yourself, including recommendations by
the Federal Trade Commission regarding identity theft protection and details on how to place a
fraud alert or a security freeze on your credit file.

If you have questions, please call me at 215-784-3385, Monday through Friday from 9:00 a.m. to
5:00 p.m. Eastern Time.

Sincerely,

Hudhew Finberny

Andrew Finberg

Prudential Process Management Specialist
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ADDITIONAL RESOURCES

Contact information for the three nationwide credit re orting 'agencies_is:

Equifax, PO Box 740241, Atlanta, GA 30374, wwwequifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19022 www.transunion.com, 1-800-888-4213

Free Credit Report, it is recommended that you rermain vigilant for incidents of fraud and identity theft by reviewing
account statements and monitoring your credit report for unauthorized activity. You may obtain a copy of your credit
report, free of charge once every 12 months from each of the three nationwide credit reporting agencies,

To order your annual free credit report please visit www.annualcreditreport.éom or call toll free at 1-B877-322-8228.

You ¢can also order your annual free credit repdrt by mailing a completed Annual Credit Report Request Form
(available from the U.8: Federal Trade Commission's ('"FTC") website at www.consumer.ftc.gov) to:
Annual Credtt Report Request Service, PO. Box 105281, Atlanta GA 30348-5281.

For Colorado Georgla, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents; You
may obtain one or more (depending onthe state) additional capies of your credit report, free of charge. You must contact
each of the credit reporting agencies directly to olotain such additional report(s).

Fraud Alert. You may place a fraud alert in your file-by calling one of the three nationwide credit reporting agencies
above. A fraud alert tells creditors to follow certain procedures, including contacting you before they open any new

accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may delay
you when you seek to obtain credit.

Security Freeze. You have the ability to place a security freeze on your credit report.

A security freeze is intended to prevent credit, loans and services from being approved in your name without your
consent. To place a security freeze on your credit report, you may be able to use an oniine process, an automated
telephone line, or a written request to any of the three credit reporting agencies listed above. The following information
must be included when requesting a security freeze (note-that if you are requesting a credit report for your spouse, this
information must be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security
number; (3) date of birth; {4) current address and any previous addresses for the past five years; and (5) any applicable
incident repart or complaint with a law enforcement agency or the Registry of Motar Vehicles, The request must

also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or insurance
statement. It'is essential that each copy be legible, display your name and current mailing address, and the date of issue.

Federal Trade Commissionand State Attorneys General Offices. If you believe youl are the victim of identity theft
or have reason to believe your personal information has been misused, you should immediately contact the Federal

Trade Commission and/or the Atterney General's office in your home state. You may also contact these agencies for
information on how to prevent or avold identity theft.

You may contact the Federal Trade Commission, Consumer Respanse Canter, 800 Pennsylvania Avenue, NW,
Washington, DC 20580, www.ftc.gov/bop/edu/microsites/idtheft/, 1-877-IDTHEFT (438-4338).

For Maryland residents: You may contact the Maryland Office of the Attorney General, Consumer Profection
Division, 200 St, Paul Piace, Baltimore, MD 21202, www.oag.state. md.us, 1-888-743-0023,

For North' Carolina residents: You may contact the Narth Caralina Office of the Attorney General, Consumer
Protection Division, 9001 Mail Service Center, Raleigh, NC 27698-9001, www.ncdoj.gov, 1-877-566-7226.

Reporting of identity theft and obtaining a police repor®.

For lowa residents: You are advised to report any suspected identity theft to law enforcement or to the lowa
Attorney General.

For Massachusetts residents: You have the right to obtain a police report if you are a victim of identity theft.

For Oregen residents: You are advised to report any suspected identity theft to Jaw enforcement, the Federal
Trade Commission, and the Oregon Attorney General.
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D) Kroll.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've been provided with access to the fbllowihg services' from Kroli:

Tripte Bureau Credit Monitoring and Single Bureau Credit Report

Your current credit rEpdrt is available for you to review. You will also receive alerts when there are changes to your credit
data at any of the three national credit bureaus—for instance, when a new line of credit is applied for in your name. If you

do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who can help you determine if it's an
indicator of identity theft.

Web Watcher

Web Watcher monitars internet sites where criminals may buy, sell, and trade personal identity information. An alert will
be generated if evidence of your personal identity information is found.

Public Persona

Public Persona monitors and notifies when names, aliases, and addresses become associated with your Social Security
number. If informatian is found, you'll receive an alert.

Quick Cash Scan

Quiick Cash Scan monitors short-term and cash-advance loan sources. You'll receive an alert when a loan is reported,
and you can call a Kroli fraud specialist for more information.

%1 Million Ide'htity Fraud Loss Reimbursement

Reimburses you for out-of-pocket expenses totaling up to $1 miliion in covered legal costs and expenses for ary one
stolen identity event. Al coverage is subject to the conditions and exclusions in the policy.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts,

and interpreting how personal information is accessed and used, including investigating suspicious activity that could
be tied to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigater will work on your behalf to resoive
refated issues. You will have access to a dedicated investigator who understands your issues and ¢an do most of the
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.

1 Krolf's activation website is ohly compatible with the current version or ohe vession eariler of Intarnet Explorer, Chrome, Firefox, and Safari.
To recelve credit services, you must be over the age of 18 and have established credH In the U.5,, have a Soclal Security number in your



Hartford Life and Annuity Insurance Company
PO Box 305033 Nashville TN 37230-5033

Phone: 800-231-5453 Fax: 844-475-7019

Visit us at www.policyowner-services.com

September 6, 2019

Notice of Data Breach
Dear i

This letter is to inform you of an incident involving your personal information. The Prudential Insurance
Company of America {"Prudential”) has learned of potential access to your personal information by an
unauthorized individual, related to a Talcott life insurance policy where you are a policyholder, insured
andfor beneficiary. Prudential has access to your personal Information because it reinsures Talcott's
individual life-insurance business.

While Prudential currently has no knowledge as to how this individual obtained the information used to gain
access to your information, we are working to determine how this incident occurred and our investigation is
ongoing. However, we have taken steps in response to this incident, including monitoring the policy
account for suspicious activity.

To help relieve any concerns you may have, and restore your confidence following this incident, we have
secured the services of Kroll to provide identity monitoring at no cost to you for two years. Krall is a global
leader in risk mitigation and response, and their team has extensive experlence helping people who have
sustained an unintentional exposure of confidential data. Your identity monitoring services include Credit

Monitoring, a Current Credit Report, Web Watcher, Public Persona, Quick Cash Scan, $1 Million tdentity

Fraud Loss Reimbursement, Fraud Consultation, and Identity Theft Restoration.

You must activate your identity monitoring services by October 24, 2019, Your activation Code will not
work after this date,

1. Visit redeem.kroll.com to activate your identity monitoring services.
2. Provide your Activation Code: and Your Verification 1D

3. Tosign In to your account after you have activated your identity monlitoring services, please visit
krolibreach.idmonitoringservice.com

If you have questions regarding the Kroll identity manitoring service, please call Kroll at 1-866-775-4209,
Monday through Friday from 9:00 a.m. to 6:30 p.m. Eastern Time.

Please review the enclosed “Additional Resources” section included with this letter. This section describes
additional steps you can take to help protect yourself, including recommendations by the Federal Trade
Commission regarding identity theft protection and details on how to place a fraud alert or a security freeze
on your cradit file.

If you have questions, please call me at 215-784-3385, Monday through Friday from ©:00 a.m. to 5:00 p.m.
Eastfern Time.

Sincerely,

Andrew Finberg



Andrew Finberg

Prudential Process Management

The issuing company for this product is Hartford Life and Annuity Insurance Company and the policles are
administered by Prudential Insurance Company of America. All of the benefits, terms and provisions of the

policy remain unchanged. Guarantees and benefits within the policy are based on the clalms-paying ability
of the issuing company.

The Hartford®, the Stag logo, and Hartford-inclusive names are used under a license with Hartford Fire Insurance Company, a
subsldiary of The Hartfard. Prudantial Financial, In¢. and lts affiliates {Prudential) ara not affiliates of The Hartford Finandial Services

Group, Inc., or its subsidlaries. Prudential, the Prudentiat logo, and the Rock symbol are service marks of Prudenital Financial, Ine,
and s related entities.



ADDITIONAL RESOURCES

Coatact information for the three natfonwdde credit reponting agencies is!
Equifax, PO Box 740241, Allanta, GA 30374, www.aquifax.com, 1-800-885-1111
Experian, PO Box 2104, Mllen, TX 75013, www.experiancom, 1-888-307-3742
TransUnion, PO Box 2000, Chester, PA 19022, www.transunion.com, 1-800-888-4213

Free Credit Report. § is recommended thet you remsin vigilant for inaidents of fraud and identify theft by reviewing
account statemants and monitoring your cradit report for unauthorized activily. You may obtain a copy of your cradit
reporl, free of Gharge, ore every 12 months fram each of the three matikinwide oreditreporting agencies,

To arder your annual free credit report please visit waww.annualcreditreport.com or call tolf free at 1-B77-322.8228,
You can slso order your annuai free credit rapart by maiting 8 completed Annusl Credit Repart Request Form

(aveitable from the L1.5, Federal Trade Commiasion's {*FTC”} website at www.consumerftc.gov) io:
Apnual Credit Repori Request Service, PO, Box 105281, Aliants, GA 30348.5281.

For Calorado, Gecrgia, Maine, Maryland, Massachusetts, New Jersay, Puerto Rico, and Vermont rasidents: You
may oblain one or mare {depending or: the state) addiional coples of your oredit report, tree of charge. You must contact
each of the creclt reporting agenckes directly to obtain such addlional report (),

Fraud Afert. You may plaoe a fraud alert fryyour file by calling ane of the three retionwide gredit reporiing agensies
above. A fraud aler tells creditors lo follow cerlain procedures, inchuding contecting you before they open any new
accaunts or change your existing ascounts. For that reason, placing a fraud alart can proteot you, bul alse may delay
you when you seek to oilain credit,

Security Freeze. You have the jubiilty o place @ security fraeze on your cred? repart,

A seourity freeze Is infended 1o prevent credt, loans and servioes from being approved in your nare without vour
consent. To place a seourity freeze on your credit report, you may be able to use an online process, an autormated
talephona line, or a written request 1o any of the three oredit repotting agencies lfsted abave. The laiiwing information
st be included whan requaesting a security freeze (note that if you are requesting a oredit report for your spouse, this
information mmust be providad for himeter as well): (1) Tl name, with mickiie inltial and any suffxas; (2) Soclal Security
numbei; {3).date of birth; (4) curent addreas and any previous addresses for the past five years; end {5) snw applicable
inckienl report or complaint with a lew enforcerment agency or the Replstry of Motor Veticles. The request must

also Includs a copy of a government-issued identification card and a:copy of a recert Wikity b or bank.or insurance
slaternent. It is essent@l that each copy be legitle, daplay your asve and cument orating address, and the dale of issue.
Faderal Trade Commission and Stata Attornayx General Offices. Il you believe you are the victim of identity thet
or have reaagon to beliave your-personal information has been misuged, you should immediately contact the Federal

Trade Comemiysion andier the Atorrey General's: office in your home stale. You may a!sa cortact these agenvies for
infemation on how to pravert oF evoid idantity theft,

You ray contad the Fedaral Trade Gommilsskin, Consumer Responise Center, 500 Permsylvania Avenus, NW,

Washington, DC 20580, www.fic govibepledu/micrositesiictheft, 1-877.IDTHEFT (438.4338),
For Masyiand mesidents: You may cont,qct‘ti‘n'M'a;yIand.,Qmée of tha Atlormey Genaral, Consumer Piolection
Diviglon; 200 St: Paul Flacs, Baitimere, MO 21202, wiww oag.atate.md.us; 4-865.743-0023,
Foe North Garoling residents: You may cortact the North Caroling Office of fhe-Altormey General; Conaumer
Protection Division, 3004 Maill Service Center, Ralalgh, NC 27698-9001: www.niivl.gov, 1-677-566-7228.
Reporting of identity theft and obtzining a polles report.

For lowa residents: “ou ane advised 19 report any- suspecied identity theft lo law enforcement o to lhe Icwa
Allornéy General:

For Massachusetts residents: You have the ght-to oblait: &' police report if you are.a victim of idertity theft

For Cregon residatts: You ase advised 1o report any suspected.|dentity theft to law entorsement, the Federal.
Trade Commission, and the Oregon Attamey Genarat,
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B} Kroll,

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You've been provided with atcess to tha followirg services'® from Krol:

Triple Bureaw Gredit Manitoring and Single Bureau Credit Report

Your current cradit raport i avaliabl for you to review. You wilt alsy receive alerts when there are changes io your cradit
data at any of the three nationat credit bureaus—for Instance, whien a new line of oredit Is appied or in your name. you
4o not rectgnize the activity, youll have th option to call a Knoll fraud special &2, who ¢an help you determine if i's an
indicator of idenfity theft.

Welh Watcher

WebWatcher monitare internet sRes where criminals may buy, sell, and trade persaral idertity information. An alert will
be generated if evidence of your personal idantity infarmation is found.

Publk: Persona

Public Persona monitars and natifies when names, aliasas, and addresses bacome assockated with your Sockst Seourlty
murnbar. If inforimation is found, you'll receive an zlert,

Quick Cash Scan

Quick Cash Socan monltors short-lerm and cagh-advance foan sounces. Youll receive an alert when a foan is reported,
and you can calla Krall fraud apeclaiist for mare [nfarmation.

1 Mitllon idantity Fraud Loss Reimbursement

Relmburses you for out.of-pocket expenses totaling up 0 31 nillion kv covered lega! casis and experses for any one
siolen identity event. All ooverage is subject o the conditions and exciusions in the policy,

Fraud Sonsultation

You have unimited access fo consultation with a Kol fraixd spacialist. Support inoludes showing you the most
effective ways to protect your identity, explaining yéur rights and protections. under the law, assistance with fraud alerts,

and interpreting how persanal informatior T accessed and used, including irvestigating suspitious aclivity that eoutd
be tied to an identily theft event.

Idantiy Theft Rastoration

i you beoome a viotie of identity theft, an experienoed Kroli licensed investigator will work on your behalf to resolve
related issugs, You will have access lo a dedicated Investigator who understands your 1ssues and can do most of the
work for yeu. Your inveatigator cen dig deap to uncover the scape of tha iderstly theft, and [hen work to resalve it,

! Krot's zotivation webaie [s only compalisie with the cusrent version-at ong version eatlier & Interiet Explorer, Chrame, Firefox, end Safal
To receive credi services, you must be over the aga of 18 and have estabiizhed sreditin the U.S,, have s Social Seciriy number in your
name, and have a U.8. redidential addnesy gvsackited with your creci file: -

_____ B T PO R




