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Date: Septermber 30, 2019

American Express Company
200 Vesey-Street .
New York, NY 10285-0106

Card Member Name
Street Address
City, State, Zip Code ,
American Express® Card Account ending in; X-XXXX

RE: NOTICE OF DATA BREACH
Dear E}VAJME]_,

Protecting your personal information is very important to us and we strive to let you know about security
‘concerns as soom as possible,

WHAT HAPPENED
It was brought to our attention that personal mformatmn related to your American Express Card account

listed above, may have been wrongfully accessed by one of our employees in an attempt to conduct
fraudulent activity, including potentially opening accounts at other financial institutions. In response, we
immediately launched an.investigation and arc fully cooperating with law enforcement agencies to further
their investigation.

WHAT INFORMATION WAS INVOLVED 7
As a result of the incident, your name, current or previously issned American Express® Card account
number, physical and/or billing address, date of birth, and Social Security number were compromised.

WHAT WE ARE DOING

We are vigilantly monitoring your American Express Card account for fraud and, if it should occur, vou
will pot be held liable for frandulent charges. To learn more about how American Express protects your
account, visit our Security Center at americanexpress.com/us/security-center,

We have arranged for you to receive a comphmentary two-year membership of Experian
IdentityWorksS™, which helps detect misuse of your personal information and provides you with 1dent1ty
protection focused on immediate identification and resolution-of identity theft. In addition, if you believe
there was fraudulent use of your information, an Experian Identity Resolution agent is available to work
with you to investigate and resolve each incident of fraud that occurred. The Terms and Conditions for

this offer are located at www.ExperienidWorks.com/restoration. You will also find seif-help tips and
information about ideniity protection at this site.

You will only receive the IdentityWorks benefits if you activate your membership. You can enroll online
at www.experianidworks.com/3bplus or by calling 1-877-898-9332. If you choose to enroll in
ldentityWorks via phone, you will need to provide the activation code and the engagement order number
listed below. In addition, you will need to provide your Social Security number and a current U.S; mailing
address to.enroll.

Your personal Identity Works Activation Code: [RRRRRRRRR]
Engagement Order Number: [RRERBRR]
Enroll by: [date] (your code will not work after this date)

NOTE: If you already have an Experian Identity Works membership, you may use the credentials above to
extend your coverage. Your membership will continue for two years from the date you activate using the
above code.



Once you enroli iri Experian IdentityWorks, you will have access to the following:

. Experian Credit Report: Details on the information associated with your credit file. Daily credit
reports are available for online: members only¥. '

= Credit Monitoring: Active monitoring on Experian, Equifax, and Transunion files for md:cators

- of fraud,

o Internet Surveillance: 24/7 scans across the web, chat rooms, and bulletin boards to identify
trading or selling of your persenal information on the.Dark Web. '

» Identity Restoration: Identity Restoration specialists available immediately to help address
credit and non-credit related fraud,

« Experian IdentityWorks ExtendCARE™: The same-high-level of Tdentity Restoration support
even dfter your Experian IdentityWorks. membershap has expired.

s Up to $1 Million Identity Theft Insurance: Coverage. for'certain costs and unauthorizéd
electronic fund transfers**.

* Offling thembers will be eligible o call for additional quarterly Teports.

** The Identity Theft Insurance s underwritten and administered by American Bankers.Insurance Company of
Florida, an Assurant tompany. Please refer to the actual policies for terms, conditions; and exclusions of coverage.
Coverage may not be available iin all jurisdictions.

WHAT YOU CANDO .
We ask that you regularly review your account for fraudulent activity. Below are some steps you can-take
to protect your account. ' '

« Log in to your accouat at americanexpress.com/MYCA to review your account statements and
‘remain vigilant in doing so, espécially over the next I 2 to 24 mionths.

» If your Card is active, receive free fraud and account activity alerts.by enabling sotifications in
the American Express Mobile app, or signing up for email or text messaging at
americanexpress.com/accountalerts. Please make sure your mobile phone aumber and email -
address are also on filé for us tocontact you if needed.

OTHER IMPORTANT INFORMATION

Inchided with-this leiter are some additional helpful tips and steps you can take to protect yourseifagainst
the risks of fraud and idéntity tlieft. You may receive additional Jettiers from us if more than one of your
American Express Card acceunts were involved,

FOR MORE INFORMATION
Please don’t hesitate 16 eall us 24 hours a day, 7 days a week, at 1-855-693-2213. One of our Customer
Care Professionals will be happy to assist you.

We are. strongly committed-to protecting the privacy ‘and security of your information and apologize for
any-concern this incident may have caused. As always, thank you for your trust in us, and for your
cantinned Card Mémbership. :

Sincerely,
Steghen Kline

Vice President — U.S. & AENB Privacy
Anjerican Express Company



Addifional Helpful Tips

Below are additional helpful tips you may wint fo/consider fo protect your Card and personal information;

Log i to your aceount at americanexpress.eom/MYCA fo review your account statemerits and rémain vigitant in
doing so, especially overthe next 12 o 24 months.

Hyour Card is active; receive free-fraund and accoutt activity alerts by enablmg rotifications in the American
Express Mobile app, or signing up for enall or fext messagmg at americaneXpress.com/accountalerts; Please make
sure your mobile phone number-and email addreéss are also on file for us to contact you if needed.

Visit our Security Center at americanexpress.com/us/securify-center o learn more about the measures we take 1o
-proteet your account and the steps you can take o safeguard your personal information.

© Visit the Federal Trade Commission (FTC) website for.information on how to protect yourself against 1D theft and

safepuarding yonr electronic deviees from viruses and othet malicious software:

e learn how you can protect yourself, From identity thieves by visiting consumer,govidifieft or.calling 1-877-
IDTHEFT (438-4338) to learn more aboul identity thefi and proiecitve sieps you can take or file a report. You
can alsy contact.the FTC af: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania:

Averiug, NW., Washingron DC 20580,

o Helpavoid detest, and remove viruses and other malicions software that can cause your computer- 1o rin slawly
or give froudsters.acéess (o your personal Infarmation by visiling consumer.fic. govﬁ:r(rclbs/oﬂl Frmtware.

Review this sdditiénal tnformation:

s Muryland, North Carolingand Rirede Island residents mgy alsp conteei these agencies for information on how
1o prevent or avold identity theft.

o For Marplund residenis: Office of the Maryland Atigrney General, 200 St. Paui Place; Balfimore, MD
21202, hiipirnew.marplandatiorneygeneral gov, [-888-743-0023.

e For Nortl Carofina residents: The North Carolina Qfﬁce of the Auviney General, Mail Sérvice Center
9G61, Raleigh, NC 27699-9001, htip:4iwww.nedof. govs: 1-877-566- 7226.

«  For Rhode Isltmd residenss! The Rhode Island. Office of the Attorney General, 150 Soitk: Mam Sireet,
Providence, BRI 03903, http:/fwww.riag.ri.gov, 401-274-1400,

o ForTowa residents: You ore advised (o repori miy suspected identity thefi to law enforeement orto the lowa
Atiorney General!

*  For Mussechusetts residents; You have the #ight to obitain a police repori regarding this incident. If yo aré the
vietim af identity theft, you also have the right to fife a-pelice repor? and oblain-a copy of it.

o For.Oregon residents: You ave advised to report any suspected identity theft to taw enforcernent, inchding the
Federal Trade Commission and the Oregon Artorngy General,

s For Rhode Istand residents: You have the right to file or obidin & police report regarding this inciden,

Contact the major credit bureans:to get useful information about protecting your credit, including information
about-identify ibeft, fraud alerts, and security freezes. Fo obtain an, annual free copy of your credit reports, visit
ﬂnnualcrcdmeport.mm, or call toli-free at 1- 377—322~3228 Ciedit burean confact details are provided below:

Equifax: Experian: TrassUnion:
equifax.com experian.com transunion.com
freeze.cquifax.com experian.com/fréeze transunion.com/frecze
P.O. Box 105788 P.O. Box 9554 F.0. Box 2000
-Atlanta, {3A 30348 Allen; TX 75013 Chester, PA 15016
1-800-525-6283 - 1-888-397-3742 1-838-009-8872

v For Colorgido, Geargia, Maine, Marylond, Massachusefts, New Jersey, Puerto Rico, and Vermont residents.
You may obtiin ohe or wiore (depending on the siate} addu.ronal capies of your-credit report, fiee of charge. You
must contait eiich of the. credil bureaus, d:recfl Iy (o-obiain such ada‘monaf repor !(s)



» A fraud alert indicates to any businessrequesting your.credit file that you suspect you.are a victint of, fravd and
requires the business to verify your identity before issuing pou credit. 4 frand alert doés not affect your ability to
_get artoan or credit, bid it may cause some deélay [f you.are appbiing for credit,

o You have the right to place a security freeze on your credit file free of charge. A securiy freeze is designed to
prevent credit, loars, and services from being approved in Your name withoul yoir consent, Hopwaver, using &
secuiity freeze may delay vour ability to oblain ciedit, o place a security freese, you iust contact each:of the
three redit bureaiis listed abiove and provide the folloving inforstation: (1).yowrfull vigme; {2) SSN: (3) date of
birth: (4) the addreises where:you have lived over the pasi 2 years! (3) proof of current address; such-as a utility
bill or telephone bill; (6) a copy-of a government issied identification-card; and {(7)-if vou are the victim of.
identity theft, include the police report, investigative report, or complaini 10 a ks enf ercentent agency. If the
reguest fo plave a security freeze i made by toll-frée telephone or secure elecironic. means, the eredit buréius
burve one business day afler receiving yotir request to place the securily freeze on your credit report. [ the.
reqiiest is made by mail, the.credit bureaus huve thyee business days to place the security freéze on-your credit
report afier receiving your reguest. The tredit bureaus rimist send confirmation to you within five business days
dnd provide you with information concerning the process by which you may remove or lift the security ficeze.

 There s ria fee 1o place or lift o securily freeze;

Obtain or file 2 police report - You have the right to obtain any police repoit filed in regard to this incident; If you
aré the viethn of fraud or iflentity theft, you also bave the right to file & police report

Keep a tecord of your contacts - Start ' file with eopies of your credit reports, any police:repert, any
correspondence, and copies of disputed bills: 1t is also-useful to keep a log of your conversations with ereditors, law
enforcement officials, and other relevant partics.



