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Ameriprise

Financial

1632 1536 3040 5001

October 23, 2019

[Client Name]
[Client Address]

Dear {Client]:

I am writing to inform you that a breach of security of your personal information occurred on October 14, 2019. We
were notified on October 15 that a UPS package containing your 2018 tax package was sent to you on September
30% but was not received. Your advisor contacted UPS and they were able to locate your delivery but when they
delivered your package it was already opened and re-sealed. The personal information on the documents included
your name, address, Account numbers and truncated Social Security Number. Due to the sensitive nature of this
information, I wanted to notify you of this incident.

We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service
associates to use extra caution when verifying callers and to confirm the signature on written requests related to your
accounts.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit
menitoring program for two years at no expense to you. This program is administered by EZ Shield, Inc. The
services include resolution assistance by certified frand experts, Internet Monitoring which will alert you if your
information is being traded on the dark web, and credit monitoring to keep you informed of changes to your
information within the Experian credit burean. To obtain these services, please go to
https://myidentity.ezshield.com/protection and insert code:

None of us like to hear about incidents involving our personal information. And in situations like this, taking a few
prudent steps can further protect you against the potential misuse of your information. That’s why we recommend
the following actions:

e  Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:

- P.0. Box 740241 ¢ PO Box 9554 - -2 Baldwin Place
sl Atlanta GAU303T4 T 0 Alleny TX 75013 0 PO Box 10007 T
L (800) 52546285 0T UT(888)397-3742 0 - Chester, PA 19022
'-'::_cqui‘i_'ax_.po_n_z__f' S ﬁ"BxpériBn}qom'ﬁ‘ i 5,.': R --_'-(800) 680'-7289”,-;'-

R S : : - o e ) transunion.com

Thoroughly review your account statements and transaction confirmations.

s Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make
sure there is no unauthorized activity,

¢ Review any solicitations you receive in the near future.

e Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you
have any doubts about the caller, hang up and call your advisor to verify the validity of the call.



* Read the enclosed educational brochure which provides resources and measures to help protect
~against identity thefi.
o . Additional information is available on ameriprise.com/privacy-security-fraud/
s  The Federal Trade Commission also has many resources available to help protect against identity
theft. Contact them at: '

L il 600 Pennsylvania Avenue; NW
#0 Lo Washington, DC 20580 - -
L amanass

© identitytheft.gov | T DLl

s Ifyou notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service at
(800) 862-7919 immediately. We are here to help.

If you have any questions, please do not hesitate to contact Michael Alimi at 617.912.3147. Please accept my
sincere apology regarding this situation and any inconvenience it may cause you,

Sincerely,
Pragya Sharma
Privacy Office

Ameriprise Financial, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure

© 2019 Ameriprise Financial, Inc. All rights reserved




Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere
with, or prevent the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services,

To place a security freeze on your credit report, you must send a written request to each of the three major consumer
reporting agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
(www.transunion.com) by regular, certified or overnight mail at the addresses below:

P.O. Box 105788 [P.O. Box 9554 . .= {P.0: Box 2000

Atlanta, GA 30348 - -~ Allen, TX 75013 = " [Chester, PA 19022 2000
www.freeze. equzfax com TWWW. expenan com/ﬁeeze WWW. ﬂeeze transumon com
(800) 685-1111" "~ "+ [(888)397-3742 . . -{(888)909-8872 '

In order to request a security freeze, you will need to provide the following information:
Your full name {(inclnding middle initial as well as Jr., Sr., 1L, 111, etc.);
Social Security Number;
Date of birth;
1f you have moved in the past five (5) years, provide the addresses where you have lived over the prior five years;
Proof of current address such as a current utility bill or telephone bill;
A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.)

If you are a victim of identity theft, include a copy of either the police report, hnvestigative report, or complaint to
a law enforcement agency concerping identity theft;

If you are not a victim of identity theft, include payment by check, money order, or eredit card (Visa, MasterCard,
American Express or Discover only). Do not send cash through the mail.

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password, or both that can be used by you to
authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting agencies by mail and include proper identification (name, address,
and social security number) and the PIN number or password provided to you when you placed the security freeze
as well as the identities of those entities or individuals you would like to receive your credit report or the specific
period of time you want the credit report available. The credit reporting agencies have three (3) business days after
receiving your request to lift the security freeze for those identified entities or for the specified perjod of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and social security number) and the PIN number or password provided
to you when you placed the security freeze. The credit burcaus have three (3) business days after receiving your
request to remove the security freeze.
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