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Dear

We are writing tc follcaw up on an incident that we first reported to vou on Novernber 2% when a phishing emall was sent to many of
our contacts from &n addrass thal was posing as WindRose, wWe have subseauently completed s forensic review of the incident and
would like to provide you with an update on our findings. Our review showed that WindRose's email system was hacked which
resulted in a data secuwrity incident that may invalve your personal information, We vatue the trust that you place in us as investcrs and
deeply regret that private informarion was put at risk. While we have always taken steps to protect against such breach, we have
engagad external resources ro help further protect against a future occurrence. Below we have outlined more details on the data
breach and some ways that wa would like to sssist in mitigating vour current and future risk refated to the incident,

What happened?

in mid-November,-our administrative team was in phone and email contact with one of our vendors about 2 legitimate invoice.
Unfortunateldy, it appears that this vendor's email account had been cofnpromised and instead of the expected invoice, the threat actor
{posing as our vendor} sent an email with a link to an invoice that was actually a ccmprorised fink. This link was clicked on by one of
our emnployeas which enabled the threat actor to aceess the email account of that employee, An unknown party had access to our
employee’s email account between Novermnber 18 and November 21, 2019 and therefore may have had access to vour personal data, On
Novernber 21%, this threat actor caused an ernail that appeared to be from WindRase to be sent to many of you. Upan seeing that
email, we quickly identifled that we had an issue-and were able to retake the emall account and guarantine the issue.

The personal data that may have been compromised due to this incident may Include your tax 1D number, Soclat Security number,
bhank acoount indormation, name, eddress, phene number, andfor emall, .

What are we doing? )

Although we have always maintained reasonable measures i protect and secure our data and networks, including through technical,
physical and adrninistrative means, we are in the process of evaluating those safeguards and will update them as necessary to fucthar
protect our systemns and help to prevent any reoccurrence of such an attack, We tasked our regular IT provider and an externa)
computer forensics team 1o determine the scope of the incident, Both concluded that the only access the threat actor had was to this
one emait account, Additicnally, both confirmed the threat was no longer present, We have also notified law enforcement and are
working with ther to ensuie this incident is properly addressed,

What vou can dg;

Rewview Your Account Statements and Notily Law Enforcement of Suspicious Activity

As a precautionary measure, wa recomnmend that you rermain vigiiant by reviewing your account stalements and credit reports closely.
IF you detect any suspicious activity on an account, you should promptly notify the financial institution or company with which the
account is matntained, You also should promptly report any fraudulent activity of any suspected incidence of identity theft to proper
taw enforcernent authorities, your state attorney general, and/or the Federal Trade Comrnission. Contact information for the FTC is:

Federal Trade Commission
Consumer Response Center
800 Pennsylvania Avenue, NW
Washington, DC 20580
vriiefin bl bedy
3-877-ID-THEFT {B77-438-4338)

Complzints filad with the FTC wiil be added to the FTC's identity Theft Data Clearinghouse, which is  database made available to law
enforcement agencies.

if you are a resident of Maryland, Massachusetts, North Carolina, or Rhode Island, you may contact vour state attorney
general to report suspected identity theft of to obtain information about preventing identity theft at:
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Magpianad, 200 5t Paul Place, Baltimore, MD 21202, 1-888-743-0023 /1-410-576-6300

North Carofing. 9001 Mai lSerwce Center Raleign NC 27699 1677 566 '?22\-: H 919 -Tia- 640(}, i
Rhwicle Islandt 180 South Main Street, Providence, Rl 02903, 1-401-274-4400, »

Copy of Credit Report

You may obtain a free copy of your credit repart from each of the three major credit reporting agencies once every 12 months by
visiting LA I SR RE ML LN, calling toil-free 677-322-8228, or by comgpleting an Annual Crednt Report Request Form
and maiimg itto Annual Credit Report Request Serwce P.0, Box 105281, Atlanta, GA 30348, You can print a copy of the requdst form at
4f, Or you can elkect to purchsse a copy of your credit report by contacting
one of the Eh.’ee national credit repurtmg agencies. Ccntact inforenation for the three national credit reporting agencies for the
surpose of reguesting a copy of vour credit report or for general inguiries is orovided below.

., P.0, Box 740241, Atlants, GA 30374
o1 couyy, 535 Anton: Bivd, Suite 100, Costa Mesa, CA 92626,
s, PO B 6790, Fullerton, CA 92834,

Fqeifax 1-800-685-HY, yu
FExperiam 1-888- 397-3742,
Franstinior: 3-800-916-8800,

Police Report
If you are a resident of Massachusetts or Rhode istand, you have the right under your state's faw ko file ang obtain a copy of a police
raport, i you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it,

Security Freeze
You have the right to place a security freeze [aiso known as a credit freeze] on your credit file feee of charge A security freeze is
designed to provent credit, loans or services from being approved in your name without your consent, Placing a freeze, however, may
defay or otherwise interfere with the timely approvat of any subsequent credit requast or application you rmake o raquest a security
freeze, you must contact each of the three credit bureaus listed above and may be asked to provide:

. Your full name, :

. Social Security number,

» Date of birth,

» if you have moved In the past five (S} years, addresses whera you have lived over those five (a] YESIS,

. Proof of current address,

> A copy of 2 government issued identification card, and

. If you are an identity theft victim, the police report, investigative report or complaint to a law enforcement agency.
The credit tureaus have one (1} 1o three (3} business days upon receipt of your reguest (depending on the method used o subimit] to
place a security freeze on your credit report. They must aiso send written confirmation within five (5] business days and provide you
with a personzl identification number {PIN} that you can use [o remove the freeze, You may contact the three credit burezus or the
FTC for more information concerning security freezes, A consumer reporting agency rmiust afiow a consumar to place, lft o rermave a
securtity freeze freo of charge.

Fraud Alert

You may want to consider placing a fraud aiert on your credit report. An initial freud alert is free and will stay on your credit ile for at
least 90 days. The alert informs creditors of possible fraudulent activity within your report and requests that the creditor contact you
prior to establishing any accounts in your name, To place a fraud afert on you: credft report, conhtact any of the three credit reporting
agencies identified above. ‘Additional information s avallable at {53 A

Credit Report Monitoring

To help relieve concerns following this incldent, we are offering the services of Kroll to provide identity monitoring at no cost to
you for a minimurn of one year. Kroll is a global leader in risk mitigation and response, and their team has extensive experience
helping peopia wha have sustained an unintentional exposure of confidential data. Your identity monitoring services Include
Credit Monitoring, a Current Credit Report, Web Watcher, Publlc Persona, Quick Cash Scan, $1 Million identity Fraud Loss
Aeimbursement, Fraud Consultation, and Identity Theft Restoration. To take advantage of this offer, please email me in the next
60 days for instructions,

Other Free Resources on identity Theft
You may wish to review the tips provided by the Federal Trade Cormmission, For more information, please visit
By Fii aniianishedt or cafl - B71-ID-THEFT (877-438-4338).

Mare information
ror further informetion and assmtance please contact me by email at 5

s of phone at 212-887-2195

Thank you,

Michael Spiciarich




