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December 13, 2019 NOTICE OF DATA BREACH

Dear:

We value your business and respect the privacy of your information, which is why, as a
precautionary measure, we are writing to let you know about a data security incident that
involves your personal information.

WHAT HAPPENED?

On September 25, 2019, our financial institution was notified by a vendor we previously
contracted with, Geezeo, of unusual activity involving a third-party service provider. Geezeo
informed us of an investigation indicating that on May 14, 2019 an unauthorized party
downloaded three legacy database backup files from a storage service. Those backup files
contained 7-year-old user and account information. The files contained information you
supplied to Geezeo, branded as inCompass® with InTouch Credit Union, about your financial
accounts. Because this information about your financial accounts was potentially accessible, we
are notifying you in an abundance of caution.

WHAT INFORMATION WAS INVOLVED?
Based on the investigation, the accessed files contained

WHAT WE ARE DOING
Following the incident, Geezeo confirmed it took immediate steps to block further access by
unauthorized parties and implemented enhanced security across their platform. Geezeo has
since implemented additional security measures designed to prevent a recurrence of such an
attack. Prior to learning of this incident, InTouch ended its relationship with Geezeo, and
InTouch will continue to strive to ensure its vendors and partners maintain robust security
measures.

inTouch and Geezeo are notifying the appropriate authorities and regulators to ensure the
incident is properly addressed.



WHAT YOU CAN DO

We encourage you to remain vigilant against incidents of identity theft and fraud, to review
your account statements, and to monitor your credit reports for suspicious activity. Please also
review the attachment to this letter {Steps You Can Take to Further Protect Your Information)
for additional steps you can take to protect your information, and how to receive free credit
manitoring services for one year.

FOR MORE INFORMATION
For further information and assistance, please contact Epiq, a third-party hired to answer your
guestions on this matter, at 855-963-0395 between 9 a.m.- 9 p.m. EST Monday through Friday.

Sincerely,
J. Diane Gerddsr
. Diane Gerstner, CCE

Executive Vice President/Executive Operating Officer
InTouch Credit Union




Steps You Can Take to Further Protect Your Information

+ Review Your Account Statements and Notify Law Enforcement of Suspicious Activity

As a precautionary measure, we recommend that you remain vigilant over the next twelve to twenty-four months
by reviewing your account statements and credit reports closely. If you detect any suspicious activity on an
account, you should prompily notify the financial institution or company with which the account is maintained.
You also should promptly report any fraudulent activity or any suspected incidence of identity theft to proper law
enforcement authorities, including your state atterney general and the Federal Trade Commission (FTC) at: 600
Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov; or 1-866-653-4261.

To file a complaint with the FTC, go to IdentityTheft.gov or call 1-877-ID-THEFT (877-438-4338}. Complaints filed
with the FTC will be added to the FTC's Identity Theft Data Clearinghouse, which is a database made available to
taw enforcement agencies.

+ Credit Report Monitoring/Identity Theft Protection Services

In addition, Geezeo has arranged with Equifax to provide you with credit monitorihg for one year, at no cost to
you, Attached to this letter is information about the Equifax 1D Patrol® service Geezeo is providing including how to
enroll in the service. Take Advantage of Additional Free Resources on dentity Theft

We recommend that you review the Federal Trade Commission's Consumer information website’s online guidance,
which is a valuable resource with some helpful tips on how to protect your information from identity theft.
Additional information is available at https://www.consumer ftc.gov/topics/privacy-identity-online-security.

For more information, please visit IdentityTheft.gov or call 1-877-1D-THEFT {877-438-4338). A copy of Identity

Theft — A Recovery Plan, a comprehensive guide from the FTC to help you guard against and deal with identity
theft can be found on the FTC's website at  https://www.consumer.fte.gov/articles/pdf-
0009_identitytheft_a_recovery_plan.pdf.

s  Obtain and Monitor Your Credit Report.

You may also obtain a free copy of your credit report from each of the three major credit reporting agencies once
every 12 months by visiting http://www.annualcreditreport.com, calling toll-free 877-322-8228, or by completing
an Annual Credit Report Request Form and mailing it to

Annual Credit Report Request Service, P.0O. Box 105281, Atlanta, GA 30348. You can access the request form at
https://www.annualcreditreport.com/requestReport/requestForm.action. Or you can elect to purchase a copy of
your credit report by contacting ane of the three national credit reporting agencies. Contact information for
requesting a copy of your credit report or for general inquiries is provided below:

Equifax Experian _ TransUnion

(866) 349-5191 (888) 397-3742  {800) 888-4213
www.eguifax.com . Www.experian.com www.transunion.com
P.0O. Box 740241 P.0. Box 2002 2 Baldwin Place
Atlanta, GA 30374 , Allen, TX 75013 P.0. Box 1000

Chester, PA 15016

Each of the three nationwide credit reporting agencies will have information on how to delete
any frauduient transactions discovered on your credit report.




+ Consider Placing a Fraud Alert on Your Credit Report

You may want to consider placing a fraud alert on your credit report. An initial fraud alertis free
and will stay on your credit file for at least 90 days. The alert informs creditors of possible
fraudulent activity within your report and requests that the creditor contact you prior to
establishing any accounts in your name. To place a fraud alert on your credit report, contact
any of the three credit reporting agencies identified above at:

Experian TransUnion Equifax

P.O. Box 9554 ' P.0. Box 2000 P.O. Box 105069

Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348
1-888-397-3742 ' 1-800-680-7289 1-888-766-0008
www.experian.com/fraud/center. www.transunion.com/fra www.equifax.com/personal/cr
html - ud-victim-resource/ edit-report-services

place-fraud-alert
Additional information is available at http://www.annualcreditreport.com.
» Consider Placing a Security Freeze

In some US states, you have the right to put a security freeze on your credit file. A security
freeze (also known as a credit freeze) makes it harder for someone to open a new account in
your name. It is designed to prevent potential creditors from accessing your credit report
without your consent. As a result, using a security freeze may interfere with or delay your
ability to apply for a new credit card, wireless phone, or any service that requires a credit check.
You must separately place a security freeze on your credit file with each credit reporting
agency. To place a-security freeze, you may be required to provide the consumer reporting
agency with information that identifies you including your full name, Social Security number,
date of birth, current and previous addresses, a copy of your state-issued identification card,
and a recent utility bill, bank statement, or insurance statement. There is no charge to request a
security freeze or to remove a security freeze. Should you wish to place a security freeze,
contact any of the three credit feporting agencies identified above at: '

Experian TransUnion Equifax

PO Box 9554 P.C. Box 160 PO Box 105788

Allen, TX 75013 Woodlyn, PA 19054 Atlanta, GA 30348-5788
1-888-357-3742 1-888-909-8872 1-800-685-1111
www.experian.com/freeze/center www.transunion.com/cr  www.equifax.com/personal/er
-html : edit-freeze edit-report-services




For Maryland residents, the Attorney General can be contacted at 200 St. Paul Place, 16th Floor,
Baltimore, MD 21202; 410-528-8663; and www.oag.state.md.us.

For New Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the
right to be told if information in your credit file has been used against you, the right to know
what is in your credit file, the right to ask for your credit score, and the right to dispute
incomplete or inaccurate information. Further, pursuant to the Fair Credit Reporting Act: the
consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information; consumer reporting agencies may not report outdated negative information;
access to your file is limited; you must give your consent for credit reports to be provided to
employers; you may limit “prescreened” offers of credit and insurance you get based on
information in your credit report; and you may seek damages from a violator. You may have
additional rights under the Fair Credit Reporting Act not summarized here. |dentity theft
victims and active duty military personnel have specific additional rights pursuant to the fair
Credit Reporting Act. We encourage you to review your rights pursuant to the Fair Credit
Reporting Act by visiting www.consumerfinance.gov/f/201504 cfpb summary your-rights-

under-fcra.pdf, or by writing Consumer Response Center, Room 130-A, Federal Trade
Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

For New York residents, the Attorney General may be contacted at: Office of the Attorney
General, The Capitol, Albany, NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/.

For North Caroling residents, the Attorney General can be contacted at 9001 Mail Service
Center, Raleigh, NC 27699-9001; 1-877-566-7226 or 1-919-716-6400; and www.ncdoj.gov.




Enter your Activation Code: 459342228315
Enrollment Deadline: February 29, 2020

Product Information

Equifax ID Patrol® provides you with the following key features:

s  3-Bureau credit file monitoring! and alerts of key changes to your Equifax®, TransUnion® and Experian®
credit reports '

*  Access to your Equifax credit report

s  One Equifax 3-Bureau credit report

e Wireless alerts (available online only). Data charges may apply.

e Automatic Fraud Alerts2, With a fraud alert, potential lenders are encouraged to take extra steps to verify
your ID before extending credit {(availabie online only).

»  Credit Report Lock® Allows users to limit access to their Equifax credit report by third parties, with certain
exceptions, :

e Internet Scanning® Monitors suspicious web sites for your Social Security, Passport, Credit Card, Bank, and
Insurance Policy Numbers, and alerts you if your private information is found there.

s Lost Wallet Assistance. If you fose your wallet, we'll help you cancel and re-issue your cards and ID

o Upto$] MM in identity theft insurance® '

e Live agent Customer Service 7 days a week from 8 am. to 3 am.

Enrollment Instructions
To sign up ontine for online delivery go to www.myservices.equifax.com/patrol

1. Welcome Page: Enter the Activation Code provided above in the “Activation Code” box and click the “Submit”
button.

2. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social
Security Number and telephone number) and click the “Continue” button.

3. Create Account: Complete the form with your email address, create a User Name and Password, after reviewing
the Terms of Use, check the box to accept and click the “Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the
questions and click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed enrollment. Please click the “View My Product”
button to access the product features.

Credit monitoring from Experian®and Fransunion™ will take several days to begin.

2The Automatic Fraud Alert feature made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax
Consumer Services LLC, . :

¥ acking your Equifax credit file with Credit Report Control will prevent access to your Equifax eredit file by certain third partics, such as credit
grantors or ather companies and agencies. Credit Report Control will not prevent access to your credit file at any other credit reporting agency,
and will not prevent access to your Equifax credit file by companies like Equifax Globai Consumer Solutions which provide you with access to
your credit report or credit score o monitor your credit file; Federal, state and local government agencies, companies reviewing your application
for employment; companies that have a current account or relationship with you, and collection agencies acting on behalf of those whom you
awe; for fraud detection and prevention purposes; and companies that wish to isake pre-approved offers of credit or insurance to you. Te opt out
of such pre-appraved offers, visit www.optoutprescreen.com.

“Internet scanzing will scan for your Social Security number (if you choose to), up to § bank accounts, up to 6 credit/debit card numbers that you
provide, up to 3 email addresses, up to 10 medical ID numbers, and up to 5 passport numbers. Infernet Scanning scans thousands of Internet sites
where consumers” persenal information is suspected of being bought and sold, and is constantly adding new sites to those it searches. However,
the Internet addresses of these suspected Internet trading sites are not published.and frequently change, so there is no guaranteed that weare able
to locate and search every possibie Internet site where consumers’ personal information is at risk of being traded.

5 [dentity theft insurance is underwritten by American Bankers Insurance Company of Florida or its affiliates. The description herein isa
summary and intended for informational purposes only and does not inclide all terms, conditions and exclusions of the policies described. Please
refer fo the actual policies for terms, conditions and exclusions of coverage. Coverage may not be available in all jurisdictions.

Experian® and TransUnion® are registered trademarks of their respective owners. Equifax® and 1D Patrof®are registered trademarks. ©2017
Equifax Inc., Atlanta, Georgia. Ail rights reserved. '




