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Atbn: Customer Services @ mailstop: 28200, 1 Fountain Square, Chattancaga, TN 37402

December 20, 2019

NOTICE OF DATA BREACH

Dear SRR

I am writing to inform you of an Incident that may have Invalved certaln personal
- Information about you. Unum'is a provider of employee beneflts insurance and related

services,

When did the incident occur? The results of our Investigation Indicate that this incident
oceurred between approximately October 1 and 10, 2019,

After first learning of the Incldent on October 10, Unum immediately began an Investigation
and retained a leading outside IT forensic vendor to assist In understanding the Incident and
the data potentlally involved, Unum also Immediately took steps to stop the Incident, Unum
Is evaluating security controls and taking other actlon to help prevent Incidents from

happening in the future, -

What information was involved? Since we were unable to rule out the possibllity that an
unauthorized party accessed personal Informatlon about you during this Incident, we are
notifying you. Our forensic analysis determined that the types of your personal Information
potentially exposed may have included: first name, last name, home address, Soclal

~ Security number, and date of birth.

What we are doing. We have no evidence that your personal Information was misused as
a result of this Incident. However, as an added precaution to help protect your identity, we
are offering you complimentary access to Experian IdentityWorks for 24 months.

The following identity protection services start on the date of this notice. You can use them

at any time during the next 24 months.,
Fraud Detection: Experian offers credit reports, credit monitaring and internet

survelliance of the Dark Web to heip protect you from credit fraud. In addition, the
service provides free credit reports and a $1 million identity theft Insurance policy. To

start monitering your personal information:

Visit the Experfan IdentityWarks website to enroll:
hittps://www.exparianidworks.co
« Enter your activation code:

&

Unum (s a ragistered trademark and marketing brand of Unum Group znd Its insuring subsidiades.
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For an alternative to enrolling online, contact Experlan’s customer care team at

1-877-660-0626,
- Noter You must enroll in this service by Decernber 31, 2021 to start your

complimentary personal monitoring.

Identity Restoration: This service Is automaticaily avaifable to you with no
enroliment required. If Identity restoration support is needed, an Experian Identity
Restoration agent Is available to work with vou to Investigate and resolve each
fncident of fraud that occurred from the date of the incident. This service Includes, as
appropriate, helping you with contacting credit grantors to dispute charges and close
accounts; assisting you In placing a freeze on your credit file with the three major
credit bureaus; and assisting you with contacting government agencies to help
restore your identity to its proper condition. If yvou believe there was fraudulent use
of your information as a result of this incldent and would like to discuss how you may

be able to resolve those Issues:

Contact Experian’s customer r at 1-877-660-0626.

L]
bas proof of eliglbllity for Experian’s

e Provide engagement numbar S
" identity restoration services.
Note: The terms and conditions for this service are available at

www, ExperfanlDWorks. com/rastoration.

What you can do. Please see the attachment for information about additional actions vou
can conslder taking to reduce the chances of [dentity theft or fraud, _

For more information, Additional detalls about Expertan’s IdentityWorks are enclosed,

We regret any inconvenience this Incident may cause you. If you have questions or concerns
regarding this matter, please contact Unum at (866) 892-2278.

Sincerely,

Gretn Afloges

Preston Rogers
Assistant Vice President
Customer Contact Center

Unum Us




Your 24 Month Experian IdentityWorksS Membership

A credit card is not required for enrollment In Experian IdentityWorks.

You can contact Experlan immediately regarding any fraud Issues, and have access to the
following features once you enroll In Experian IdentityWorks:

*»  Experian credit reporf at signup: See what Information Is associated with your
credit file. Daily credlt reports are available for online members only, *
* Credit Monitoring: Actively monltors Experian, Equifax and Transunlon files for

indicators of fraud.
Internet Surveillance: Technology searches the web, chat rooms and bulfetin

- Doards 24/7 to identlfy trading or selling of your personal Information on the Dark
Wab, -
Identity Restoration: Identity Restoration speclalists are immediately avallable to
help you address credit and non-credit related fraud.
Experian IdentityWorks ExtendCARE™: You receive the same high-level of
Identity Restoration support even after your Experian IdentityWorks membership

has explred,
$1 Million Identity Theft Insurance; Provides coverage for certaln costs and

unauthorized etectronic fund transfers. *#+ - '
Lost Wallet: Provides assistance with canceling/reptacing lost or stolen credit,

debit, and medical cards,

Child Monitoring: For 10 children up to 18 years oid, Internet Survelliance and
monttoring to determine whether enrolled minors in your household have an
Experlan credit report are avallable, Alse included are Identity Restoration and up

to $1M Identity Theft Insurance, *#*

If you have questions about the service or need asslstance with Identity restoration
that arose as a result of this incident, please contact Experian’s customer care team
at 1-877-660-0626. Be prepared to provide engagement number DB16750 as proof
of eligibliity for the ldentity restoration services by Experlan.

What you can do to pratect your information: There are additional actions you
can consider taking to reduce the chances of Identity theft or fraud on your
account(s). Please refer to www.ExperianIDWorks.com/restaoration for this -

Information.

¥ Offline members wil be eligible to call for additional reports quarterly after enrollihg‘

¥ The Identity Theft Insurance Is underwritten and sdministered by American Bankers Insurance Company of
Florids, an Assurant cornpany. Please refer ta the actual policies for terms, conditions, and exciusions of coverage,

Coverage may not be available In all jurlsdictions,




Information about Identity Theft Protection

Moanltor Your Agcounts

We recommend that you regularly review staternents frofn your accounts and periodicafly obtain your credit report from one
or more of the nafional credit reporting companies. You may obtain a free copy of your credit report onling at
www.annualcreditraport.com, by calling toll-fres 1.877-322-8228, or by mailing an Annual Credit Report Request Form
{avallable at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-
§281. You may also purchase a copy of your cradit report by contacting one or more of the three national eredi! reporting

agencies listed below,
TransUnion®

Equlfax® Experian
P.0. Box 740241 "~ P.O. Box 9701 P.O. Box 1000
Atianta, GA 30374-0241 Aller, TX75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-B88-307-3742 1-800-888-4213
Www.experian.com wwaw.transunion.com

www.equifax.com -

When you recelve your cradit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for infarmation, such as home address and Social Securlty numbsr that is not acourate, If you sse
anything yoti do net understand, call the credit reporiing agency at the telephone number on the report.

We recommend you remain vighant with respect to reviewing your acsount statemants and oredit reports, and promplly
report any suspiciolis activity or suspectad idantity theft to us and to the proper law enforcement authoritias, including local
law enforcemen, your state’s atiorney genaral andior the Federal Trads Commission {"FTC"), You may contact the FTC or

your stale’s regulatory autharily to obtain additional information abaut avoiding identity thef,

- Federal Trade Commission, Consumer Response Centsi
600 Pennsylvania Aveniue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.fte.covlidiheft
For residents of Maryland: You may also oblain information about preventing and avoiding identity theft from the
Maryland Office of the Attormney General:

Maryland Office of the Attomey General, Consumsr Protection Divislon
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state md.us

For residents of Massachusetls: You also have tha right t obtain a police report,

For residents of New York: You may also obtain information about preventing and avoiding identity theft from the New

York Office of Attornay General:

New York Office of Attorney General, Consumer Frauds Bureay
General Halpline: 1-800-771-7755, hitps:iag.ny.goviconsumer-frauds-bureau/identity-theft

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft from the
North Carolina Aftormey General's Office;

North Carolina Attorney General's Office, Consurmer Protection Division
9001 Mall Service Center, Raleigh, NG 27699-9001, 1-877-5-NO-SCAM, www.nedol.coy

Credit Freeze .
You have the right o put a secunity freeze, also known as a credit fresze, on your credit file, so that no new credit can be

openad In your name without the use of a Personal Identification Number (PIN) that is Issued to you when you initiate a
freaze. A credit freeze is designed to prevent potential credit grantars from accessing your credit report without your
consent, If you place a credit freeze, potential creditars and other third parties will not be able to access your credit report
unless you temporarily fift the freeze. Therefore, using a credit freeze may delay your abiliy o obtain credit. Pursuant to

factaral lew, you cannot be charged to place or lifl a credit freezs on your credit repod.

Should you wish {o place a credit freeze, please contact all three major constmer reporiing agencies listed below,




TranstUnion

Equifax Experian
P.O. Box 105788 P.0, Box 9554 P.O, Box 2000
Allen, TX 75013-0554 Chester, PA 19016-2000

Allanta, GA 30348-5768
1-800-685-1111
Wy, equifax.comipersonal/
credit-report-services

1-888-009.8872
www.iransunion.comy/
credit-freeze

1-888-397-3742
www.expefian.com/
freezelcenter himl

Yol must separately place a ereddt freeze on your eredit file at each credit reporting agency. The following information

shouid be included when requesting a credit freeze;

1) Full name, with middle Initial and any sufiixes:

2} Soclal Securily number;

3)  Dale of birth (month, day, and year);

4)  Current address and pravious addresses for the past five (B} years;

5) Proofof current address, such as & current utility bill o telephone bill;

8) Other persenal information as required by the applicable credit reporting agency,

Ifyou request a credit freeze online or by phone, then the cradit reporting agencies have one (1) business day after
recelving vour request {o place a credit reeze on your cradiit fle report. If you request & ift of the credit freeze onling or by
fift the freeze within orig {1) hour, If vou raquest a credlt freeze or lift of & cradit

phone, then the credit reporting agency mus!
fresze by mail, then the credit agency must place or iff the credit freeze no later than three {3) business days afer getting

your request.

For Residents of Massachusetts: Massachusetls law gives you the right to place a security freeze on your credit
fils/consumer reports at no charge. This notice I8 intended fa comply with that faw, including by providing information
regarding how you may request a securily freeze, the necessary information o be provided when requesting the

sacurity freeze, and the mitigation services fo be provided.

Fraud Alerts )
You aiso have the right {0 place an infial or extendad fraud zlert on your file at no cosl. An inifial fraud alert lasts 4-year and

is placed on a consumer’s credit file. Upon sesing a fraud alert display en a consumer's cradit file, o busingss is required to
clim of identity theft, vou are entitled

take steps to verify the consumer's identity before extending new credit, If you are a vk
to'an extended fraud alert, wiich is a fraud alert lasting 7 vears. Should you wish fo place a fraud alert, pleass contact any
one of the agencies listed below. The agency you contact will then confact the other two credit agencies.

Equifax Experian TransUnion
P.Q, Box 105788 P.O. Box 9554 P.O. Box 2000
Allanta, GA 30348-5788 Allen, TX 76013-9554 Chaster, PA 19016-2000
1-888-768-0008 1-888-397-3742 1-800-880-7289 -
www.equifax.com/parsonal/ www.axperian.com/ www.transunion.com/fravd-
fraudfeentar.himil victim-resource/place-fraud-alert

credit-report-servites

Monitor Your Personal Health Information
If applicable to your situation, we racommend that you regularly review the explanation of benefits statement that you

recelve from your insurer, I you ses any service that you believe you did not receive, piease contact your insurer at the
number or the statement. If you do not receive the regular explanation of benefits staterments, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order coples of your credit reports and check for any medical bills that you do notrecognize. If you find
port, Kesp & copy of this nolice for your

anything suspicious, call the credit reporting agency at the phone number on the e
records in case of fufure problems with your medical records. You may also want to requast a copy of your medical records
from your provider, to serve as a baseline. if you are a Califomia resident, we suggest that you visit the California Attorney
General's website at hlips/loag. ca.goviprivacy/consumer-privacy-resources to find more iformation about your medical

privacy,

Additional Information
You can further educate yourself regarding identity theft and the steps you can fake 1o protect yourself, by contacting your
state Attorney General o the Federal Trade Commission. Instances of known or suspactad identity theft should be reported

to faw enforcement, your Attorney General, and the FTG.

The Federal Trade Commission
600 Pennsylvania Avenus, NW




Washington, DC 20580

187 74D-THEFT {1-877-436-4338)
TTY: 1-886-653-4261

www fio govidthef!




