\L52)

American Express Company
200 Vesey Street ’
New York, NY 10285-0106 .
Date:

Card Member Name
Strect Address
City, State, Zip Code

American Express® Card Account ending in: X-XXXX

RE: NOTICE OF DATA BREACH -
Dear [Name],

WHAT HAPPENEL?

Protecting the security of our Card Members information is very important to us and we strive to let you know
about security concerns as soon as possible. We became aware that a third party service provider engaged:by
numerovs merchants experienced unauthorized access to its system. Accoumt information of some-of our Céard
Members, including some of your account mformahon, may bave been iwvolved, It is important to note that

" American Express owned or controlled systems were tiut o ‘Wm&byﬂns incident; andwe are previding this -
AOHCE 1 YOU f.» . preantionry: measure:

CWHAT INFORMAFION WAS INVOLVEDT. :

At this thme, wie have been mfonnedﬁ:catyonrcmr lut.,ViOUSl}‘ FERUKE AU T AT BRI AOCTUNE ARDES,
your sane and other Card infornmtion sﬁgh the vapiration date; may havcbeenmmpmnmﬂi; Plessd b v
that you may ¢ mvwadctﬂmi fetiers fiom us :f mwore than ore of your American Express Card-accesmtswor
Tinvolved. o

[
LT
A

WIIAT WE AREDOING.
Please be assured we are wgilantly momtormg your account for fraud and; ifH shiouldotiur; you are oot Eable for- -
frondudent:cilaiies o your account. To learn moze abiont the measnres we teles to help protect your-account visit

' ov"'"*-.f“-‘:“"f’:"-"il:e}i;e; at ammanexpmmm#fm sedprote ction.

WEHAT ‘EOEE TAN DO. .

W g o earefully review your account for frandulent activily. Below are some steps youvun take 6 protect

FOU. accouil .

« Loginto your account at americanexpress.cenV ¥ YCA to review your. account statements carefully und .
remaiz vigilant indoins so, especially over the next 12 to 214 in onf!... : E

s Wy et “d is active sizn upto receive. instant notificatiens of. pr)tﬂntla] quaplcmus activity by enabiuw
| Yotihee™ . wuvilie American Express Mobile app; or signing ) & DU EERAI DL
americanexpress.com/aceountalerts. Please make sure vour, moblle phone number and email addrcss are also -
on ﬁle for us to contact you if needed.

- OTHER i GRCANT INFORMATTION,
Included with this letter are some additional helpful tips and steps you can take to profeca yourself against the risks
of fraud and ldentlty theft.

FOR MORE INFORMATION, .
If you notice any suspicious activity on your account, please don’t hesitate to call us 24 hows a day, 7 days a week,
at 1-855-693-2213. One of our Customer Care Professionals will-be bappy to assist you.

Tepecially in today’s environment, we understand that your security is paramount. We are strongly committed to
protecting the privacy and security of your information and regret any concern this may have caused you. As
always, thank you for your trust in us, and for your continued Card Membershlp

Sincerely,
Stephen Kline

Chief Privacy Officer, US.
American Express Company



Additional Helpful Tips

Below are additional helpful tips you may want to consider to protect your Card and bersonal in-formation:

* H your eard is active, login to your account at americanexpress.com/MYCA to review your account statements
carefully and remnain vigilant in doing so, especially over the next 12 to 24 months.

e Ifyour card is active, sign up to receive instant notifications of potential suspicious activity by enabling
Notifications in the American Express Mobile app, or signing up for email or text messaging at
americanexpress.com/accountalerts. Please make sure your mobile phone number and email address are also on ﬁle
for us to contact you if needed.

e  Visit our Security Center at 2mericanexpress.com/fraudprotection to leam more about the measures we take to
help protect your account and the steps you can take to safeguard your information.

+  Visit thé Federal Trade Commission {FTC) website for information on how to protect yourself against ID theft and
safeguarding your electronic devices from viruses and other malicious software by:

s Learning how to make protecting yourself from identity thieves part of your daily routine by visiting
consumer.gov/idtheft or call 1-877-IDTHEFT (438-4338) to learn more about identity theft and protective steps
you can take or file a report. You can also contact the FTC at: Identity Theft Clearinghouse, Federal Trade
Commission, 600 Pennsylvania Avenue, NW., Washington DC 20580,

e Hely avoid, detect and remove viruses and other malicious software by protecting your compudfer from spyware
and viruses that can cause it fo run slowly or give fraudsters access {0 your personal information by visiting
consuiner.fic gov/articles/001 l-matware,

«  Review this additional information:

s - Maryland, North Caroling and Rhode Iland residents may also contact these agencies for information on kow
fo prevent or avoid identity thefl.

e For Maryland residents: You may conlact the Office of the Maryland Attorney General, 200 St. Paul Place,
Baltimore, MD 21202, http:/iiwww. marylanda: rorneygeneral gov/, 1-888-743-0023.

o For North Carolina residents: You may contact the North Carolina Office of the Attorney General, Mail
Service Center 9001, Raleigh, NC 27699-9001, hitp./f'www.nedoj.gov/, 1-877-366-7226.

s . For Rhode Island residents; You may contact the Rhode Island Office of the Attorney General, 150 South
Main Street, Providence, RI 02903, hitp:/riwww.riag.rigov, 401-274-4400.

o For lowa residents: You are advised to report any suspecied identity theft to law enforcement or to the lowa
Attorney General. : :

o For Massacliisetts residents: You have the right to obtain a police report regarding this incident, If you are the
victim of identity thefl, you also have the right to file a police report and obtain a copy of it.

o For Oregon residents; You are advised fo report any suspected identity theft to law enforcement, including the
Federal Trade Commission and the Oregon Aftorney General,

o For Rhode Island residents: You have the right 1o file or obtain a police report regarding this incident.

»  Contact the major credit bureans io get useful information about protecting your credit, including information
about fraud alerts, security freezes, or other steps you can take to protect yourself from frawd and identity theft. To
obtain an apnual free copy of your credit reports, visit annualereditreport.com, or call toll-free at 1-877-322-8228.
Credit burcau contact details are provided below:

Equifax: Experian: TransUnion:
cquifax.com experizn.com transunion.com
freeze.equifax.com experian.com/freeze ~ transunion.com/freeze
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016

1-800-525-6285 1-888-397-3742 1-888-909-8872




»  For Colorado, Georgia, Maine, Marylund, Massachusetts, New Jersey, Puerte Rico, and Vermont residents:
You may obtain one or more {depending on the state} additional copies of your credit report, free of charge. You
must contact each of the credit bureaus directly to obtain such additional repori(s).

o A fraud alert indicates to any business requesting your credit file that you suspect you are a victim of fraud and
requires the business to verify your identily before issuing you credit: A fraud alert does not affect your ability to
get a loan or credit, but it may cause some delay if you.are applying for credit.

o You have the right io place a security freeze on your credit file free of charge. A security freeze is designed to
prevent credit, loans, and services from being approved in your name. without your consent. However, using.a
security freeze may delay your ability to obtain credit. To place a security freeze, you must contact each of the
three credit bureaus listed above and provide the following information: (1) your full name; (2) SSN; (3) date of
birth; (4) the addresses where you have fived over the past 2 years; (5} proof of current address, such as a utility
bill or telephone bill: (6) a copy of a government issued.identification card; and (7) if you are the victim of
identity thefl, include the police report, investigative report, or complaint to a law enforcement agency. If the
request to place a security freeze is made by toll-free telephone or secure electronic means, the credit bureaus
have one business day afler receiving your request to place the security freeze on your credit report. If the
requesi is made by mail, the credit bureaus have three business days lo place the security freeze on your credit
report after receiving your request. The credit bureaus musi send confirmation to you within five business days
and provide you with information concerning the process by whici you may remove or fift the security freeze,
There is no fee to place or lift a security freeze.,

Obtain er file 2 police report - You have the right to obtain any police report filed in regard to this incident. i you
are the vietim of fraud or identify theft, you also have the right to file a police report.

Keep a recovd of your contacts - Start a file w;th copies of yowr credit reports, any police report, any
correspondence, and copies of disputed bills. Tt is also useful to keep a log of your conversations with creditors, law
enforcement officials, and other relevant partics.




