NOTICE OF A DATA BREACH Ameripris e

Financial

January 29, 2020

<<FIRST_NAME>> <<[AST_NAME>>
<<ADDRESS1>>

<<ADDRESS2>>

<<CITY>>, <<STATE>> <<ZIP>>

Dear <<FIRST_NAME>> <<LAST_NAME>>:
Fm writing to inform you about an incident involving your personal information.

What happened?

| arn writing to inform you of an incident involving your personal information. On January 14%, 2020 we were notified by a third-
party service provider that they inadvertently sent your information by email to another one of their corporate clients in error.
The incorrect recipient notified the third-party service provider of the error and they agreed to delete the email that was
erroneously sent to them. Due to the sensitive nature of this information, | wanted to notify you of this incident.

. What Information Was involved?
The personal information on the document included your name, Employee ldentification Number and Social Security Number,

What We Are Doing.

For your added protection, we would alsg like to offer you two years of credit monitoring at no cost to you. This program is
administered by Equifax, one of the three national credit reporting agencies, and is an independent service not operated by
Ameriprise Financial. If you choose to enroll, Equifax Credit Watch wiil provide you with an “early warning system” which alerts
you to any changes to your credit file. The last page of this ietter includes the features of the Equifax Service and the
promotional code you need to use to enrol] for two free years of coverage. )

What You Can Do. )
We recommend that you take steps to protect yourself against the potential misuse of your infermation.

s If you notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service at (BCO) 862-7919
immediateiy. We are here to heip.
Review your account staterents and transaction confirmations.
Monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) and promptly report any
unauthorized activity to your financial institution.

* Review any solicitations you receive in the near future.

s If you receive a call from someone who claims to represent Ameriprise and you have doubts about the caller, hang up and
contact your advisor to verify the validity of the call.



* Read the enclosed educational brochure which provides resources and measures to help protect against identity theft.
o Additional information is available on ameriprise.com/| privacy-security-fraud/

* The Federal Trade Commission aiso has many resources available to help protect against identity theft. Contact them
at:

' Federal Trade Commission
* 800 Pennsylvania Avenue, NW
" Washington, DC 20580

(877) 438-4338
identitytheftgov .. ..

* Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:

Equifa Exper ansUnic
" P.O. Box 740241 P.0. Box 9554 2 Baldwin Place
© Atlanta, GA 30374 ; Allen, TX 75013 P.0. Box 1000
5 (80Q) 525-6285 (B88B) 397-3742 . Chester, PA 19022

. equifax.com ! experian.com (800) 680-7288
: * transunion.com

For More Information. _
i you have any guestions, please do not hesitate to contact Eric Anderson at 612.671.4441. Please accept my sincere apology
regarding this situation and any inconvenience it may cause you.

Sincerely,

Eric Anderson
Director, Deferred Compensation Benefits

Enciésure: Ameriprise Financial Identity Theft Brochure

© 2019 Ameriprise Financial, Inc, All rights reserved



EQuUIFax®

Activation Code: <<GIFT CODE>>

' Equifax® Credit Watch™ Gold with 3-in-1 Credit Monitoring provides you with the following key features:

3- Bureau credit file monitoringt and alerts of key changes to your Equifax®, Transunion®, and Experian® credit reports
One Equifax 3-Bureau credit report -

Automatic Fraud Alerts2 With a fraud alert, potential lenders are encouraged to take extra steps 1o verify your ID before
extending credit

Wireless alerts {available online only) Data charges may apply.
Access to your Equifax® credit report

Up to $1 MM Identity Theft insurance?

Live agent Customer Service 7 days a week from 8 a.m. to 3am.

« o 2 »

To sign up online for online delivery go to www.myservices, gguifax.comy/tri

1. Weicome Page: Enter the Activation Code provided above in the “Activation Code” box and click the “Submit” button.

2. Register: Complate the form with your coritact information {name, gender, home address, date of birth, Social Security
Number and telephone number) and ciick the “Continue” button.

3. Create Account: Complete the form with your emzil address, create a User Name and Password, review the Terms of Use
and then check the box to accept and click the “Continue” button. :

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the questions
and click the “Submit Order” button.

5. Order Confirmation: This page shows You your completed enroliment. Please click the “View My Product” button to access
the product features. -

To sign up for US Mail delivery, dial 1-855833-9162 for access to the Equitax Credit Watoh Goid with 3-
in-1 Credit Monitoring automated enrollment process. Note that all credit reports and alerts will be sent
to you via US Mail only.

1. Activation Code: You wili be asked to enter your Activation Code provided above.

2. Customer Information: You will be asked to enter your home telephone number, home address, name, date of birth and
Social Security Number.

3. Permissible Purpose: You will be asked to provide Equifax with your permission to access your credit file and to monitor
your file. Without your agreement, Equifax cannot process your enroliment. :

4. Order Confirmation: Equifax will provide a confirmation number with an explanation that you will receive your Fuifiliment Kit
via the US Mail {when Equifax is able to verify your identity) or a Customer Care letter with further instructions (if your identity
can not be verified using the information provided). Please allow up to 10 business days to receive this information.

1. Credit monitoring from Experian® end Transunion® will take several days to begin.

2, The Avtomatic Fraud Alert feature is made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services

LLC.

3. Weniity theft insurance is underwritten by Americin Bankers Insurunce Company of Fivrida or its affilfates. The description herein is & summary and intended for

mformational pirposes only and does not include wif terms, conditions and exciusions of the policies described. Please refer to the actual policiés for (erns, conditions
and exclusions of coverage. Coverage may not be aviilable in alt jurisdictions. = -

Equifax® is a registered trademark of Equifax Inc. ©2017 Equifax Inc., Atlanta, Georgia. All rights reserved.



Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the victim of identity
thefl, you also have the rightto file a police report and ‘obtdin a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze prohibits a credit
reporting agency from releasing any information from a consumer’s credit report without written authorization. However, please be
aware that placing a security freeze on your credit report may delay, interferé with, or prevent the timely approval of any requests you
make for new loans, credit mortgages, employment; housing r other services.

To place a security freeze on your credit report, you must send a written request to each of the three major consumer reporting
agencies: Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion (www.iransunion.com) by regular, certified
or overnight mail at the addresses below:

IP.O.Box 105788 |P.0. Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
www.freeze equifax.com vwww.experian.com/freeze  jwww._freeze.transunion.com
{800) 685-1111 {888) 397-3742 {888) 909-3872

In order to request a security freeze, you will need to provide the following information;

- Your full name (including middle initial as well as Jr., Sr., I, [1], etc.);

. Social Security Number;

. Date of birth; _ .

- If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five years;
- Proof of current address such as a current utility bill or telephone bill;

« A legible photocopy of a government issued identification card (state driver’s license or ID card, military identification,
eic.)

. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a law
. enforcement agency concermning identity theft;

8. If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa, MasterCard, American
Express or Discover only). Do not send cash through the mail.

e R S

~

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on your credit report.
The credit bureaus must also send written confirmation to you within five (5) business days and provide you with a unique personal
-~ identification number (PIN) or password, or both that can be used by you io authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call or send a writien
request to the credit reporting agencies by mail and include proper identification (name, address, and social security number) and the
PIN number or password provided to you when you placed the security freeze as well as the identities of those entities or individuals
you would like to receive your credit report or the specific period of time you want the credit report available. The credit reporting

agencies have three (3) business days after receiving your request to lift the security freeze for those identified entities or for the
specified period of time, '

To remove the security freeze, you must send a written request to each of the three credit bureans by mail and include proper
identification (name, address, and social security number) and the PIN number or password provided to you when you placed the
security freeze. The credit bureaus have three (3) business days after receiving your request to remove the security freeze.
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