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January 15, 2020

NOTICE OF SECURITY INCIDENT

Dear <<First Name>> <<Last Name>>,

As a valued customer, T am writing to inform you about a recent incident that involved personal information about
YOI

WHAT INFORMATION WAS INVOLVED

The incident potentially involved information submitted during the final purchase process on our website,
www.hannaandersson.com, between September 16 and November 11, 2019, including name, shipping address,
billing address, payment card number, CVV code, and expiration date. '

WHAT WE ARE DOING

We have taken steps to re-secure the online purchasing platform on our website and to further harden it against
compromise. In addition, we have retained forensic experts to investigate the incident and are cooperating with
law enforcement and the payment card brands in their investigation of and response to the incident,

In addition, as an added benefit to help protect your identity, we are offering identity theft protection services
through ID Experts®, the data breach and recovery services expert, to provide you with MyIDCare™. MyIDCare
services include: 12 months of credit and CyberScan monitoring, a $1,000,000 insurance reimbursement policy,
and fully managed id theft recovery services. With this protection, MyIDCare will help you resolve issues if your
identity is compromised.

You can ewoll in free MyIDCare services, by calling 8§33-719-0092 or going fo

' https://ide. myidcare.com/hannacard and using the Enrollment Code at the top of the letter. Please note the

deadline to enroll is April 15, 2020.

WHAT YOU CAN DO

You should regularly review your account statements to identify suspicious or unusual activity on your account.
Promptly report any such activity to your bank. This incident does not affect your credit report, but we have also
enclosed tips for identity theft prevention more generally with this-letter.
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FOR MORE INFORMATION

We are committed to maintaining the highest level of confidence among our customers, and we sincerely
apologize for the concern and inconvenience that this incident has caused. If you have questions or concerns about
this, or if we can be of further assistance to you, please do not hesitate to call us at 833-719-0092.

Sincerely,

Mike Edwards
President and CEQ
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ADDITIONAL INFORMATION ABOUT IDENTITY THEFT

Regular monitoring of your credit report helps identify suspicious activity. Under federal law, you are

entitled to obtain one free copy of your credit report every tweklve months from each of the nationwide .

consumer reporting agencies. You can obtain a free copy of your credit report from each agency by
calling 1-877-322-8228 or visiting www.annualcreditreport.com. We recommend that you periodically
obtain credit reports from each nationwide credit reporting agency. If you discover fraudulent activity,
you can contact your local law enforcement agency, the attorney general of your state, or the Federal
Trade Commission. You can also request that the credit reporting agency delete that information from
your credit report file.

You may also consider contacting the credit reporting agencies directly if you wish to put in place a fraud
alert or a security freeze, A fraud alert will notify any merchant checking your credit history that you
may be the victim of identity theft and that the merchant should take additional measures to verify the
~ application. Contacting any one of the three agencies will place an alert on your file at all three. A security

freeze restricts all creditor access to your account but might also delay any requests you might make for
new accounts. You may contact the nationwide credit reporting agencies at the following numbers to place
a security freeze to restrict access to your credit report:

= Equifax: 800-349-9960; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241
»  Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O. Box 9554, Allen, TX
- 75013 : :
= TransUnion: 888-909-8872; fransunion.com; Fraud Victim Assistance, P.O. Box 2000, Chester,
PA 19022-2000

You will need to supply your name, address, date of birth, Social Security number, and other personal
information. The agencies are not permitted to charge you for placing or lifting a freeze. Each credit
reporting agency will confirm your request with a unique PIN or password that you will need in order to
lift or remove the freeze, You should keep the PIN or password in a safe place.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident,
If you are the victim of identity theft, you also have the right to file a police report and obtain a copy of
it

To report incidents of fraud and identity thefi, you can contact the Federal Trade Commission (FTC) at -

1-877-ID-THEFT, through their website at hitp:/identitytheft. gov, or in writing at Consumer Response
Center, 600 Pennsylvania Avenue, NW, Washington, DC 20850.

000802
%

F2270-2MA



