Lancaster Archery Supply, inc.
Return Mail Processing Center
P.O. Box 6336

Portland, OR 97228-6336

<=Mail 153>

<<Marae 1>

<<Name 25>

<< Address [z

<< Address 25>

<< Address 37>

<<Address 4> , <<Datexi>
<< Address 55 :

CCity << Blate<<lipss

<oty

Prear <<Many Tz

I am writing to make you aware of a recent data privacy event that may affect the security of certain payment card
information. We 1ake this incident very seriously and are plov:dm you with infortnation and access to resources so
that you can protect your personal information, should you feel it is appropriate to do so. :

The ccwnﬁdunugl}ty privacy, and seourity of your personal information are among our highest priorities. We have
taken and continue o ialle steps to-prevent this type of incident from happening in the future.

As an addm(mﬂi nrecantion, we are offering you access to twelve (12) months of complimentary credit monitoring
and identity theft usromtmn services through Equifax at na cost to you.

Free 12 Mounth Activation Cade; <<Activation Code>s

About the Bguifax Credit Watch™ Gold wiih Equifax Credit Watch provides vou with the

WebDetect identity theft protection product following key features and bcneﬁts

o o . o Comprehensive credit file monitoring and
Equifax Credit Watcih Gold with WebDetect will automated alerts of key changes to your
provide vou with an “early warning system™ to Equifax credit report

changes fo your credit file. Note: You must bz over o - Wireless alerts and customizable alerts available
age 18 with a credit file in order to take advantage . (available online only)

of the procuct. - o Access to your Equifax Credit Report™

o Ability to veceive alerts if your Social Security
number or credit card numbers are found on
Internet trading sites via WebDetect

o Up to $25,000 in identity theft insurance with
$90 deductible, at no additional cost to you 7

o Liveagent Customer Service 7 days a week from
£ a.m. to 3 a.m. to assist you in understanding
the conterit of your Equifax credit information,
to provide personalized identify theft victim
assistance, and help initiate an investigation of
inaccurate informatiosn.

o 90 day Fraud Alert placement with automatic
renewal functionality® (available online only)
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How to Enroll: To sign up online for online delivery go to: www.myservices.eguifax.com/goldscan

1. Welcome Page: Enter the Activation Code provided at the top of this page in the “Activation Code™
box and click the “Submit” button.

2. Register: Complete the form with your contact information (name, gender, home address, date of birth,
-Social Security number, and telephone number) and click the “Continue™ button.

3. Create Account: Complete the form with your email address, create a User Name and Password, check
the box to accept the Terms of Use, and click the “Continue™ button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please
answer the questions and click the “Submit Order™ button.

5. Order Confirmation: This page shows you your completed enrcliment. Please click the “View My
Product” button to access the product features,

1. WebDetect will scan for your Social Security mumber {f you choose to) and up to 10 major credit/debit card numbers you
provide. WebDietect scans thousands of internet sites where consumers’ personal information is suspected of being bought
and sold, and is constantly adding new sites to those it scarches. However, the Internet addresses of these suspected internet
trading sites are not published and frequently change, so there is no guarantee that WebDetect is abie to locate and search
every possible inlernet site where consuiers’ personal information is at risk of being traded.

1 Tdentity Theft Insurance vnderwritten by insurance company subsidiaries or affiliates of American International Group, fpc.
The description hereir is & summary and intended for informational purposes only and does not include alt terms, conditions, and
exclusions of the policies deseribed. Pleass refer to the actual policies for terms, conditions, and exclusions of eoverage. Coverage |
may net be available in all jurisdictions, This product is not intended far miinors (under 18 years of age}

* The Automatic Fraud Alert feature made availzhle to consuimers by Equifax Information Services LLC and fuifilled on its
hehalf by Equifax Consumer Services LLC.

We also encourage you to remain vigilant against incidents of identity theft and fraud. to review your account
statements, and to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to one fiee
credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit
www.annmualereditrepart.com or call, tell-free, 1-877-322-8228. You may also contact the three major credit bureaus
directly to request a Iree copy of your credit report.

ou have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency
from releasing information in your credit report without your express anthorization. The security freeze is designed
te prevent credit, loans, and services from being approved in your name without your consent. However, you should
be aware that using a ssuurlty freeze to take control over who gets access to the personal and financial information in
your credit report may delay, interfere with, or prohibit the tlmely approval of any sabsequent request or application
you make regarding a new loan, credit, mortgage, or any other account involving the extension of credit. Putsuant to
federal law, you cannot be charged fo place or lift a security freeze on your credit report. Should you wish to place a
security freeze, please contact the major consunier reporting agencies listed below:

Experian TranstUnion Equifax

P.O. Box 9554 PO, Box 160 PO, Box 105788

Allen, TX 75013 Woodiyn, PA 19094 . - Atlarita, GA 30348-5788 .
- 1-888-397-3742 1-888-900-8872 [-800-685-11711

www.experiat.com/freeze/ www.transunion.com/ www.equifax.com/personal/

center.html credit-freeze credit-report-services

In order to request a security freeze, you will nieed to provide the following information:

Your full name (including middle initial as well as Jr., Sr, IT, HI, etc.);
Social Security number;
Date of birth;
- If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five years;
Proof of current address, such as a current utility bill or telephone bill;
A legible photocopy of a government-issued identification card (state driver’s license or ID card, military
identification, etc.};
Ifyouarea victim of identity theft, include a copy of either the police report, investigative report, or complaint
" to a law enforcement agency concerning identity theft.
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As an alternative to a security freeze, you have the right to place an initial or extended “fraud alert” on your file at no
cost. An initial fraud alert is a l-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display
on a cansumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending new
credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lastmg
seven years. Should you wish to place a fraud alert, please contact any one of the agencies listed below:

Experian TransUnion Equifax

P.O. Box 9554 P.O. Box 2000 P.O. Box 105069

Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348
1-888-397-3742 1-800-680-7289 1-888-766-0008
www.experian.com/traud/ www.transunion.com/ www.equifax.com/personal/
center.htmi fraud-victim-resource/ credif-report-services

place-fraud-alert

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

You can further educate yoursell regarding identity theft, fraud alerts, security freezes, and the steps you can take
to profect yourseit by :contacting the consumer reporting agencies, the Federal Trade Commission, or your state
Attorney General. _

The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue WW, Washington, DC 20580;
www.identitythefi.gov; 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261. The Federal Trade Commission
alse encourages timse who discover that their information has been misused to file 2 complaint with them. You can
obtain further information on hew to file such a complaint by way of the contact informaticn listed above. You have
the right to-file a police report if you ever experience identity theft or fraud. Please note that in order to file a report
with faw enforcement for identity thett, you wilt likely need to provide some proof that you have been a victim.
Tnstances of known or suspected identity theft should also be reported to law enforcement and your state Attorney
General. This notice has not been delayed by law enforcement.

We recognize that you may have questions that are not addressed in this notice. If you have additional questions or
concerns, please call us at 1-300-829-7408, Monday through Thursday 8 a.m. to 8 p.m., Friday 8 am. to 6 p.m., and
Saturday E‘ am. to 4 p.m. Eastern thne. You can also write to us at 21 Graybill Road, Leola, PA 17540.

We -smcereiy regrel the inconvenience this event may cause you. We remain ‘committed to safeguardmg customer
infonmation and will contimie to take steps to ensure the security of our systems.

Sincerely,
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Carole Kaufhold
EO
Lancaster Archer y ! Supply, Inc.
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