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Exhibit B
Sample Consumer Notification Letter

{l.ogo Customized by Customer]
[Mailing Date]

[|Recipient name]
[Recipient street address]
[Recipient state and ZIF]

NOTICE OF POTENTIAL DATA BREACH
We wanted to make you aware of a security event at [Customer].

What Information Was Involved?

The types of data potentially impacted varies by guest, but can include: name, address, Social
Security number, government identification number, such as passport number or driver’s license
number, credit card and financial account infermation, and health-related information. This list is
not specific to each guest. We do not have any evidence of misuse of personal information
affecting any individual. But, if you want to find out what of your personal data was affected,
please contact us at the number provided below.

What We Are Doing.

In addition to our ongoing investigation, we reported this matter to law enforcement and are
offering our full cooperation. As part of our reguiar process, we are undertaking a review of our
security policies and procedures and implementing changes to enhance our security program.
We take privacy and security of pérsonal information very seriously, and we are offering affected
individuals free credit monitoring and identity theft detection services through 1D Experts® fo
provide you with MylDCare™. MylDCare services include: 24 months of credit and CyberScan
monitoring, a $1,000,000 insurance reimbursement policy, and fully managed identity theft
recovery services. With this protection, MylDCare will help you resolve issues if your identity is
compromised. To enroll in the free MylDCare services, call +1 (833) 719-0091 (toll-free U.S.)
Monday through Friday from 6am to 6pm Pacific Time or visit https://app.myidcare.com/account-
creation/protect and use the Enroliment Code provided above. Please note the deadline to enroll
is June 1, 2020.

What You Can Do.

in addition to enrolling in the free credlt monitoring and identity theft protection services being
offered, we encourage you to consider taking the following precautions:

« itis always a good idea to remain vigilant against threats of identity theft or fraud, and to
regularly review and monitor your account statements and credit history for any signs of
unauthorized transactions or activity.



« While we have no reason to suspect that your information is being misused, if you ever
suspect that you are the victim of identity theft or fraud, you have the right to file a report
with the police or law enforcement. in addition, you may contact the FTC or your state
attorney general to learn more about the steps you can take to protect yourself against
identity theft. The attachment following this letter has more information about steps you
can take to protect yourself against identity theft or fraud.

= Be alert for “phishing” emails by somecne who acts like they know you or are a company
that you may do business with and requests sensitive information over email, such as
passwords, Social Security numbers, or bank account information. We do not ask for this
type of sensktive information over email.

For More Information.

We sincerely regret this occurred and for any concern that this may have caused you. We take
very seriously our commitment to privacy and data security.- Should you have questions, or if you
would like to discuss the matter further, please contact us at +1 (833) 719-0091 (toll-free U.S.).

Sincerely,

Jennifer Garone
Data Protection Officer

Attachments



Attachment A
& MyIDCare
HOW TO SIGN UP FOR MYIDCARE

1. Website and Enroflment. Go to hitps://app.myidcare.com/account-creation/protect and follow
the instructions for enroliment using your Enrollment Code provided at the top of the letter.

2. Activate the credit monitoring provided as part of your MylDCare membership. The monitoring
included in the membership must be activated to be effective. Note: You must have established
credit and access {0 a computer and the internet to use this service. If you need assistance,
MylDCare will be able to assist you.

.3. Telephone. Contact us at +1 (833) 719-0091 to gain additional information about this event and
speak with knowledgeable representatives about the appropriate steps o take to protect your credit
identity.

4. Review your credit reports. We recommend that you remain vigilant by reviewing account
statements and monitoring credit reports. Under federal law, you also are entitled every 12 months
to one free copy of your credit report from each of the three major credit reporting companies. To
obiain a free annual credit report, go to www.annualcreditreport.com or call +1 (877) 322-8228.
You may wish to stagger your requests so that you receive a free report by one of the three credit
bureaus every four months.

If you discover any suspicious items and have enrolled in MylDCare, notify them immediately by

calling or by logging into the MylDCare website and filing a request for help.

If you file a request for help or to report suspicious activity, you will be contacted by a member of
our ID Care team who will help you determine the cause of the suspicious items. in"the unlikely
event that you fall victim to identity theft as a consequence of this incident, you will be assigned an
ID Care Specialist who will work on your behalf to identify, stop and reverse the damage quickly.




Attachment B

ADDITIONAL INFORMATION TO PROTECT YOURSELF

To protect against possible fraud, identity theft or other financial loss, we encourage you {o
remain vigilant, to review your account staternents and to monitor your credit reports: Provided
below are the names and contact information for the three major U.S. credit bureaus and
additional information about steps you can take to obtain a free credit report and place a fraud
atert or security freeze on your credit report. If you believe you are a victim of fraud or identity
theft you should consider contacting your local law enforcement agency, your state’s attorney
general, or the Federal Trade Commission. Please know that contacting us will not expedite any
remediation of suspicious activity.

INFORMATION ON OBTAINING A FREE CREDIT REPORT

U.S. residents are entitled under U.S. law to one free credit report annually from each of the three
major credit bureaus. To order your free credit reports, visit www.annualcreditreport.com or call
toil-free at +1 (877) 726-1014.

INFORMATION ON IMPLEMENTING A FRAUD ALERT OR SECURITY FREEZE

Consider contacting the three major credit bureaus at the addresses below to place a fraud alert
on your credit report. A fraud alert indicates to anyone requesting your credit file that you suspect
you are a possible victim of fraud. A fraud alert does not affect your ability to get a loan or credit.
Instead, it alerts a business that your personal information might have been compromised and
requires that business to verify your identity before issuing you credit. Although this may cause
some short delay if you are the one applying for the credit, it might protect against someone else
obtaining credit in your name.

A security freeze prohibits a credit reporting agency from releasing any information from a _
consumer’s credit report without written authorization. However, please be aware that placing a
security freeze on your credit report may delay, interfere with, or prevent the timely approval of
any requests you make for new loans, credit, morigages, employment, housing or other services.

A credit reporting agency may not charge you to place, temporarily lift, or permanently remove a
security freeze.

To place a fraud alert or security freeze on your credit report, you must contact the three credit
bureaus below:



Equifax: Experian: TransUnion:

Consumer Fraud Division Credit Fraud Center TransUnion LLC

P.O. Box 740256 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022-2000
+1 (888) 766-0008 +1 (888) 397-3742 +1 (800} 680-7289
www.equifax.com WWW.experian.com www.iransunion.com

To request a security freeze, you will need fo provide the following information:
1. Your fuil name (including middle initial as well as Jr., Sr_, 1l 1il, efc);
2. Social Security Number;
3. Date of birth;

4, If you have moved in the past five (5} years, the addresses where you have lived
over those prior five years; '

5. Proof of current address such as a current utility bill or telephone bill; and

6. A legible photocopy of a government-issued identification card (state driver's
license or iD card, military identification, etc.).

You may also contact the U.S. Federal Trade Commission ("FTC”) for further information on fraud
alerts, security freezes, and how to protect yourself from identity theft. The FTC can be contacted
at 400 7th St. SW, Washington, D.C. 20024; telephone +1 (877) 382-4357; or
www.consumer.gov/idtheff. ‘

ADDITIONAL RESOURCES

Your state attorney general may also have advice on preventing identity theft, and you should
report instances of known or suspected identity theft to law enforcement, your state attorney
general, or the FTC.

Massachusetts Residents: Under Massachusetts law, you have the right to obtain any police
report filed in connection to the incident. if you are the victim of identity theft, you also have the
right to file a police report and obtain a copy of it.



