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The Commonwealth of Massachusetts
Executive Office of Health and Human Services
Office of Medicaid
One Ashburton Place, Room 1109
Boston, Massachusetts 02108

CHARLES D, BAKER ) DANIEL TSAL
Covernor Asgistant Secretary for
MassHealth

KARYN E. POLITO
Lieutenant Governor ) _ _
) Tel: (17} 573-1600
MARYLOU SUDDERS : Fax: 517} 373-1891 =
Secretary : Wwww.mass. gov/eohhs

Via First Class Mail _
March 11: 2020

[ am contacting you on behalf of the Executive Office of Health and Human Services, Office of
Medicaid (MassHealth), to notify you of an incident involving vour child, — S.
personal information. The information in this letter is important — please read the entire letter.

We recently learned that some of your child’s personal information was inadvertently sent to four
unauthorized recipients. When we learned of this incident. we immediately took action to determine
how it occurred, confirm destruction from the four recipients, and to ensure that it did not happen again.

Our investigation has given us no reason to believe that his information has been used in an
impermissible manner. Nevertheless, [ am contacting you in accordance with Massachusetts law to
notify you of some things you can do if vou are concerned about the potential misuse of his personal

information. You may wish to cont’tct one or more of the three major consumer reporting agencies to
take the following steps:

o Notify them of the loss of his personal information and request an initial fraud alert to be placed
on your credit for 90 days.

®  Order a credit report and review it for any signs of fraud on any accounts. For example, look for
inquiries listed on the credit report from businesses that accessed his credit without your request.

e Request a security freeze for your child, which will restrict the opening of new accounts using
his information. There is no charge to request a security freeze. Please note that requesting a
security freeze on his credit may delay, interfere with or prevent timely approval of any requests
made by him for new loans, credits, employment, housing or other services.



Contact information for the consumer reporting agencies and detailed instructions on how to request a
security freeze are enclosed with this letter.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident.
(Note that, because of the nature of the incident, MassHealth did not file a police report.} If you believe
that he is the victim of identity theft, you also have the right to file a police report and obtain a copy of
it.

We take the privacy of our members’ personal information very seriously, and we are very sorry this
event occurred. If you have any questions, please contact the MassHealth Privacy Office at 617-573-
1656 or privacy.officer{@state.ma.us.

Sincerely,

o=

Robert Cicela
Deputy General Cotinsel and Chief Privacy Officer

Enclosure



This information is important. It should be translated right aw:iy.

Esta informacion es importante y debe ser traducida inmediatamente.

Esta informagdo é im portante, Deverd ser traduzida imediatamente.

I BEATEER B B AIRIST -

Enfdmasyon sa enpdtan. Yo fét pou tradwi li tou swit,

Nhimg tin tire ndy thit quan trong, Tin tie nay cdn phai théng dick lién.
T ueapsaLLIL 01eHb paHa. Ee HAWRHO [IepeBecTil HEMeLTeHHY.
T ien i Bl e el o3

i ARSI NATRSURIRES

. etté informatien est importante. Prierz de la traduire immédiatement,
Quesia informazione e importante. Si pregha di tradurla inmediatamente.
o] i Fahfu el S e Slll‘ﬁk Fheith

AUT 1] TARPOPOPIL slvet aNRAVTINY Kot TpERsL v luezmppudrai (usau.
To jest wazna informacja. Powinna zostad nizzwlocznie przedumaczona.
T2 HTAFCT FEATT 51 THET AATE AeArar w41 A1 R

al Ml Hedaoll B, Ad drel ¥ vlgale Ud Bl

)

yuiduBgsndy. [fugiovas oSN sUfu.

ey

{Spanish}
(Brazilian Porfuguese)
{Chinese)
(Haitian Creolg)
{Vieinzmesa}
FRussin
tArabi)

{ L'.um bond |:rmn
tlrenchn
il

R ooguns
{Greeky

(Pulishs

tHhndn
[RELUERI g

1




How to place a security freeze on your credit report.

To place a security freeze on your credit report, you must send a request to each of the three major
consumer reporting agencies. These agencies are: Equifax (wwiw.equifax.com); Experian
(www.experian.com);, and TransUnion (www.transunion.com). B

You may send a written request by regular, certified, or overnight mail to the addresses below. You may
also place a security freeze through each of the consumer reporting agencies’ websites or over the phone,
using the contact information below:

Equifax Security Freeze

P.O. Box 103788

Atlanta. GA 30348

1-800-349-9960
https://www.equifax.com/personal/credit-report-services/

Experian Security Freeze
P.O. Box 9354

Allen. TX 73013
[-888-397-3742

Prtnsdvawwexperiancomdfreercicenter. i m!

TransUnion Security Freeze
P.O. Box 160
Woodlyvn, PA 19094
1-888-909-8872 :
- hitps:fwww. transunion.com/eredit-freeze

I order to request a security freeze. vou will need to provide some or all of the following information to
the eredit reporting agency. depending on whether vou do so online, by phone, or by mail:

i, Your full name (including middie initial as well as Jr.. Sr., L HI, etc.);

2, Social Security Number:

3. Date of birth;

. If vou have moved in the past five (3) years. the addresses where you have lived over the prior
five years:

3. Proof of current address. such as a current utility bill, telephone bill. rental agreement, or deed:
6. A legible photocopy of a government issued identification card (state driver’s license or 1D
card, military identification, ete.):

7. Social Security Card, pay stub, or W2 and

8. If you are a victim of identity theft, a copy of either the police report, investigative report. or
complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three {3) business days after receiving your request to place
a security freeze on your credit report. based upon the method of your request. The credit bureaus must
also send written confirmation to you within five (3) business days and provide youw with a unique
personat identification number (PIN) or password (or both) that can be used by vou to authorize the ;



reraoval or lifting of the security freeze. It is important to maintain this PIN/password in a secure place, as
you will need it to lift or remove the security freeze.

How to lift a security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you
must make a request to each of the credit reporting agencies by mail, through their website, or by phone
(using the contact information on the previous page). You must provide proper identification (including
name, address, and social security number) and the PIN nunber or password provided to you when you
placed the security freeze, as well as the identities of those entities or individuals you would like to
receive vour credit report. You may also temporariiy 1ift a security freeze tor a specitied period of time
rather than for a specific entity ot individual. using the same contact information above. The credit
bureavs have between one {1 hour (for requests macde online} and three (3} business days (for request
made by mail) after receiving your request to lift the security freeze for those identitied entities o for the
-specitied period of time: ' : : h

How to remove a sccurity freeze,

To remove the security freeze. vou must make a request to cach of the credit reporting agencies by mail.
through their website, or by phone (using the contact information on the previaus page). You must
provide proper identification (name, address, and social security number) and the PIN number or
password provided to vou when vou placed the security freeze. The credit bureaus have between one (1)
hour {for requests made online) and three {3) business davs (for requests made by mail) after veceiving
VOur reques't to remove the secur'it}f freeze.

Ender federal faw, you cannot be charged to place, lift, or remove a sectirity freeze.




