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Notice of Data Breach

. DPear <<¥irst Name> <<Last Namer,
What Happened

On August 14, 2019, Hunt Memeriat Hospital District {“HMHD™) dotermined that vour personal information may have
been compromised in a cyvber attack against Hunt Reglonal Medical Center (“Hunt”™). We initially learned on May 14, 2019,
that the information of a small number of our paticnts was compromised in the targeted cvber attack dating back 1o May of
2018. During the attack, hackers pained access fo patient porsonal information in what we believed at the time to be a limited
area of our network. Our investigation up to that point indicated only a subset of cur paticnts, which did not include you,
were affected by this incident. We engaged independent eyber Forensics experts to analyze our systems and investigate the
full impact of the anauthorized access. Dusing this investigation, we determined fhat your information also was accessible.
Out of an abundance of caution we are notifiing all patients whose information may have been impacted, We deeply regret
that this has occurred and apologize for any inconvenience or congem causcd by this incident,

What Information Was Involved -

Because Ehc hackers gained accoss fo our network, they were potentially able fo access your medical record which contains
sensitive information including your name, :dephone number, Social Security namber, date of birth, race, and religions
preference.

What We Are Deing

W are cooperating with the FBI in its iavestigation of this incident. We have also retained the services of evber security
professionals to further investigate the incident and based on their review, we believe the hackers arc no Jonger in our
computer system, In addition, we have reinforced security protoccls, increased emplovee training, enhanced threat detection
and monitoring capabilities and will be implementing additional safegnards to strengthen data security within our computer
environment.

To assist vou in protecting your personal information, we are offering you identity profection services through 1D Experis®,
the data breach and recovery services expert, including My1DCare™, MylDCare services: 24 months of credit and
CyberScan menitering, a $1,000.000 insurance reimbursement policy, and fully managed ID theft recovery services, With
this prolection, MylDCare will help you resolve issues if your identity is compromised.

Hunt Rogiod Medicat Conter
4213 Joe Ramsey Boulevard Post Office Draveer 1053 Greenvilie, Toxas T3403- 1059 (M3 J08-3004
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What You Can Do

We cneourage you o contact ID Experts with any questions and to enrell in free MyIDCare services by calling 833-257-
6403 or going to hipstide myideare.comnmtmemonialhospital and oxing the Tnrollment Code provided above.
MyIDCare experts are avaitable Manday through Friday from 6 am - 6 pam Pacific Time. Please note the deaclive fo enroll
is January 7, 20240,

Agair, at this time, there is no evidence that your information has been misused. However, we encourage you to take full
advantege of this servive offering. MyIDCare representatives bave been fully versed on the incidenl snd cun answer
guesticns or concerns you may have regarding protection of your personal informatian,

For Wore Information

You will find-detailed instructions for enrollmant an the enclosed Recommended Steps document, Alsa, you will need 1o

reference the arollinetit code at the top of this letter when calling or enrolling on onling, so pleasa do not dizoard this lefter. -

We value your privecy and sinecroly regret any ncopvenience this malter may cause, Cur relationship with: you, your
confidence in our ability to safeguard your personal information, and your peace of mind are very important to us. If you
baye Turther questions or concems, please call 833-297-6403 or go to hitps: Yde myideare comAnmimemorslhospital for
agyistance,

Singerely,

6=

Richard Carter, CLO
{Enciosure)
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@ MyIDCare

Recommended Steps to help Protect your Information

1. Website and Enrollment. Go to hips://idc.mvidears com/huntmemoriathospitat and follow the instructions for
enroliment using your Enrollment Code provided at the 1op of the letter,

2. Activate the credit monitoring provided as part of vour MylDCarc membership. The monitoring included in the
membership must be activated to be effective. Note: You must have established eredit and access 1o a computer and the
intermet to use this service. 1€ vou noed assistance, MyIDCare will be able o assist you.

3. Telephone. Contact MyIDCare at 833-297-6403 1o gain’ additional information about this event and speak w ith
knowledgeable representatives about the appropriate steps to take to protect your identity.

4. Review your credit reports, We recommend that you romain vigilant by revicwing account statements and monitoring
credit reports. Under federal law, vou also are entitled every 12 months o one free copy of your credit report from each of
the three major credit reporting companies. To obfain a free annual credit report, go to www.annualereditreport.com or call
1-877-322-8228, You may wish to stagger your requests so that you roceive a free report by one of the three credit burcans
every four-months,

If you discover any suspicions items and have enrofied in MyiDCare, potify them immediately by calling or by logging into
the MyIDCare woebsite and filing a request for help,

if you file u request for help or reporl suspictous activity. you will be contacted by @ member of oor 1D Care ieam who will
help vou determine the cause of the suspicious items. In the unlikely event that you fail victim 1o identity theft as a
consequence of this incident. you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and
roverse the damage quickly.

You should also kaow that you have the right o £le a police report if vou ever experience identity fraud. Please note that
in order 1o file a crime report or incident report with law enforcement for identity theft, you will likely need to provide some
kind of proof that you have been a victim. A police report is ofien required 1o dispote fraudulent items. You can report
suspected incidents of identity thefi to local law enforcement or to the Attomey General.

5. Phace Fraud Alerts with the three credit bureaus. If you choose to place a fiaud alert, we reconimend you do this afier
activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone and afso ¥ia
Experian’s or Equifax’s website. A frand alert tells creditors to follow certain procedures, including contacting you, before
they open any new accounts or change vour oxtsting accounts. For that reason, placing a fraud alert can protect yon, but
alsa may delay vour when you seck to obtain eredit, The contact inforsation for all theee burcaus is as follows:

Credit Burcaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Box 1030669 P.O, Box 9354 P.0. Box 2000

Atlanta, GA 30348-5060 Allen, TX 75013 Chester, PA 19022-2000

www aleris.equifax.com WWW.gxporian.com wiww fransunion.com

Tt is neoessary to contact only ONE of these burcaus and use only ONE of these methods. As soon as one of the three burcaus
confirms vour fraud alent, the others are notified to place alerts on their records as well. You will receive confirmation letters
in the matl ang will then be able to order all three credit seports, free of charge, for your review. An initial fraud alert will
last for one year.

Please Note: No one is allowed to place a fraud alert on your credit report except you.

S0
CODE IR
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6. Security Freeze, By placing a scourity freeze, someone who fraudulentfy acquires your personal identifying information
will not be able to use that information 1o open new accounts or borrow money in your name. You will need to contact the
three national credit reporting bureaus Histed above and sopply vour name, address, date of birth, Sacial Security number
and other personal ieformation.to place the freczs. Koep in mind that when you place the frecre, you wifl not be able 1o
borrow money, obtain mstant credit, or get 2 new credit card until you temporatily lift or permanently remove the freeve.
There is no cost to freeze or unficcze your credi! files.

7. ¥ ou can oblain additional information aboul the steps you can fake to avoid identity theft from the following agencies,
‘The Federat Frade Commission also encournges those who discover that their information has been misused fo file a

compiaint with them, at hitps:/www.idenlitythefl gov/,

Califerpia Residenis: Visit the California Office of Privacy I’mlcﬁhoa (http/Awww.ca sovfPrivacy) for additional
informstion on protection againg! identity thefl.

Kentucky Residents: Office of the Alforney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfor], Kentucky
40601, www.ag ky.rov. Telephone: 1-502-696-5300,

Maryland Residents: Office of the Alformey General of Marvland, Consumer Protection Divisionn 200 St Paul Place
Bajtitnore, MDD 21202, wwiv.oap state. md.us/Consumer, Telephone: 1-888-743-0023.

New Mexieo Residents: Yon have vighis purscant to the Fair Credit Reporting Act, such as the right to be told i information
in your credit file has been used against you, the right 10 know what is in vour credit file, the right to ask for your credit

score, and the right 1o dispute incomplefe or inaccurate information. Fmther, pursuant fo the ¥air Credit Reporting Act, the -

consumer reporting agoncies must correct or defete inacourate, incomplete, or unverifiable information: consumer reporiing
agencies may not report uldated negative information; access 1o vour {ile is limiled; vou must give your consent for credit
reports to be provided to employers; youmay limit “prescreened™ offers of credit and insurance you gof based on information
in your sredit report; and you may seek damages from a violalor. You may have additional righis under the Fair Credit
Reporting Act not sumemarized here. Identity theft victims and active duty military personncl have specific additionat rights
pursuant to the Fair Credit Reporting Act. You can review your rights pursuant to the Fair Credit Reporiing Act by visiting
www constmerfinance 0ow/f201504 ¢fpb summary vour-rights-under-fora odf, or by writing Consumcr Response
Center, Room 130-A, Federal Trade Comumission, 600 Peansylvania Ave. NW.,, Washinaton, D.C. 20580,

North Carolina Residents: Office of the Attorney General of Nogth Caroling, 9001 Mail Service Conler, Raleigh, NC
27699-9001, www.ncdoj.gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Stieet NE, Salem, OR 973014096, www.doj state ov.ug/,
Telephone: 877-§77-9392.

Rhode Ishind Residents: Office of the Attormey General, 130 South Main Strect, Providence, Rhode Istand (02903,
www. ringri.gov, Telephone: 461-274-4400.

Al US Residents: Idontity Theft Cleatinghouse, Federal Trade Commission, 600 Penneylvania Avenue, NW Washington,
DC 20580, www.consuwer.govfidtheRl, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261,
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Notice af Data Breach

Dear <<First Name>> <<Last Name>>,
What Happened

On August [4, 2019, Hunt Memorial Hospital District (“HMHD™) determined that your personal inforination may have
been compromised in a cyber attack against Hunt Regional Medical Center (“Hunt”). We initially learned on May 14, 2019,
that the information of a small number of our patients was compromised in the targeted cyber attack dating back to May of
2018. During the attack, hackers gained access to patient personal information in what we believed at the time to be a limited
area of our network. Our investigation up to that point indicated only a subset of our patients, which did not include you,
were affected by this incident. We engaged independent cyber forensics experts to analyze our systems and investigate the
full impact of the unauthorized access. During this investigation, we determined that your information also was accessible.
Out of an abundance of caution we are notifying all patients whose information may have been impacted. We deeply regret
that this has occurred and apologize for any inconvenience or concern caused by this incident.

‘What Information Was Involved

Because the hackers gained access to our network, they were potentially able to access your medical record which contains
sensitive information including your name, telephone number, Social Security number, date of birth, race, and religious
preference. : ,

What We Are Doing

We are cooperating with the FBI in its investigation of this incident. We have also retained the services of cyber security
professionals to further investigate the incident and based on their review, we believe the hackers are no longer in our
computer system. In addition, we have reinforced security protocols, increased employee training, enhanced threat detection

and monitoring capabilities and will be implementing additional safeguards to strengthen data security within our computer
environment.

To assist you in protecting your personal information, we are offering you identity protection services through ID Experts®,
the data breach and recovery services expert, including MyIDCare™, MyIDCare services: 24 months of credit and
CyberScan monitoring, a $1,000,000 insurance reimbursement policy, and fully managed ID theft recovery services. With
_ this protection, MyIDCare will help you resolve issues if your identity is compromised.

Hunt Regional Medical Center
4215 loe Ramsey Boulevard Post Office Drawer 1059 Greenville, Texas 73403-1059 (903} 403-5000
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(@MyIDCare

Recommended Steps to help Protect your Information

1. Website and Enrollment. Go to htips://ide.myidcare. com/'hummemona]hosmtal and follow the instructions for
enroliment using your Enrollment Code provided at the top of the letter.

2. Activate the credit monitoring provided as part of your MyIDCare membership. The monitoring included in the
membership must be activated to be effective. Note: You must have established credit and access to a computer and the
internet to use this service. If you need assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MyIDCare at 833-297-6403 to gain additional information about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your identity.

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and monitoring
credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit report from each of
the three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com or call
1-877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three credit bureaus
every four months.

If you discover any suspicious items and have enrolled in MyIDCare, notify them smmedmte}y by calling or by logging into
the MyIDCare website and filing a request for help.

If you file a request for help or report suspicious activity, you will be contacted by a member of our ID Care team who will
help you determine the cause of the suspicious items. In the unlikely event that you fall victim to identity theft as a
consequence of this incident, you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and
reverse the damage quickly.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please note that
in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to provide some
kind of proof that you have been a victim. A police report is often required to dispute frandulent items. You can report
suspected incidents of identity theft to local law enforcement or to the Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this after
activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone and also via
Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures, including contacting you, before
they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but
also may delay you when you seek to obtain credit. The contact information for all three bureaus is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 - 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O.Box 95534 P.0O. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000
www.alerts.equifax.com WWW.experian.com WWW_ FANSUNIon.com

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three bureaus
confirms your fraud alert, the others are notified to place alerts on their records as well. You will receive confirmation leiters
in the mail and will then be able to order a}l three credit reports, free of charge, for your review. An initial fraud alert will
last for one year.

Please Note: No one is allowed to place a fraud alert en your credit report except you,

SEQ
COOE 20

258938 _01_IDExpers_Hunt Memarial StaticProof_3MA 9/36/18 2:36 PM

}



What You Can De

We encourage you to contact 1D Experts with any questions and to enroll in free MyIDCare services by calling 833-297-
6403 or going to hitps:/fide.myidcare com/huntmemariathospital and wvsing the Enrollment Code provided above.
MylIDCare experts are available Monday through Friday from 6 am - 6 pm Pacific Time. Please note the deadline to enroll
is January 7, 2020.

Again, at this time, there is no evidence that your information has been misused. However, we encourage you to take ful
advantage of this service offering. MylDCare representatives have been fully versed on the incident and can answer
questions or concermns you may have regarding protection of your personal information.

For More Information

You will find detailed instructions for enroliment on the enclosed Recommended Steps document. Also, you will need to
reference the enrollment code at the top of this letter when calling or enrolling on online, so please do not discard this letter.

We value your privacy and sincerely regret any inconvenience this matter may cause. Our relationship with you, your

confidence in our ability to safegnard your personal information, and your peace of mind are very important to us. If you
have further questions or concemns, please call 833-297-6403 or go to https://ide.myidcare.com/huntmemorialbospital for
assistance.

Sincerely,

@,/

Richard Carter, CEQ
{Enclosure)
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6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying information
wili not be able to use that information to open new accounts or borrow money in your name. You will need to contact the
three national credit reporting bureaus listed above and supply your name, address, date of birth, Social Security number
and other personal information.to place the freeze. Keep in mind that when you place the freeze, you will not be able to
borrow money, obtain instant credit, or get a new credit card nntil you temporatily lift or permanently remove the freeze.
There is no cost to freeze or unfreeze your credit files.

7. You can obtain additional information about the steps you can take to avoid identity theft from the following agencies.
The Federal Trade Commission also encourages those who discover that their information has been misused to file a
complaint with them, at https://www.identitytheft.oov/.

Califorpia Residents: Visit the California Office of Privacy Protection (http://www.ca.gov/Privacy) for additional
mformation on protection against identity thefi.

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky
40601, www.agky.gov, Telephone: 1-502-696-5300.

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul Place
Baltimore, MD 21202, www.oag state.md.us/Consumer, Telephone: 1-888-743-0023.

New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if information
in your credit file has been used against you, the right to know what is in your credit file, the right to ask for your credit
score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fajr Credit Reporting Act, the
consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information; consumer reporting
agencies may not report outdated negative information; access to your file is limited; you must give your consent for credit
reports to be provided to employers; you may limit “prescreened” offers of credit and insurance you get based on information
in your credit report; and you may seek damages from a violator. You may have additional rights under the Fair Credit
Reporting Act not summarized here. Identity theft victims and active duty military personnel have specific additional rights
pursuant to the Fair Credit Reporting Act. You can review your rights pursuant to the Fair Credit Reporting Act by visiting
www.consumerfimance.gov/f/201504_cfpb_summary_vour-rights-under-fera pdf, or by writing Consumer Response
Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20589,

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center, Raleigh, NC
27699-9001, www.nedoj.gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, www.doj,state or.us/,
Telephone: 877-877-9392.

Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903,
www riag.ri.gov, Telephone: 401-274-4400.

Al US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW Washington,
DC 20580, www.consumer.gov/idtheft, 1-8§77-IDTHEFT (438-4338), TTY: 1-866-653-4261.
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