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March 16, 2020

Dear

We are contacting you about a data breach that has occurred at Cirtec Medical Corporation.
What Happened?

On December 16%, 2019, a collection of personnel files from the human resources department was published on a shared drive in
violation of company policy. This file was discovered on or around the 16" of January by an employee, and HR was notified on
January 20", at which point the files were immediately deleted from the shared drive, Cirtec has conducted an investigation and
soncluded that only individuals with network logins could access this information, However, we cannot determine who accessed
these files during the period that they were published on the shared drive, or if the data was duplicated outside of Cirtec.

What Information Was Involved?

Information in the files included names, dates of birth, social security numbers, addresses, phone numbers, email addresses,
demographic information (including marital status, sex, race and ethnicity), the number of dependents each employee declared,
salary information, employment dates, performance management data, human resource investigations, workers compensation
information, short-term disability information, ADA accommodation information, FMLA requests, HR nofifications (including offer,
promotion, and termination letters) and other sensitive information.

What We Are Doing

While this is an unfortunate development for Cirtec and our employees, please know that we are implementing controls to prevent

this type of breach in the future, Specifically, Cirtec has implemented file fraceability on all its servers, Additionally, we will perform

security reviews on our shared drives to ensure that data is only accessible by authorized individuals, update and reinforce internal
IT procedures relaling to data migration and computer provisioning, and centralize data backup roufines to ensure data storage
compliance.

In an effort to minimize any inconvenience to impacted individuals, Cirtec will offer all current and former employess two years of
complimentary credit monitoring and identity theft protection. Information on how to enroli can be found on the enclosure to this
letter,

What You Can Do.

We recommend that all impacted individuals ptace a fraud alert on their credit file, A fraud alert tells creditors to contact you before
they open any new accounts or change your existing accounts. Call any one of the three major credit bureaus. As soon as one
credil bureau confirms your fraud alert, the others are notified to place fraud alerts. The initial fraud alert stays on your credit report
for one year and can be renswed.

o Equifax: equifax.com or 1-800-685-1111
»  Experian: experian.com or 1-888-397-3742

» TransUnion: transunion.com or 1-888-908-8872
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You may request that all three credit reports be sent to you, free of charge, for your review. Even if you do not find any suspicious =
activity on your initial credit reports, the Federal Trade Commission (FTC) recommends that you check your credit reports
periodically. Thieves may hold stolen information to use at different fimes. Checking your credit reports periodically can help you
spot problems and address them quickly. If your personal information is misused, visit the FTC's site at Identity Theft.gov to get
recovery steps and fo file an identity theft complaint. Your complaint will be added fo the F7C's Consumer Sentinel Network
where i{ wilt be accessible to law enforcers for their investigations. :

You also may want to consider contacting the major credit bureaus at the telsphone numbers above lo place a free credit freeze :
oh your credit file. A credit freeze means potential creditors cannot get your credit report That makes it less likely that an identify -
thief can open new accounts in your hame.

For More Information

If you have any questions about this notice, please email databreach@cirtecmed.com.

Sincersly,

kL%RDJ)

Brian Highley, CEQ
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