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[Company Logo]

{Return Address]
[Return Address]

[Date]

[Insert Recipient’s Name]
[Insert Address]
fInsert City, State, Zip]

Re: Notice of Data Breach

Dear {Insert customer name]:

 (“VMS™) to notify you of

We are sending this notice to you on behalf of VM _
yrsonal information maintained

by VMS, which it received as part of its adminis t of investment funds where
you are a limited partner or owner. This le information on the steps VMS has
“taken to further protect your data going N _ take to remain vigilant in monitoring

your data.

What Happened?
On January 21, 2020, one-

ccount and attachments thereto) that was the subject of the incident. This
tion, which concluded on February 15, 2020, also searched for evidence that
d. Based on the investigation, we found no evidence that your personal
$ied, stolen, exfiltrated or otherwise distributed out of the e-mail account, and thus
our data was accessed or compromised is low. However, because certain personal
information such as your name, address and social security number could have been accessibie for a short
period of time, we are providing this notice to you. :

What are we Doing?

We take the security of your personal information very seriously and are reviewing our security
procedures to determine what additional steps we can take to limit these types of incidents in the future.
The mailing of this notice was not delayed by law enforcement.
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What Can You Do

To help protect your identity, we are offering a complimentary two-year membership of Experian’s®
IdentityWorks®™. This product provides you with superior identity detection and resolution of identity
theft, To activate your membership and start monitoring your personal information please follow the
steps below:

» Ensure that you enroll by: June 30, 2020 (Your code will not work after this date.)
»  Visit the Experian Identity Works website to

enroll: https://www.experianidworks.com/3bcredit
s Provide your activation code: [code]

If you have questions about the product, need assistance with identity
alternative to enroiling in Experiem EdentityWorks online, please contagi Experig

fraud.

» Identity Restor
address credit and

Ifyo

fo resdy

discussifg ftustion with an agent, it is determined that Identity Restoration support is needed then an
Experian oration agent is available to work with you to investigate and resolve each incident

of fraud that occlirred (including, as appropriate, helping you with contacting credit grantors to dispute
charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition).

Please note that this Identity Restoration support is available to you for one year from the date of this letter
and does not require any action on your part at this time. The Terms and Conditions for this offer are
located at www.ExperianlDWorks.com/restoration. You will also find self-help tips and information about

s
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identity protection at this site. Finally, please review the enclosed attachment called Preventing Identity
Theft and Fraud for more information on ways to protect against the potential misuse of your information.

For More Information

Again, we take the security of your information in our care very seriously and we regret any concern or
inconvenience this incident may cause you. If you have additional questions, please call our dedicated
assistance line at [Toll-Free Telephone Number] Monday through Saturday, 8 am — 8 pm ET.

Sincerely,

[Name]
[Title]
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PREVENTING IDENTITY THEFT AND FRAUD

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your
account statements, and to monitor your credit reports for suspicious activity. Immediately
report any suspicious activity to your bank or credit union. If you do find suspicious activity on
your ¢redit reports or other statements, call your local police or sheriff’s office or state Attorney
General and file a report of identity theft. You have a right to a copy of the police report, and
you may need to give copies of the police report to creditors to clear up your records and also to
access some services that are free to identity theft victims.

report annually from each of the three major credit reporti
report, visit www.annualereditreport.com or call toll-free,

credit in your name. Note, however, that bec?
protect you, it may also delay your abily W the agency verifies your identity.
' vthers are notified to place fraud
or should you have any questions

regarding your credit report, ntad netof the agencies listed below.

Equifax TransUnion

P.0. Box 105069 : P.0O. Box 2000

Atlanta, GA 30343%) Chester, PA 19022-2000

800-349-51 800-680-7289

www.equifik. . www.transunion.com
You ty freeze on your credit reports. A security freeze prohibits a credit
burea’ =if)¥ information from a consumer’s credit report without the consumer’s
written . However, please be advised that placing a security freeze on your credit
report ma Interfere with, or prevent the timely approval of any requests you make for

new loans, credit mortgages, employment, housing, or other services.

“You have the right to request a credit freeze from a consumer reporting agency, free of charge.
But unlike a fraud alert, you must separately place a security freeze on your credit file at each
bureau. You can use the following addresses and contact information to place a security freeze
with each major credit burcau:
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Equifax Security Freeze. 1-800-685-1111. P.O. Box 1057881, Atlanta, GA 30348-0241.
www.equifax.com/personal/credit-report-services,

Experian Security Freeze. 1-888-EXPERIAN or 1-888-397-3742. P.O. Box 9554, Allen, TX 75013.
WWw.experian.com; or

TransUnion. 1-800-680-7289, Fraud Victim Assistance Division, P.O. Box 2000, Chester, PA 19022-
2000. www.transunion.com/credit-heip

In order to request a security freeze, you may need to supply your full name{@ucluding middle
initial, as well as Jr., Sr., II, I1I, ¢tc.), date of birth, Social Security nu
to five previous years, email address, a copy of your state identificatio

and a copy of a utility bill, bank or insurance statement, or other your
current address, If you are a victim of identity theft, include

investigative report, or complaint to a law enforcement ag identity theft.
The credit reporting agencies must place a security freeg ' i within one (1)
business day after receiving a request by phone or secure

business days.after receiving your request by mail. : st then send written
confirmation to you within five (5) business dag?

information about how to remove or lift the

You can further educate yourself reg ud alerts, freezes, and the steps you

can take to protect yourself by cog
General, The Federal Trade C those who discover their information has

es of known or suspected identity theft

OTHER IMPORTANT INFORMATION

You may also file a report with your local police or the police in the community where the identity theft
took place. Further, you are entitled to request a copy of the police report filed in this matter.

For Rhode Island residents:
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You may obtain information about preventing and avoiding identity theft from Rhode Island’s Attorney
General Office: Rhode Island Office of the Attorney General, 150 South Main Street, Providence, R]
02903, Phone: (401) 274-4400 hitp//www.riag.ri.gov, '

For Maryland Residents:
You may obtain information about avoiding identity theft at: Office of the State of Maryland Attorney
General 200 St. Paul Place Baltimore, MD 21202 1-888-743-0023 www. narylandattorneygeneral.gov

For North Carolina Residen(s: :
You may obtain information about avoiding identity theft at: North Carolina Atto
9001 Mail Service Center Raleigh, NC 27699-9001 919-716-6400 www.ncdoj gov

General’s Office

For New Mexico Residents: __
The Fair Credit Reporting Act provides certain rights in addition to your
credit report (including a free copy once every 12 months), inclug 4 fOr a cridit score,
dispute incomplete or inaccurate information, limit “prescreens ) ¢ urance, and seek
damages from violators. If you are the victim of identity the
report and obtain a copy of it.

For California Residents:
You can visit the California Office of Privacy P
information on protection against identity theft

For Iowa Residents: :
You are advised to report any suspe i forcement or to the lowa Attorney
General.

For Colorado, Georgia, usetts, New Jersey, Puerto Rico and Vermont

Residents: You may obtain U g on the state) additional copies of your credit report,
free of charge. You he credit bureaus directly to obtain such additional report(s).
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