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<<FirgtName>> <<LastName>> <<PBater> (Format: Month Day, Year)
<<Addressi>>

<<Address2>>

<<City>>, <<State>> <<Zip Code>>

Notice of Security Incldent
Dear <<FirstName>> <<l astName»>,

We are writing 1o telf you about a data security incident that may have expesed some of your personal information.
We take the protection and proper use of your information very seriously. For this reasen, we are contacting you
directly to explain the circumstances of the incident.

What happened?

On March 13, 2020, ExecuPharm experienced a data security incident that compromised select corporate and
personnel information.

ExecuPharm has notified federal and local law enforcement authorities in the United States and retained leading third
party cybersecurity firms to investigate the nature and scope of the incident. ExacuPharm is aiso in the process of
notifying the relevant authorities as required.

What information was Involved?

We believe the indiviguals behind this data security incident may have accessed employee fifes. As a result, the
information that may have been involved includes: social security numbers, taxpayer ID/EIN, driver's license numbers,
passport numbers, bank account numbers, credit card numbers, national insurance numbers, national ID numbers,
IBAN/SWIFT numbers, and beneficiary information (including social security numbers).

For information about what was contained in your employee file, please contact:
employeeinquiries@execupharm.com, Unauthorized access to such information may potentially iead to the misuse of
your personal data to impersonate you and/or to commit, or allow third parties to commit, frauduient acts such as
securing credit in your name.

What we are doing.

£xecuPharm internal teams worked diligently with forensic consultants to rebuild the impacied servers from back up
servers and have now fully restored and secured the ExecuPharm systems. This included the installation of forensic
tools on ali systems and the isciation of impacted systems until ExecuPharm could confirm that they were secure.
ExecuPharm also implemented additional countermeasures to block further ransomware emails from entering the
ExecuPharm environment, ExecuPharm also upgraded its security measures to prevent future attacks, including
forced password resets, muiti-factor authertication for remote access, and endpoint protection, deiection, and
response toois,

Additionally, fo help relieve concerns and restore confidence foliowing this incident, we have secured the services of
Kroll {0 provide identity monitoring at no cost te you for eighteen months. Krell is a giobal leader in risk mitigation and
response, and their team has extensive experience helping people who have potentially sustained an unintentional
exposure of confidential data. Your identity monioring services include Credit Monitoring, a Current Credit Report,
Web Watcher, Public Persona, Quick Cash Scan, $1 Million identity Fraud Loss Reimbursement, Fraud Consultation,
and identity Theft Restoration.

Visit https:// enroll.idheadquarters.com to activate and take' advantage of your identity menitoring services.

You have untll July 31, 2020 to activate your tdsnrf!y momtorrng services. if you have already aciivated these -
services, no further action on kféntity monitoring services is required, though we encaurage you lo raview the
“Addiflonal Resources” section below for further steps you can {ake fo help protecf yourself. -

Membership Number; <<Member ID>>
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Additional information describing your services is included with this letter.
What you can do.
Flease review the enclosed 'Additional Resources”section included with this fetter. This section describes additional

steps you can take to help protect yourself, including recornmendations by the Federal Trade Commission regarding
identity theft protection and details on how {o place a fraud alert or a security freeze on your credit file.

For more information.

If you have guesticns, piease call 1-800-819-0974, Monday through Friday from 8:00 a.m. to 5;30 p.m. Central Time.

Please have your membership number ready.

Protecting your information is important to us. We trust that the services we are offering to you demonstrate our
continued commitment to your security and satisfaction.

Sinceraly,

Name
Title

e Comment_eti {MDF1]:-Loulse - can your team please be
sure that the information beow Is 4p to'date asid current?
It looks like FransUniosi has a

editit, Thanks, @ -
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ADDITIONAL RESOURCES

Contact information for the three nationwide credit reporting agencles Is:

Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-387-3742
TransUnicn, PO Box 2000, Chester, PA 19022, www.iransunion.cormn, 1-800-888-4213

Free Credit Report. It is recommended that you remain vigilart for Incidents of fraud and identity theft by reviewing
account statements and monitoring your credit report for unautherized activity. You may obtain a copy of your credit
report, free of charge, ence every 12 months from each of the three nationwide credit reperting agencies.

To order your annuai free credit report please visit www.annualereditreport.com or call toll free at 1-877-322-8228.

‘ou can also order your annual free oredit report by maiing a completed Annual Credit Repert Reguest Form
{available from the U.S. Federaf Trade Commission's (‘FTC") website at www.consumer fte.gov) to:
Annual Credit Report Request Sarvice, PO, Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You
may obtain one or more (depending on the state) additional coples of your credit report, free of charge. You must contact
each of the credlt reparting agencies directly fo obtain such addtional report(s).

Fraud Alert, You may place a fraud alert in your file by ealling one of the three nationwide credit reporiing agencies
above. A fraud alert tells creditors to follow certain procadures, including contacting you before they open any new
accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may delay
you when you seek to oblain credit.

Security Freeze. You have the ability to place a security freeze on your credit report.

Asecurity freeze is intended to prevent credtt, loans and services from being approved in your nama without your
consent. To place a security freeze on your credif report, you may be able to use an online process, an automated
felephone line, or a written request to any of the three credit reporting agencies listed above. The following information
must be included when requesting a security freeze {note that if you are requesting a credit report for your spouse, this
information must be provided for him/her as well): (1) full name, with middle iritlal and any suffixes; {2) Social Security
number; {3} date of birth; (4) current address and arny previous addresses for the past five years; and (5) any applicable
incident report or cemplaint with a law enforcement agency or the Registry of Motor Vehicles. The request must

also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or insurance
statement. i is essential that each copy be legible, display your name and current maiiing address, and the date of issue.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft
or have reason o believe your personal informalion has been misused, you should immediately contact the Federal
Trade Cemmission and/or the Attorney General's office in your home state. You may alsc contact these agencies for
Infermation on how o prevent or aveid identity theft.

You may contact the Federal Trade Commission, Consumer Response Center, 800 Pennsylvania Avenue, NW,
Washington, DC 20580, www.ftc.govhep/edufmicrosiies/idtheft/, 1-877-10THEFT (438-4338).

For Maryland residents: You may contact the Maryland Office of the Attorney General, Consumer Protection
Division, 200 St. Paul Piace, Baitimore, MD 21202, www.oag.state.rmd.us, 1-888-743-0023.

For North Carolina residents: You may contact the North Carolina Office of the Attorney General, Consumer
Protection Division, 8001 Mail Service Center, Ralelgh, NC 27699-3001, www.ncdo].gov, 1-877-5668-7228.
Repaorting of identity theft and obtaining a police report.

For lowa residents: You are advised to report any suspected identity theft to law enforcement or to the lowa
Atterney General.

For Massachusetts residents: You have the right to obtain a police report if you are & victim of identity theft.

For Oragon residents: You are advised to report any suspected identity theft to law enforcement, the Federal
~ Trade Commission, and the Oregon Aftorney General.
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ﬁl Kroll. 1‘ DUFR&PHELPS

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've been provided with access to the following services' fram Kroll:

Triple Bureau Credit Monitoring and Single Bureau Credit Report

Your gutrent credit report is available for you to review, You will also receive alerts when there are changes to your sredit
data at ary of the three national credit bureatis—ior instance, when a new line of credit is applied for in your name. if you
do not recognize the activity, you!ll have the option to call & Krel fraud specialist, who carn help you determine if it's an

indicater of identity theft.

Webh Watcher

Web Walcher monitors internet sites where oriminals may by, sell, snd trade personat identily information. Ar alerd will
be generated I evidance of youwr personai identity infarmation is fourd.

Public Persoma

Public Pereona monitors and notifies when names, afiases, and addresses become agsoslated with your Soial Security
nurmber. If information Is found, you'll recaive an alert.

Quick Cash Secan

Quick Cash Scan monifors short-term and cash-advance loan sources. You's receive an alert when a foan is reparied,
and you ¢an call @ Kroll fraud speciglist for more information

$1 Million Identity ¥raud Loss Relmbursement

Reimburses you for out-of-posket experses totating up to $1 million in covered legat costs and expenses for any ane
stolen identity event. All coverage is subject to the conditions and exclusions in the policy.

Fraud Consultation

You have unlimited aceass to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your idantity, explaining your rights and profections under the law, assistance with fraud alerts,
and interpreting how personal inforration is accessed and used, insluding investigating suspicious activity inat could
be tied 1o an dentity thelt event.

Identity Theft Restoration

T you Become a victim of identity theft, an experienceg Kroll licensed Investigator will work on your baialf to resolve
related issues. You will have sccess to a dedicated investigator who understands your issues and can do most of the
work for yau. Your investigator can dig deep to uncover the scope of the identity theft, and then work o resoive it.

! Kroli's activation website 1S onjy compatlisie with the current verslon of ang version earller of Ghrome, Firetox, Safari and Edge.
To recelve credit services, you must be ever the age of 18 and have established credit in the U5, have @ Social Securily number in your

name, and have a U.5. residential address associated with your creditfile. e



