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Aprit 23, 2020

Vanguard”

PO Boc 2800
Valley Forga, PA YMER-2E00

gAY B

Dear &5 -

vanguard is commilted {o profecting the confidentislity and security of our tliznis” Information, We are willing to
inform you of an issue involving some of your Yanguard ascount information. This notice provides you with
mformation sboul the issue, megsures we have taken, and $ome sleps you cati take in respanse,

We'vie recantly discoversd thal your fransfer reques! was sent to an incorrest finandial institution and, as a
result, your persanat information was disclosed lo the incorrect financisl institulion. Vanguard became aware of
the transfer error during an internal audit. Vanguard has coniacted the recipient fnancial institution and
requested the return of your transfer paperwark,  The informalion coniained on your ransfer request included
your name, Social Securty number, Vanguard aceount number, and

Vanguard sent you an email on March 27 1o request 1! vou submil new branafer paperwork, besauss the
fransfering financial institution réquires & Medallion Signature Guaraniee,

ARtough to date we have no evidence that sy of your information has heen misused, gut of on abundanze of
caution, we wanied to 18t you know this happened and assure you we take it very seriously. Asa precaution,
we've already placed & security alerf on your account, We also recommend that you take these steps:

¢ Add addittonal seeurdy teatures to your Vanguard accounts. For examples, add & pasaword andier restrict
Web or telephane aceess to your accounts. Call us al 800-508.8614 to learn mere abeul the enbanced
s&elinty features Vanguard has 1o otier,

+  Carefully examing sl Yanguard account statements and transaction confirmations 0 make sure there has
niet been any unattihorized activity.

s For zome sdditona sleps you can take to protact yourself, pleass see the pages that follow this lefier.

identity protection

" To help protect your identity, we are offering a compiimeniary 24 month membership of Experian
identityWWorks. This produet eips detect possible misuse of your perganal information and provides
you wilh superior ientity protection suppert focused on immediate identification and resolution of
idenlity thefi,

Please note that ldentily Rastoration s available to you for 24 months from e date of this lelter and
does not requive any action on your part al this time. The Terms snd Conditions for this offer are
located at www, Experiani DWorks.comiresioration.




Whille identity restoration pesistance is immedialely gvaliehle to vou, you may also choeose o activale the
fraud detection tools avallable ihrough Expenan identityWarks as a camplimentary 24 month membership,
This product provides you with superior identily detestion and resolution of identity thefl, To start monioring
your personad information, please follow the sieps betow:

«  Ensure that you envoll by $2/3172020 (Yeur code will not work after this date.)
»  Visit tHe Experian ldentityWorks website 1o anvoll www gxpedanideorks. comifplus?
s Provide your aclivation code: A '

if you have questions about the produst, need assislance with jdentity Restoration thot arose as 8 result of
s incident or would ke an itemative to enralling in Experian tdentityWorks onfine. please confact
Experian’s customer care tesm ot 1-377-800-9332 by 2312030 Be prepared to provide engagement
aumbier [IB1504as proot of stigibiity for the [dentity Restorabon servicas by Experfan,

ADDITIONAL DETAILS REGARDING YOUR 24 MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP:
A credil card iz nob reauired for ensoliment in Experinn idendiyWorks.

You can contael Experian immediately regarding any fraud issuas, and nave actess fo the Tollowing features
enee you earcll in Experian ldentityWorks:

= Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are dvaiiobie for anline members only.’ :

»  Credit Monitoring: Actively monilors your Experian file for indicators of fraud. )

»  [uternet Surveillance: Technelogy saarches {he web, chat rooms & bulletia boards 2817 o idenlify
trading or selling of your personal information on fhe Dark Web.

»  gentity Restoration: identily Restoration speacialists are immeadintely available to help you address
gredi and non-credit related fraud,

v Experion ldentityWorks ExiendCARE™; You receive the same high-level of Identity Restoration
support even afier your Experian ldentyWorks membership has expired.

» 5% Milion Identity Theft Insurance”': Provides coverage for certain costs and unauthorized
siestionic fund lransfers,

«  Last Wallet: Provides agsislance with cancefingfreplacng lagt or stolen Lreait, debit, and medienl
cards. -

»  Fraud Alesis: Ability to place fraud aleris on your uredit file to help protect you from credit fraud.

Vge regret sny inconvenisnce of concern this Sdue huay cause you. To help prévent something Fke this from
happening in the future, we are analyzing Vanguard's processes {or further kaprovemant opponunities.

Contast infurmation

Please feel free to contact whe i familiar with the information contalted in this letter and will be
pieased to assist you with additional safeguards and any questions you may have, You may ceach him at 800-

We take the olligation 1o profect your information yery servusly, and we aporesinle your conlioued confidence
in Wanguard, :

Sincerely,

?’r‘mcipm; Client Servicas and Cperations
Ratall lnvestor Grous




ADDITIONAL BTERS YOU CAN TAKE

We reming you to remais vigilant 107 ingidents of frausd or Wentity (heft by reviewing your actoeunt statements
ana free credit repods for aay unauihorized astivity, You may obiain 4 sopy of your rredit repift fras of change.
onee every 12 months fram each of the three nationwide eredit ruporting companies. To order your annus! free
credit report, please visit wavy ponualiredianoioom o calf io¥ ftee at 1-8F 73228228, Contact informaton fer
the tires nationwide credll repariing companes is s follows!

¥ Egutfox, PO Box 74024 1, Adiants, G4 30374, &y
s Expedon, PO Box 2602, Allen, TR 7E0Y3, v gand
o fransUnion, PO Bax 2000, Chester, PA 19015, ay

51, 1-800-685. 1111
. 1-888.357.3742
iop con. 18056 16-8500

i you belizve you ore the vistim of ientity thalt or have reason o believe your personal informatian has been
messed, you should smedistely contast the Federal Trade Cohunission and/or the Alorpey Benerals offite in
yout stale, You can olital informanon from Hhese sobreds about steps an ingiddont can take o avold identity
e ns well as infotnason about fraud alerts and security freszes. You should diso somact yout lncal law
entorcement suthonties and e a police report, Dbtain 2 copy of the polics report i cae you 98 asked W
provide topies 1o credifors to corest your records. Contacl infarmstion tor the Federal Trade Commigsion iz as
folonws: :

¢ Fademi Trade Commiesion, Consumer Rasponse Centre, 600 Pannsyivaiia Avenua H | Weshingtor,
D0 08RG, TLATTDTHEFY (438-4338), www fe goviidlhell

Fraud Alerts: There are two bypes of frausd alerts you can place on your credi raport 1o pul your simditors Gt
nobice hat you may ke a victim of Foud—an kutial alert and an extended sterl You may ask tad gn sty fraugd
sien be placed on your cratl repont f you suspest you hiave haen, of g abot o i@, & vigtim of identty thefl.
A initial fraud sler stays on your credi report for ot feast BO days. Yot may Bave an axtended alort placed on
youir eredif repart if you have already been 8 vietim of identity thefi with e appropriate ducumentary prof. An
erlanded fraud alert stays o your tredi report far seven years. You cn plasd & fraud alert of vour aredit tepod
by conleating ary of the three national tredil reporiing sgencizs. :

Crevit Ereuzes: You have the dghl to pul s credit fieeze, also known as & gecwily tegas, on your cradd file,

fres of charge, 5o that no new cradii can be openett in your name withoul the use of @ PiN tatis asued o you
when you infinte a freeze. A secwrily reore Is designed fo proveni potentia) credi granters from docaselny yeur
cradil report without your consanl. i you place a securily treaze, potential crediors and other third partiss wilh

not ik able 1o get actsss o your credif repart uoiesn you temporaiy Hit the freeze. Trerafore, nuing a secily
freeze may delay your ability W olitgin ergdi)

Theis & 10 §68 to placd of il a setuly reeze. Unlle & fraud slar, you nust separataly place o securdy feee
on voue cradit il a1 sach cretil meporting company, For information and instraciions (o place 3 seourily Feape,
coitact each of ihe creait raporing agencies of the addrasses below

Experian Secuity Fraeze, BO Box 9854, Aflen, TX 75043, sy sunua
»  TeansUnion Senueiy Freazs, PO Box 2000, Tnester, PA 18018, syisl
+  Equitax Securily Fresze, PO Box 105788, Atianls, Ga 30348 &

To request a secunity eeze you will need o pravide the following information:

§. Your fof nants (nehuting middia initial as welf as Jr, e, 808, #led

2 Soeial Sacurity number

3 Date of birdh

4. If you have moved in the past five years, provida the addresses whers you haye ived dver the prior five
FEATS

5. Proef of current address sush as o current alility bill of lalephone bil

8 A lgike phowoepy of 3 govemment ssuad identification card {state drver's loemae of 1D card, military

ientification, ale.}



T yo ave @ victor of idently thell, mclude & topy of the polivs 1apory, ivestigative report, o complaing
1o & oy enforcement agency concerning identity theit

The eredd repeting agencles hove ong business day sfler recaiving yoby reniest by lolkiree telaghons of
secure secironic means, of tres business days altsr receiving your request by mal, lo (lace o securily freeze
on your creai report, The coedit bureaus must also sead wrillen confirmation o you within five busingse days
and provide you with 3 unigue gpersonst idenlification rumiser (P o pasgword of both thal can Be used by
your b authorizs the removal or Bling of the security freeze.

T Gt the secunty resre in order ia allow o speaific enlity or individudl acesss o your cradit report, oTto Bt a
securily freeze for  speeified petiod of e, you must submit & request through o lelifree elephone numbern, &
seoure eleoironic means mainiained by a credit reporting agency, or by sending a written request via regular,
certifiag, or gvarpight mail fo the cred reporiing agencies and include proper wenification (nams, addeess, and
Soskal Seeunty ninber] aad the PIN or pRssworn provided 1o you Wheh you pirced the secunity Foesze as will
as e Wenfity of those smitiss or individuals you would ke o reteive your credlt repornt or he spacific pariod of
fime you want the credit seport available. The credif reporting agencien have ong business day aller repawing
yout request by [olkfree lelephobe of sequre elestronic means, or Biree business days after recehdng your
request Iy moll, 10§l Gse secunty freeze for tiose ientfied entites or for the spedifiod perod of e,

To remave the security freezs, you miust submil & request through o folkfree telephons pumbar, 3 S
elactronic mouns makdained by & credi reporting xQeney, o by sending o wilten request via regulor, pertified,
of pvainight mal (o each of the tues credit buteaus and schide proper igentification (namia, address, and
Socia Secutly nurmber) and the P number or password provided fo you whes you placed the secuiily freexe,
The eredit bureaus have oha business day alter reseiving your requast by loibinee telephons o securg
slectranic mizans, or Fres business days aller recening your regquest by mall to remove Die setunly freene.

i you ore a resident of Connsetivut, Maryland, Massschusetls, Horth Caroling, or Rhode lsland, you niay
contact and oblain information from your slate aitormey general atl

s Connecticut Altorney Benerpds Office, 55 Bim Strgel, Hartiord, CT 068106, 38680808
5348, weew sl aodag

¢ Marvlond Atorney Gengral's Dffice. 200 St Paul Place, Ballimore, MD 21202, 1-888- 7430023 / 1110
STG-E300, we 1

v Office of the Massachuselts Aiorney General, One Ashburion Place, Boston, a 02108, 161 727
BA00, wavw pns dovisnaicontach-cu ko

¥ Nonh Catohmo Alorsey Geserals Dffice, 8001 Mait Service Cenlre, Roleigh, M TEHRE, L9S-716-
380 § -R7T-068-7326, yryeudolacy

v Rhode island Alforney Generls Offfice, 160 South Main Streel, Frovidencs, R 52303, 1-401-274-
R R ATy '

¥ vou o a revidant of Massachuselis of Rhots Island, netd that purkuant 1o Massachusatis or Rhode
iskand law, you have he roht to file and obtadn  copy of a pelice repant. You also have the dght to request »
seeunty resze.



