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May 26, 2020

Dear [INDIVIDUAL NAME]:

I am writing on behalf of Volk Optical Inc. (“Volk™), a subsidiary of Halma PLC, to inform you
of a recent incident that may have exposed some of the personal information you provided to Volk
between February 11, 2020 and May 8; 2020.

What Information Was Invelved
We have found no evidence that your personal information was in fact intercepted or exfiltrated
by an unauthorized person. Nevertheless, we are sending you this notice out of an abundance of
caution because you provided information to Volk during the time period in question. As a result
of the incident, the following information you provided was potentially accessible: credit card data
including name, billing address, credit card number, credit card expiration date, and CCV number.

What We Are Doing :
Upon learning of the possible compromise, Volk immediately began a forensic investigation
utilizing the services of an expert third party forensic team. Even prior to completing the
investigation, Volk took the Volk Website off-line to minimize any potential harm. Volk is
currently working with its incident response team and privacy legal counsel to identify potential
improvements to internal processes and procedures, to help prevent comparable attack in future.

What You Can Do

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. If you are the victim of identity theft, you also have the right to file a police report and
obtain a copy of it. We highly recommend that you immediately reach out to your payment card
provider and obtain a replacement credit card to help prevent fraudulent transactions, and that you
review your most recent payment card statements to identify and report any unusual or syspicious
charges to your payment card provider. You may also place a security freeze on your credit reports,
free of charge (as further detailed herein).

For More Information
We have worked as quickly as we can to prevent harm to all affected mdivzduais and we thank
you for your understanding. For further information and assistance, please contact Snigdha
Katragadda at 440-510-0750 between 9:00 a.m. and 5:00 p.m. US Eastern Standard Time during
the business week or email snigdha.katragadda@volk.com.

We thank you for being a loyal customer of Volk Optical. Volk values you as a customer and we
" respect the privacy of your information and will continue to work closely with our data security
and privacy team and legal counsel to ensure we take additional measures to prevent such an attack
in the future.

Sincerely,



Snigdha Katragadda
Director, Quality & Compliance



Steps You Can Take to Farther Protect Your Information

You can take the following additional steps to protect your information:
o Review Your Credit Reports and Notify Law Enforcement of Suspicious Activity

As a precautionary measure, we recommend that you remain vigilant over the next twelve

to twenty-four months by reviewing your account statements and credit reports closely. If you

detect any suspicious activity on an account, you should immediately report it to the financial
institution or company with which the account is maintained. You should also promptly report any
fraudulent activity or any suspected incidence of identity theft to proper law enforcement
authorities, your state attorney general, and/or the Federal Trade Commission (the “FTC”).

To file a complaint with the FTC, go to http:/www.identitytheft.gov or call 1-877-ID-
THEFT (1-877-438-4338). Complaints filed with the FTC will be added to the FTC’s 1dentity
Theft Data Clearinghouse, which is a database made available to law enforcement agencies.

o Obtain A Copy of Your Credit Report

We recommend that you periodically obtain and review a copy of your credit report from
each nationwide credit reporting agency, and have any information relating to fraudulent
. transactions deleted. You may obtain a free copy of your credit report from each of the three major
credit reporting agencies once every 12 months by visiting http://www.annualcreditreport.com,
calling toll-free 1-877-322-8228, or by completing an Annual Credit Report Request Form and
mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You
can print a copy of the request form . at
hitps://www.annualcreditreport.com/manualRequestForm.action. You can also elect to purchase a
copy of your credit report by contacting one of the three national credit reporting agencies. Contact
information for the three national credit reporting agencies for the purpose of requesting a copy of
your credit report or for general inquiries is provided below:

Equifax Experian TransUnion

(800) 685-1111 (888) 397-3742 (800) 916-8800
www.equifax.com WwWw.experian.com Www.transunion.com
P.O. Box 740241 535 Anton Blvd., Suite 100 P.O. Box 6790
Atlanta, GA 30374 Costa Mesa, CA 92626 Fullerton, CA 92834

o Place A Fraud Alert on Your Credit Report

You may want to consider placing a fraud alert on your credit report. An initial fraud alert
is free and will stay on your credit file for at least one year. The alert informs creditors of possible
fraudulent activity within your report and requests that the creditor contact you prior to establishing
any accounts in your name. To place a fraud alert on your credit report, contact any of the three
credit reporting agencies identified above.

o Place a Security Freeze on Your Credit Report
A security freeze is intended to prevent credit, loans and services from being approved in
your name without your consent. To place a security freéze on your credit report, you may be able
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to use an online process, an automated telephone line, or a written request to any of the three credit
reporting agencies listed above. The following information must be included when requesting a
security freeze (note that if you are requesting a credit report for your spouse, this information
must be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2)
Social Security number; (3) date of birth; (4) current address and any previous addresses for the
past five years; and (5) any applicable incident report or complaint with a law enforcement agency
or the Registry of Motor Vehicles. The request must also include a copy of a government-issued
identification card and a copy of a recent utility bill or bank or insurance statement. It is essential
that each copy be legible, display your name and current mailing address, and the date of issye.
As of September 21, 2018, all security freezes are available free of charge. (You must review your
state’s requirement(s) and/or credit bureay requirement(s) for the specific document(s) to be
submitted.)

Additional information is available via the FTC at https://www.consumer.fic.gov/articles/0497-
credit-freeze-fags.

o Additional Free Resources on Identity Theft

You may wish to review the tips provided by the FTC on how to aveid identity theft, For
more information, please visit hitps://www.identitytheft.gov/Info-Lost-or-Stolen or call 1-877-1D-
THEFT (877-438-4338). A copy of Taking Charge: What to Do if Your Identity is Stolen, a
comprehensive guide from the FTC to help you guard against and deal with identity theft is
available on the FTC’s website at https:/www.consumer.ftc.gov/articles/pdf-0009-taking-

charge.pdf.




Massachysetts Breach Notification Addendum — additional relevant information

Volk contracts with a PCl-compliant third party hosting service to affow Volk to make
volk.com (the “Voik Website”) available to its customers and visitors generally. Hosting
providers are subject to confidentiality, privacy, and security obligations pursuant to
written agreement,

On May 1, 2020, Volk began investigating the website’s functionality after learning of
the possible compromise of @ payment card recently used on the Volk Website. The
investigation revealed on May 14, 2020 that a malicious script had been installed on the
web server hosting the Volk Website granting a malicious third party with remote access
to the server. As a result, an unknown third party may have had unauthorized access to
personal information submitted in connection with a transaction on the Volk Website
between Februgry 11, 2020 and May 8, 2020. Specifically, the following information
provided during a transaction was potentially accessible: credit card data including
name, billing address, credit card number, credit card expiration date, and CCV number.

Upon learning of the possible compromise, Volk Immedigtely began a forensic
investigation utilizing the services of an expert third party forensic team. Even prior to
completing the investigation, Voik took the Volk Website off-line to minimize any
potential harm. The compromised version of the Volk Website is now permanently
offline, and Volk has transitioned its e-commerce activities to a new secure host and
platform to keep the compromised web server isolated from Volk’s customers going.
forward. Volk is currently working with its incident response team and privacy legal
counsel to identify potential improvements to internal processes and procedures, to help
prevent comparable attack in future. Moving forward, Volk will be adding at least the
following controls: monthly website vulnerability testing; and external third parties who
manage or access Volk data will be subjected to a regular review (at least annually) to
ensure that the vendor meets all relevant security standards. -

in addition to the use of PCl-compliant hosting providers subject to-appropriate
contractual obligations, Volk had numerous other security measures in place at the time
of the breach.

Internally, Volk has Implemented numerous Cybersecurity and Information Technology
policies, including related to third party suppliers, monitoring, education and
compliance, network security, malware, and more. The policies and Volk’s compliance
with those policies are routinely reviewed and audited. All Volk employees are required
to complete various online training modules on cybersecurity, user access, and related
topics to improve employee education regarding security.

On the technical side, all Volk devices have anti-malware protection and advonced
endpoint threat detection to protect against potential outside threats. These measures
are audited monthly to ensure enterprise-wide security. Volk also utilizes multi-factor
authentication on every system possible. This is ctrrently enabled and in use for both



Office 365 & DropBox to ensure user secyrity. Further, IT contihu_ously runs and reviews
Windows Updates to ensure key QS patches and security measures are in place,



