May 22, 2020

RE: Important Security Notification
Please read this entire letter,

Dear N

We are contacting you regarding a data security incident that occurred around April 6; 2020 at the Cincinnati
Parks Foundation. Since you have been a generous supporter of the Cincinnati Parks Foundation, your name,
‘address, email, phone number; and Social Security number may have been located 'in files that were impacted.
As a result; your personal information may have been potentialfy exposed Please be assured that we have
taken every step negessary to address the Incident.

We immediately bégan work to restore our network, secure our system, and Investigate the extent of the
incident. Qur investigation found no indication or evidence that any personal information had actually been
accessed, obtained, misused, or otherwise compromised. Nonetheless, we are handling this matter with an
abundance of caution.

We take the responsibility of protecting privacy very serlously. Therefore, we are currently reviewing our
policies.and procedures to determine if any revisions need to be made as a result of this incident. We have alse
implemented additional security measures to do everything possible to prevent another security incident from
occurring.

What we are doing to protect your information; _
To help protect your identity, we are offering a complimentary two-year membership of Experian’s®
IdentityWorks™. This product provides you with superior identity detection and resolution of Identity theft. To
activate your membership and start monitoring your personal information please follow the steps below:

*  Ensure that you enroll by: 8/30/2020 (Your code will niot work after this date.)
»  Visit the Experian IdentityWorks website to enroll: /{www experianidworks,com/credit

¢  Provide your activation code: || | EGczcNN

If you have questions about the product, need assistance with identity restaration or would like an alternative to
enrolling In Experian ldentityWorks online, please contact Experian’s customer care team at 877-890-9332 by
8/30/2020. Be prepared to provide engagement number DBZOZGS as proof of eligibility for the identity
restoration services by Experian,
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ADD%TIONAL DETAILS REGARDING YOUR 24-MONTH EXPER!AN IDENTITYWORKS MEMBERSHiP
A credit card is not requsred for enrof!ment In Experlan !dent:thorks.

You can con'ta'ct Experian Immediately regarding any fraud issyes, and have access to the following features
once you enroll in Experian identityWorks:

. Experian credit report at sugnup See what mformatlen Is assocnated with your credit file. Dally credit
- reports, are available for online members only.* :

. ‘Credlt Monitoring Actwely monitors Experian file for :ndmators of fraud.

L Identnty Restoration Identitv Restoratron agents are Immedlateiy aval!abfe to heip you address credlt
“and non- credlt related fraud . :

- Experlan IdentityWorks ExtendCAREm’ - You rece:ve the same hlgh level of Edenﬂty Restoration support
even afteryour Experian IdentltyWorks membership has explred : e

. Up to $1 Million Identity Theft insurance** Provides coverage for certain costs and unauthorized
~electronic furid transfers,

Ef you beheve there was fraudulent use of your mformatnon and would like to d|scuss how you may. be able to :
. resolve those _1_ssues, please reach out to an Experian agent at 877-890-9332. I, after discussing your. situation
-',w:th an agent, it'is’ determined that Identity Restoration ‘support . is needed, then an- “Experian Identtty '
. Restoration agent is avallable to work with you to investigate and resolve each inudent of fraud that-occurred
- (mcludmg, as appropriate, helping you- with contacting credit grantors to dlspute charges and close accounts;
assisting you'in placing a freeze on your credit file with the three major credit. bureaus; and assisting’ you with

contactlng government agenues to he!p restore your Identttv toits proper condition):

Please note that thls Identity Restoratlon support is-available to you for one year-from the date of this letter and
:does not requfre any action on your part at this time. The Terms and Conditions for this offer are !ocated at .
) restcra ion. You will" also find self—heip ‘tips . and Informat:on about ‘identity -

'.protectlon at this site.

You may. also wish to re\new the tips provided by the FTC on fraud, alerts, securtty/credtt freezes. and steps you
can take to avoid identity theft, For more information and to contact the FTC: -

Federal'Trade Commission

i-877 ID-THEFT (1 877-438—4338)

www. Frc. gov/idtheft

600 Pennsylvania Avenue, NW
W_ash_i,ngtch i DC 2058‘0

redrt Regort : You may also obtain a free copy of your credit report once every 12 months from each of the
- three natjorial credlt reporting agencies by visiting www.annualcreditreport.com, by calling toll-free 1-877-322-
‘8228, or by comp!etmg an Annual Credit Report Request Form and malling it to Annual Credit Report Request
Service, P,O. Box 105281, Atlanta, GA 30348, You can print a copy of the request form at
https://www.annualcreditreport.com manu_afRe uestForm.action.

Alternatively; you may elect to purchase a copy of your credit report by contacting one of the three national
credit reporting agencies. Contact information for the three national credit reporting agencies for the purpose of
requesting a copy of your credit report or for general inquiries, including obtaining information about fraud
“alerts'and p_!acmg a security freeze on your credit files; is as follows:




Equifax . Experlan ' TransUnion -

1-800-345-3960 1-888-397-3742 . 1-_800-"680*7289
www.equifax.com o www.experian.com www.transunion.com.
p.O/ Box 105788 : P.0. Box 9554 : _ " P.0.Box2000
Atlanta, GA 30348 ~Allen, TX 75013 . _ C-heste_r, PA 190‘1‘6_

Fraud Alerts \’ou may want to cons;der placing a fraud alert on your credit report An initial fraud alert is free
and will stay on your credit file for at least niriety (90) days. The alert informs. creditors of possible fraudulent”
activity. wnth:n your reportand requests that the creditor contact you prior to establishing any new accounts In
-your name. To place a fraud alert onyour credit report, contact any of the three national credit reporting
agencies using the contact mformation fisted above. Addlttonai information is avaﬂable at

www angualcreditregort com

redit and Secunty Freeze : You may have the right to p[ace a credlt freaze, also known as a security freeze on

-~ your: credit file, s0 that no new credit can be opened in your name without the yse of a PIN number that Is

assued to you when you initiate the freeze A credit freeze is designed to prevent potential credit grantors from
accessing your credlt report without your. consent if you place a credit freeze, potential creditors and other
-third parties will’ not be: able to get access to your: credat report unless you temporarily lift the freeze, Therefcre,
using a credit freeze may delay your abltity 1o obtain credit. Unlske afraud alert, you must separately placea’
credit freeze on your credit file at each credit reporting company. Since the Instructions for how to establisha
credit freeze dlffer from state to state, please contact the three major credit reportlng compames usmg the -
‘contact mformatton above,

You can obtain more information about the fraud alerts and credit freezes by contacting the FTC orone of the
national credit reporting agencles listed above. We have also enclosed additional information fromthe FTC on
what you can do'to.help protect yourse!f regardmg your Social Security number. You also heve the nght to
obtaina police report on this matter. oo : : :

We sincerely apologize for this incident and regret any Inconvenience it may cause you. We ‘encourage you to,
as always, stay vigilant regarding your personal information. Should you have questlons or concerns regardmg
: thlS matter; piease do- not hes:tate to contact us at 513, 861 0023 x9 or grwacy@clnc!nnatigarksfoundation org.

S:nce_re_ly,
Cincinnati Parks Foundation’s Board of Directors and Management Team

* Offline taembers wil be eligible to call for additional teports quarterly after'enroﬂtn"g o

¥* The 1dent|ty Theft insurance is underwritten and administered by Amerlcan Bankers Insurance Company of Florlda, an Assurant
company, Please refer to the actual policies for terms, conditions, and exclustons of coverage. Coverage may not be available in all
Jurisdictions.




FEDERAL TRADE C(JMMISSK)N

F4 !dentltyTheft gov

Socml Secm 1ty number

[ 1fa company responsible for exposing your information offers you free credit monitoring, take advantage of it.
O Get your free credit reports from annualereditreport.com. Chec}l{ for any acéounts_ or _cha@es_you don’t recognize.

] Consider placing a credit freeze, A credit freeze makes it harder for someone fo open a new account in your name.

o Ifyou place a freeze, be ready to take a fow extra stepq the next time you apply for a new credit card or cell
‘phone —or any service that requires a credit check,

s If you decide not {o place a credit ﬁeez_e, at least consider placing a fraud alert.

= Try to-file your taxes early — before a scammer can. Tax :denuty theft happens when someone uses youl Socza!
-Secm 1ty numbel to get a tax refund or a Job Respond ught away to letters from the IRS

O pene beheve anycne who calls and says you ll be arrested unless you pay fo: taxes or debt ] 1f they have part or
all.of your Soaial Security number, or they say they’re from the IRS,

LJ continue to check your credit rep(_)i"ts at anmualereditrgport.com. You can otder a free report from each of the  three
credit reporting companies once a year, '






